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Resumo

A “Internet das Coisas”, do inglés Internet of Things (10T), ¢ um termo que foi utilizado,
pela primeira vez, em 1999, por Kevin Ashton, quando falava sobre a possibilidade de co-
nexdo entre dispositivos fisicos e a Internet. RFID (Identificacdo por Ridio-Frequéncia)
foi uma das principais tecnologias usadas naquela época, permitindo identificacdo e rastre-
amento de objetos, entre outras aplicacdes. Desde entdo, os avangos em vérias tecnologias
e o surgimento de outras t€m possibilitado o barateamento de dispositivos € componentes,
despertando ainda mais o interesse da industria e da academia em explorar as varias possi-
bilidades de aplicacdes de [oT. Como o uso de tais aplicagdes vem crescendo, para os mais
diversos cendrios, torna-se necessario padronizar arquiteturas, protocolos de comunicacao e
mecanismos de seguranca, de modo a facilitar o desenvolvimento de tais solucdes e melhorar
a confianca dos usudrios finais. A falta de padronizagdo ainda € um desafio e, neste sentido,
muitas empresas € comunidades de software livre t€m proposto middlewares, frameworks e
outras solug¢des, embora ndo haja, ainda, nenhum padrao “de facto”, bem definido e aceito.
Por causa disto, empresas e pessoas interessadas em tais solugdes t€ém algumas preocupagdes
e dividas relacionadas a quais destas devem escolher ou como modelar uma solucio espe-
cifica. Estas preocupagdes sdo ainda maiores quando a aplicacdo lida com dados sensiveis,
tais como Informacao Identificavel Pessoal (PII) ou Informacgdo de Saude Pessoal (PHI), que
demandam protecdo e, assim, requerem mecanismos de segurancga bem estabelecidos. Nesta
tese, o foco é prover uma Arquitetura Confidvel para Aplicacdes IoT. A arquitetura proposta
considera autenticacao, autorizacdo, criptografia e Ambientes de Execucdo Confidvel (TEE,
sigla em inglés). Um Ambiente de Execucdo Confidvel € uma tecnologia fornecida por al-
guns processadores modernos que habilitam processamento seguro em uma regiao protegida
de memoria. A Arquitetura Confidvel proposta é validada com um método formal (Rede de
Petri Colorida) e com um experimento que mede o desempenho de uma aplicagdo imple-
mentada. Esta aplicacdo considera alguns componentes FIWARE, para autenticacio e auto-
rizagdo, e algumas aplicac¢des Intel Software Guard Extensions (SGX), para processamento
protegido. Com a arquitetura proposta, bons nivels de protecdo sdo atingidos, considerando

integridade, confidencialidade, privacidade, autenticacdo, autoriza¢ao e comunicacao segura.

v



Abstract

The “Internet of Things” (IoT) is a term used, for the first time, in 1999, by Kevin Ashton,
when speaking about the possibility of a connection between physical devices and the Inter-
net. RFID (Radio Frequency Identification) was one of the main technologies used in that
time, allowing objects tracking and identification, among other applications. Since then, the
advances in many technologies, and the arising of many others, have enabled the cost low-
ering of devices and components, arousing, even more, the industry and academy interest
in exploring the many possibilities of IoT applications. As the use of these applications is
continuously increasing, it becomes necessary for the most different scenarios to standardize
architectures, communication protocols, and security mechanisms to ease the development
of such solutions and improve the confidence of final users. The lack of standardization
is still a challenge, and, in this sense, many companies and open source communities have
proposed middleware, frameworks, and other kinds of solutions. However, there is no “de
facto” standard, well defined and accepted, yet. Thus, companies and people interested in
using such solutions have some concerns and doubts about which of them to choose or how
to model a specific solution. These concerns are even greater when the application deals
with sensitive data, such as Personal Identifiable Information (PII) or Personal Health In-
formation (PHI), that demand protection and requires well-established security mechanisms.
This work intends to provide a Trusted IoT Architecture (TIoTA) to implement secure IoT
applications according to it. The proposed architecture considers authentication, authoriza-
tion, cryptography, and Trusted Execution Environments (TEEs) to make this possible. A
TEE is a technology provided by some modern processors that enable secure processing in a
protected memory region. The TIoTA proposed is validated with a formal method (Coloured
Petri Net) and an experiment that measures an implemented application’s performance. This
application considers some FIWARE components for authentication and authorization, and
some Intel Software Guard Extensions (SGX) applications, for protected processing. With
the proposed architecture, good protection levels are achieved when considering integrity,

confidentiality, privacy, authentication, authorization, and secure communication.
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Chapter 1

Introduction

The Internet of Things (IoT) concept has attracted the attention of industries, researchers/a-
cademy, and different kinds of customers in the last years. This term (IoT) was used for the
first time in 1999 [9; 401, by Kevin Ashton, in a presentation in which he described a network
connecting physical devices to the Internet. The possibility of interconnecting a high number
of devices promotes the creation of various new applications. Some of the IoT advantages
are automation, cost, flexibility, and remote management [4]. Thanks to the advances in de-
vices technologies and communication protocols, these advantages enable applying 10T to
many domains, such as healthcare, logistics, transportation, and industry.

Although the IoT term was born with RFID (Radio-Frequency Identification) projects,
which used RFID tags, [oT sensors and actuators are increasingly becoming smarter. Even
when they are not so smart (i.e., they have computational resources limitation), they can
connect to gateway devices that may perform additional functionality. Due to advances in
IoT devices, they are frequently called smart objects [45};|55]. Despite this, the smart objects
(IoT devices) often have specific constraints like limited processing capabilities, storage,
energy, and connectivity. Thus, many applications require the use of a more robust device,
generally called as gateway, with more processing and memory power and fewer constraints.

According to the local where the gateway is deployed and, then, the preprocessing is
performed, we have the concepts of edge and fog computing, which are alternatives to cloud
computing. When the gateway is located together with the 10T devices, with local data pro-
cessing, this scenario is named as edge computing [97]. When IoT applications demand even

more processing power, with increasing constrained time requirements, instead of sending



data directly to the cloud, specific servers can be deployed locally to provide the required
resources for gateways and IoT devices. This scenario is the basis of fog computing, in
which IoT devices collect data from the environment and send them to a fog server. Then,
the fog server can preprocess these data before sending them to a cloud server or store them
locally, for instance [[109; 46]. Fog computing can reduce latency when certain situations
require fast responses in the field, and it can also decrease costs with cloud processing and
communication.

The device’s constraints are also dealt with the cloud-based IoT paradigm. The idea, in
general, is to send all collected data, previously preprocessed by an edge gateway or a fog
server, to be processed and analyzed in the cloud and shared for use in other systems [65].
Among the cloud-based 10T benefits, the following can be highlighted: long-term storage
and processing of collected data, data reuse in multiple services, data integration of different

users/things, user mobility support, and granted availability for intermittent connection [45]].

Figure 1.1: Common Scenarios for IoT Applications

Cloud
Servers

Cloud Computing
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Fog
Servers

Fog Computing
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Device Layer

loT loT
Device Device

Indeed, the cloud and fog computing paradigms increase the power of the IoT. Such a

combination alleviates the concerns regarding the IoT devices typical constraints, such as
limited memory and processing capabilities, by allowing applications demanding complex

and fast processing to run in fog/cloud servers. Figure[I.I|shows the common IoT scenarios
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considering the mentioned paradigms. The main entities are the [oT devices that collect data
from the environment. These data can be processed locally in the devices or can be sent to
an edge gateway, a fog server, or a cloud server. Whenever using an edge gateway, it can
also communicate with a fog or cloud server when the application demands more processing,
memory, and storage. The fog servers can also exchange data with the cloud servers. The
arrows in Figure 1.1/ represent the communication possibilities between the devices and the
edge, fog, and cloud layers.

Nowadays, IoT applications can be applied to a large number of scenarios, which goes
from healthcare assistance to industrial automation. According to McKinsey&Company, the
economic impact of IoT can rise from 2.7 to 6.2 trillion dollars by the year 2025, while
Gartner predicted the deployment of 20.8 billion IoT devices by the year 2020 [16] (in 2017,
this number was equivalent to 8.4 billion devices in the world, 31% more than in 2016

[110]).

1.1 Motivation

Many times IoT applications have to deal with sensitive data, like Personally Identifiable
Information (PII), such as medical, financial, or educational information. Such information
can include name, fingerprint, telephone number, social security number, among others, what
requires special care regarding the overall data security. A particular type of PII is called
Protected Health Information (PHI), which is related to health information from patients in
healthcare organizations. This information has become an attractive target for criminals,
once the PHI records do not include only health data but also valuable information like
address, date of birth, and social security number.

The interest in these data is even higher because they do not use to change, unlike credit
card and bank account numbers, which can be canceled. Besides, while credit card numbers
can be sold by US$1, on the illicit market, and PII can be sold by US$10 up to US$20,
medical information such as PHI can reach between US$20 and US$50, being the most
valuable kind of information [60]. The number of PHI breaches reported by the USA federal
government in 2016 reached the health information of more than 15 million people, with the

biggest case happening in Arizona, through a network server hacking attack, which involved
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more than 3.7 million patients’ health information [89]. Also, in the same year, a successful
ransomware attack forced a hospital in Los Angeles to pay US$17,000 to get its resources
and network released [89]].

Another known scenario that demands data protection, although it does not deal with PII,
is a smart metering application that periodically measures the energy consumption of a given
place. If an adversary gets access to a data set containing energy consumption measurements
from a specific period (e.g., a month), he/she can use a Non-Intrusive Appliance Loading
Monitoring (NIALM) technique to estimate what appliances were used in a specific time
and, by doing this, estimates how many people were in that place and what these people
were doing [[70;[109]].

According to Bertino [16]], HP (Hewlett-Packard) performed a study with popular IoT
devices, showing a high average number of vulnerabilities: 25 vulnerabilities per device,
with 80% of devices failing to require good passwords (considering complexity and length),
70% without local and remote encryption for communications, and 60% with vulnerable
user interfaces and firmware. For the OWASP (Open Web Application Security Project) loT
project, many loT vulnerabilities have arisen due to the lack of security techniques adoption,
such as encryption, authentication, and access control [16]. According to Gartner, the world-
wide spending on security products and services would reach $124 billion in 2019, which is
8.7% more than in 2018 [73].

Frequently, the IoT applications generate or deal with sensitive data related to spe-
cific businesses that can involve large financial transactions or even PII/PHI of their users.
Both cases, among many others, require special attention to provide security and pri-
vacy capabilities for these kinds of applications. It is mandatory to ensure an accept-
able level of trust for processing and storing these data, which is an actual challenge
nowadays (privacy and security are still concerns related to IoT applications [65} 121}
16]). Furthermore, there are limitations regarding the lack of standardization and limited

resources of many IoT devices.
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1.2 Problem

Considering that IoT devices can collect information such as location, time, and context,
enabling the inferring of personal habits, behavior, and individual preferences, usually there
is the need for protection in terms of data acquisition, management, transit, and use/process-
ing. Thus, the sensitive data generated by IoT devices should be protected from unauthorized
third parties, resulting in concern to end-users related to loss of control over these data. In
general, risks and threats must be considered at the beginning of the applications’ devel-
opment, i.e., during the applications’ design, as Privacy by Desigrﬂ [59] and Privacy by
EvidenceE] [13] techniques recommend. As it is hard to address all the privacy aspects in
the development process, like the Privacy by Design approach proposes, the privacy settings
are usually left to the user [45; 119]. The privacy sphere includes the network and all IoT
devices that a user owns and trusts to preserve sensitive data [45].

The consequences when an acceptable level of privacy is not reached vary from the non-
acceptance of the cloud services to strict costly lawsuits. A current technical challenge is to
implement the “right to be forgotten”, a data protection regulation proposed by the European
Union stating that information about someone has to be automatically removed after some
time [45]. Due to the inherently distributed nature of the IoT applications, adversaries use to
explore their vulnerabilities for using their devices to generate DDoS (Distributed Denial of
Service) attacks [86; 117 [39]. For instance, the number of DDoS attacks increased by 91%
in 2017 due to the IoT devices/applications. This fact leads the users to adopt extra effort
to ensure security/privacy in IoT applications since often they need to trust the providers.
The lack of appropriate security mechanisms in IoT applications is dangerous in sensitive
domains, like healthcare, for instance. Unfortunately, there is still no guide for applying a
satisfactory level of security in this kind of application [4].

A basic architecture for an IoT application considers a publish/subscribe system respon-

!Privacy by Design is an approach that considers privacy concerns during all the development process and

demands the adoption of privacy techniques during all the software development cycle.
2As the Privacy by Design adoption is considered difficult to enforce in some situations, the Privacy by

Evidence methodology proposes a guide to help developers applying privacy techniques according to a well-
defined process that contains a checklist, and generates evidence that privacy concerns are considered and

mitigated.
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sible for registering produced data and distributing accordingly to interested entities. In
general, the interested entities subscribe to topics in the publish/subscribe system, enabling
them to receive specific data or measurements produced by other entities. Thus, whenever
new data are available or changes occur in the measured values already registered, the pub-
lish/subscribe system sends notifications to the subscribed entities. After receiving the data,
the entities can take important decisions as turning on/off machines, triggering alarms, and
performing complex processing.

An instance of this basic architecture can be an energy consumption monitoring appli-
cation, considering two perspectives to facilitate the understanding: firstly, there are many
smart meters, named here producers, collecting energy consumption from different buildings
throughout a smart city; secondly, there are applications for processing the data aggregation
for customers’ billing purposes, which are the consumers. Some techniques that hit the cus-
tomers’ privacy, like NIALM [35; [70], enable attackers to estimate the number of people
in buildings, as well as to gain information on what kinds of activities are performed at a
specific time. The same applies to an industrial environment, in which attackers can dis-
cover details/secrets related to production, e.g., estimating how many machines are working
or how many workers. Because of this, it is highly recommended to keep a satisfactory level
of security and privacy in architectures that support such scenarios.

To avoid such type of attack, the producers can encrypt the data ensuring they are pro-
cessed only in a secure way. A possible approach is the application of homomorphic cryp-
tography [101]], which performs common operations over encrypted data. Unfortunately, its
high computational overhead makes it unpractical to use with complex operations [83]. An-
other approach is the use of a Trusted Execution Environment (TEE), that enables, by using
specific hardware instructions, the creation of a shielded space in the memory in a way data
can be processed securely inside this space. Encrypted data enters the protected area, being
decrypted only inside it and encrypted again before leaving. The TEE use is more feasi-
ble than homomorphic cryptography because it takes considerably less time to process data
[101]]. More details about TEE will be found in Chapter 2] Section

As seen, there is still a lack of solutions that provide acceptable security levels in IoT

applications. The RFC 857 presents an overview of the security requirements for IoT ap-

3https://tools.ietf.org/html/rfc8576
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plications, discussing threats, challenges and directions based on the state of the art. Privacy
protection and data leakage prevention are among the open challenges. Major companies
such as Google IoTﬂ Azure IOTE], and AWS IoTﬂ only specify the authentication methods
required for devices and the communication protocol, i.e., they do not provide other means
to protect data. This way, each solution must take care of its security in terms of architec-
ture and development. Regarding this problem, this doctoral work aims at answering the

following two research questions:

e RQI - How to integrate security components providing a trusted architecture for [oT

applications?

e RQ2 - How to limit the need to trust the storage provider and the data consumer in

cloud/fog-based IoT applications?

To guide this work, helping to answer these research questions properly, the problem can

be defined in two ways:

e Business Problem - define a trusted architecture to develop IoT solutions with an ac-

ceptable security level, decreasing the users’ concerns with sensitive data;

e Technical Problem - investigate, integrate, and apply security techniques and technolo-

gies to protect data in IoT applications, providing secure solutions.

For this work, a solution achieves an “acceptable security level” when it keeps data confiden-
tiality, integrity, and availability, making the data exploitation difficult for an attacker with a

high privilege level (e.g., admin level).

1.3 Goals

The main objective of this work is to provide an architecture that developers can follow to
improve the data security in IoT applications, mainly in cloud/fog-based IoT, when users
commonly have to trust the servers (services providers). The specific objectives are listed

below:

“https://cloud.google.com/solutions/iot
Shttps://azure. microsoft.com/en-us/free/iot
®https://aws.amazon.com/iot/
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apply components for authentication and authorization of the entities;

e apply cryptography to protect data in rest and in transit;

e apply a component for keys management;

e apply Trusted Execution Environments for components that can process sensitive data;
e specify the communication flow to keep data secure;

e create a Coloured Petri Net model with the components and communication flow of

the architecture;
e verify security properties through a model checking technique;

e implement a proof of concept application and verify its performance.

1.4 Proposal, Methodology, and Contributions

Considering the concerns regarding data security in IoT applications and data dissemination
in fog/cloud computing, we propose a trusted architecture that considers entities’ identi-
fication, access control, cryptography, and trusted processing. We present a solution that
prevents users’ data from unauthorized access (e.g., NIALM attacks), keeping them private

and secure. To guide us in this direction, we considered the following methodology:

e perform a systematic literature review about the use of TEE in IoT applications (Chap-

ter[3] Section [3.2);

e investigate security components to integrate the architecture (e.g., authentication and

authorization components);

e define the trusted architecture considering important security aspects and insights ob-

tained from the literature (Chapter [4));

e cvaluate the proposed trusted architecture formally, considering security properties

(Chapter 5] Section [5.1));
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e implement an application with the proposed architecture and run experiments to eval-

uate its performance (Chapter[5] Section|[5.2).

Based on the literature review (Chapter [3), we decided to adopt trusted execution en-
vironments for our architecture once they enable secure processing, even when an attacker
has privileged access to the machine. Then, we defined a base case scenario that could need
data protection. The chosen base case is a basic architecture commonly employed for [oT
applications (Chapter @] Section 4.1)). This architecture has producers, consumers, and a
broker to store data. Considering this basic architecture, we investigated how to apply secu-
rity components to protect data. We defined how to integrate the security components into
the architecture and elaborated the communication flow needed to keep data secure. After
the trusted architecture definition (Chapter d), we modeled the trusted architecture using a
Coloured Petri Net and verified 14 security properties applying model checking (Chapter [5]
Section [5.1)). Lastly, we implemented an application as a proof of concept to evaluate its
performance (Chapter 5] Section [5.2)).

We propose the use of a TEE technology - Intel Software Guard Extensions (SGX) or
ARM TrustZone, for instance - for protected processing of sensitive data. To avoid the use
of a Publick Key Infrastructure, we also propose a component responsible for keys genera-
tion, storage, and management, named Key Vault. The Key Vault also provides data security
by using a TEE technology to protect its execution. Both data producers and consumers
have access to specific public and private keys from Key Vault. The producers encrypt mea-
surements and send them for a broker component (e.g., publish/subscribe system), and the
consumers, which are also TEE applications, receive these measurements through notifica-
tions and can decrypt them. Thus, the measurements are protected, in transit and rest, being
decrypted and processed only in a secure space inside a TEE application.

For authentication and authorization purposes, respectively, we propose to use an Identity
Management (IdM) System and a Policy Enforcement Point (PEP) Proxy. Producers and
consumers can be authenticated and receive access tokens. Then, presenting the received
tokens in the requests, they can access the architecture’s protected components once these
tokens are validated. These requests are intercepted by the PEP Proxy, which forwards the
tokens for validation in the IdM system. The protected services are the Key Vault and the

Broker, which can be a Publish/Subscribe system.
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We used Coloured Petri Nets (CPNs) [52;51]] for modeling and verification of the trusted
architecture (specifically, Hierarchical CPN). CPNs have been successfully applied for the
formal specification, analysis, and verification of different communication protocols, embed-
ded systems, and data networks [87;10; 49; 93;|103;/116]. We used CPN Tool{] for editing
and construction of the trusted architecture CPN model. We analyzed the model using inter-
active and automatic simulation as well as message sequence charts automatic generation.
Then, we applied model checking, a formal verification technique used to explore states per-
forming verification and validation of behavioral properties [57]. Considering a given model
and some properties defined according to the model specification, a model checking algo-
rithm explores all the state space verifying the validity of these properties, if they are satisfied
or not. Properties are described in temporal logic, such as CTL (Computational Tree Logic).
For the properties checking, we used the ASK-CTL library of CPN Tools, which is a state
and action-oriented variant of CTL.

Below, we list the main contributions of this thesis:

e a systematic literature review regarding the use of Trusted Execution Environments for

IoT applications;
e a trusted component, Key Vault, that can replace a public key infrastructure;

e a modification to a Policy Enforcement Point Proxy, to improve the provided protec-

tion;

e atrusted architecture for [oT applications, minimizing the distrust in service providers

that store and process sensitive data;
e a formal validation of the trusted architecture through CPN and model checking;
e a proof of concept implemented according to the trusted architecture;

e an experimental evaluation to analyse the proof of concept performance.

1.5 Document Organization

The structure of this thesis is organized as follows:

"http://cpntools.org
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e Chapter [2] contains a brief description of the main topics related to this thesis. For
instance, we describe the security basic definitions (Section , and the concept of
Policy Enforcement Point Proxy (Section [2.2). Besides, we describe TEEs, as well
as the two main TEE commercial technologies available: Intel SGX and ARM Trust-
Zone (Section[2.3). Lastly, we present Coloured Petri Nets (CPN), Hierarchical CPNs
(HCPNs), and Model Checking (Sections [2.4] and [2.5));

e Chapter [3] comprises the scientific foundation for this thesis and is divided into two
sections. In Section [3.1] we present related works. These works are mainly related to
Cloud-based IoT security and privacy challenges and solutions, and related to the ap-
plication of CPN models and model checking. In Section [3.2] we present the state-of-
the-art about the use of Trusted Execution Environments in [oT solutions. To achieve
this foundation, we performed a Systematic Literature Review (SLR), which is pre-

sented in this Section;

e Chapter ] comprehends the main ideas of this thesis. Among its Sections, we describe
the base case scenario (Section {.T)), the threat model adopted (Section 4.2)), the prin-
ciples used for the trusted architecture proposed (Section4.3)), two trusted components

(Sections 4.4] and [4.5]), the proposed trusted architecture and its communication flow

(Section [4.6));

e Chapter[5|contains the validation of this work. Firstly, we present a formal validation,
using an HCPN model for the proposed trusted architecture and performing the veri-
fication of security properties by applying a model checking technique (Section [5.1).
Lastly, we present an experimental evaluation performed with an application that im-
plements the proposed architecture (Section [5.2). We show the results achieved with

the experiments that measured the latency and scalability of the implemented solution;

e Chapter [6] encompasses the conclusion of this document, summarizing the achieved

results and suggesting ideas for future works.



Chapter 2

Technical Foundations

This Chapter comprises some useful basic information regarding concepts, technologies and
tools to a better understanding of this work. The first Section (2.1I) briefly describes some
security basic definitions. Then, Section [2.2] presents a brief description about Policy En-
forcement Point. Section shortly presents Trusted Execution Environments (TEEs) and
the two available TEE technologies in the market (Intel SGX and ARM TrustZone). Lastly,
Sections 2.4 and [2.5] present the basics of Coloured Petri Nets and Model Checking, respec-

tively.

2.1 Security Basic Definitions

The computer security concerns with protecting sensitive resources in computer systems.
This involves applying techniques and methods to preserve the CIA security triad: confi-
dentiality, integrity, and availability. To achieve these properties preservation, the computer
systems must consider protecting the sensitive data, in rest or in transit, and also all the re-
sources that can work as an access port for these data. For instance, the systems must regard
network and operating system vulnerabilities, which can be explored by adversaries to get
unauthorized data access. Below, we list the National Institute of Standards & Technology
(NIST) definition of Computer Security [44]:

The protection afforded to an automated information system in order to attain the appli-
cable objectives of preserving the integrity, availability, and confidentiality of information

system resources (includes hard-ware, software, firmware, information/data, and telecom-

12
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munications).
The list below briefly presents the classical security goals (confidentiality, integrity, and

availability) as well as related concepts relevant to the comprehension of this work.

e Confidentiality: guarantees that unauthorized parties cannot access sensitive informa-

tion.

— Privacy: directly related to confidentiality, it guarantees that the information
owner has control over its access, allowing or denying its disclosure to specific

third parties.
e Integrity: guarantees that unauthorized parties cannot modify sensitive information.

e Availability: guarantees that sensitive information will be available for authorized par-

ties whenever necessary.

e Trustworthiness: guarantees that a party can trust in some available information, from

a known source, once it was not accessed or modified by unauthorized parties.

e Symmetric cryptography: in this cryptography mode, the communicating parties use
a unique key, commonly named as symmetric key, to encrypt and decrypt sensitive

information. The symmetric key must be secure.

e Asymmetric cryptography: in this cryptography mode, the communicating parties use
two different keys, commonly named as public and private, to encrypt and decrypt
sensitive information. The parties can make the public key publicly available, while
the private one must be secure. In general, the algorithms use the public key to encrypt

and the private key to decrypt data, although the contrary is possible.

e SSL/TLS: Secure Socket Layer (SSL) is a security protocol that creates an encrypted
connection between two communicating parties, protecting the data in transit [98]].
For this, SSL employes the use of certificates, which identify the parties and can be
checked with Certificate Authorities (CAs). The Transport Layer Security (TLS) is the

evolution of SSL, working similarly.

e Authentication: process of identity verification, ensuring that someone or something

is indeed the person/thing who claims to be;
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e Authorization: process of denying or allowing access to specific resources (data/sys-

tem) based on policies.

2.2 Policy Enforcement Point

A Policy Enforcement Point (PEP) works as a gatekeeper controlling the access to a protected
service or resource, verifying and validating the requesters to allow or deny their accesses
[75]. Generally, a PEP acts together with some policy-based access management system,
which can be a Policy Decision Point (PDP) or an Identity and Access Management (IAM)
system (also called Identity Management - IdM).

Figure shows a common architecture using a PEP. When the PEP proxy receives a
request, it checks the access policies with the PDP, IdM or IAM system whether the requester
has permission to access the protected resources. Since the PEP enforces the access policies
application, it forwards the request to the protected service or sends an unauthorized message

to the requester, respectively, whether the access was allowed or denied.

Figure 2.1: Architecture with a Policy Enforcement Point
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2.3 Trusted Execution Environment (TEE)

The TEE concept arose with the need to protect data processing in the increasingly complex
systems. This technology is a new approach for Trusted Computing (TC), which was devel-
oped by the Trusted Computing Group (TCG), in the earlier 2000s, to provide better levels of
secure computation, privacy and data protection. The TC was initially implemented by using
Trusted Platform Modules (TPM), which are separate tamper-evident hardware modules for
platform security that allow cryptographic keys protection and data integrity. Since TPMs
do not allow third-parties run code inside them, TEE was proposed to provide an isolated
protected execution environment for third-parties applications.

TEE can be defined as a tamper-resistant processing environment, running on a separated
kernel, providing a good level of authenticity, integrity and confidentiality for the executed
code [90]. A TEE should supply a remote attestation process, enabling third-parties to prove
its trustworthiness. Unfortunately, TEE is not a bullet-proof solution for systems security,
since some refined attacks (e.g. Side—Channe]Eb can be used for unauthorized data obtainment
attempts. Since 2010, Global Platforrrﬁ is responsible for TEE standardization through its
TEE System Architecture and API specifications, which comprise TEE Client API, TEE
Internal Core API, TEE Secure Element API, among otherﬂ

2.3.1 Intel Software Guard Extensions (SGX)

Intel SGX is a hardware-assisted Trusted Execution Environment (TEE) technology that
protects code and data from disclosure or modification [47]. Applications intended to be
safe executes inside protected memory regions such that their code and data are isolated from
other software running in the system, even with higher privilege, like Operating System (OS).
These special regions in the memory are called enclaves, which are created and manipulated
through a distinct set of processor instructions, with the help of a software development kit

(SDK) provided by Intel. With these hardware-based capabilities, Intel promises that code

! Attacks based on characteristics of the hardware implementation, such as timing information, power con-
sumption, electromagnetic leaks and sound, which require expert technical knowledge about the internal oper-

ation of the system.
http://globalplatform.org/
3https://globalplatform.org/specs—library/?filter-committee=tee
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and data remain protected even when drivers, OSs or BIOS are compromised.

Figure 2.2: SGX application execution [48]
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The execution of an SGX application is shown in Figure [2.2] according to the following

flow:
1. the SGX instantiates the application, creating an enclave;

2. the untrusted portion of the code calls the trusted part, which runs in a protected region

of memory;

3. the application performs any protected processing inside the trusted part of the appli-

cation;

4. the trusted part returns the result of the trusted processing to the untrusted part of the

application;
5. the untrusted part of the application proceeds the execution.

SGX works with a very small attack surface, formed basically by the processor bound-

aries, preventing direct attacks on executing code or sensitive data in memory. The enclaves
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work in these boundaries, shielding the data and code inside them, and encrypting data when
they need to leave the enclave. When data return to enclaves, integrity checking is performed.

Intel SGX also provides a way to enable remote parties to check if an application executes
in a valid enclave of a real Intel SGX processor. This mechanism ensures the authenticity
of an enclave, validating, for the remote party, the application enclave’s identity. This is
possible due to a remote attestation process, which follows a specific protocol: both parts
exchange information in a way the remote application can verify the authenticity of the
supposed SGX application by accessing the Intel Attestation Service (IAS) and checking the
received information, generated in the enclave. At the end of the remote attestation, both
sides - the remote application and the application running in the attested enclave - will have
a symmetric shared key that they can use to exchange sensitive information with each other.
The code authenticity can also be checked, but the description of this process is out of scope
for this work. In Chapter 3] Section [3.1] we present some works that use Intel SGX in theirs

solutions.

2.3.2 ARM TrustZone

TrustZone is the Arm TEE technology, which provides system-wide hardware isolation for
trusted applications [8]. It is more suitable for IoT devices, due to its processor design,
based on the ARM architectures, which are among the most used for embedded systems and
devices in general, such as micro-controllers, mobile phones, and tablets. The TrustZone
applications are divided into two worlds, one secure and one insecure. The secure world
runs a trusted OS, responsible for isolating and running trusted applications, providing con-
fidentiality and integrity to the system. The insecure world runs an untrusted OS, normally
called Rich OS, which is a common OS such as any Linux distribution. Figure[2.3|shows the
TrustZone basic application architecture.

An untrusted software can not access data and resources from the secure world. As seen
in Figure [2.3] both untrusted and trusted applications use, respectively, the GlobalPlatform
TEE client API and TEE Internal Core API specifications. TrustZone is used in billions
of devices applications to protect code and sensitive data in processes such as authentica-
tion, payment, and content protection [8]. Some works that use TrustZone are mentioned in

Chapter 3] Section[3.1]
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Figure 2.3: TrustZone Basic Application Architecture (8]
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2.4 Coloured Petri Nets (CPNs)
A CPNisa9-tuple CPN = (>, P, T, A,N,C,G, E,I) [51;52], where:

e ) represents a finite set of colours, which are non-empty types;

P is a finite set of places, which are representations for the states;

T is a finite set of transitions, which are representations for the events between the

states;

A is a finite set of arcs, satisfying PNT = PN A =T N A = () and indicating the

communication flow between places and transitions;

N is a node function, defined from A into P x TUT x P

C represents a colour function, defined from P into };

e (5 is a guard function, defined from 7" into expressions such as

IVt € T : Type(G(t)) = Bool A Type(Var(G(t))) C X];
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e F is an arc expression function, defined from A into expressions such as
Va € A: Type(E(a)) = C(p(a))us A Type(Var(E(a))) C >, with p(a) being the
place of N(a);

e [ represents an initialization function, defined from P into closed expressions such as

[Vp € P: Type(I(p)) = C(p)ms]-

Hierarchical Coloured Petri Nets (HCPNs) [52; 51| allow the modeler to structure the
model, by modularizing it and introducing interaction mechanisms to build large structured
models. An HCPN model has manageable parts, named modules, with well-defined inter-
faces. HCPNs are useful to abstract some parts of a large system, enabling a more focused
analysis, without unnecessary details, due to the different abstraction levels. The HCPN
modules have a specific type of transition, named substitution transition, that substitutes a
detailed module, and a specific type of place, called port place, that acts as a buffer to send
or receive tokens among the different modules, through the substitution transitions.

A CPN module is a 4-tuple CPN,,0q = (CPN, Ty, Pport, PT) 6], where:

CPN = (X,P,T,A,N,C,G, E, I) is a CPN model (non-hierarchical);

T.uy C T represents a set of substitution transitions;

Pyt € P represents a set of port places;

o PT : P,y — In,Out,In/Out represents a port type function, responsible for as-

signing a port type to each port place.
An HCPN model is a 4-tuple HCPN = (S, SM, PS, F'S), where:

e S is a finite set of CPN modules, with a requirement that, for each C'PN,,,q =

(CPN,T:,, P2 . PT%), (P UT) N (P2UT2) =0, Vs1, 55 €S : 81 % 5o

port’

o SM : Ty, — S is a submodule function, assigning a sub module to each substitution

transition, with a requirement that the module hierarchy be acyclic;

e PS is a port-socket function, assigning a port-socket relation PS(t) C Pso(t) X

port  to each substitution transition ¢, with a requirement that ST(p) =

PT(p),C(p) = C(p'), and I(p)() = I(p')(),V(p,p') € PS(t) ANVt € Toups
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e 'S C 27 is a set of non-empty fusion sets with C'(p) = C(p'), and I(p)() =
I(p")(),V(p,p') € fs AV fs € FS.

For the above definitions, consider the top-level CPN module shown in Figure@ which
consists of two substitution transitions (drawn as rectangles with double-lined borders) rep-
resenting the entities defined for Client and Server. Both substitution transitions replace the
Client and Server detailed models. The detailed Client model interfaces with the Responses
and Requests places through two port places: an input (IN) port place to receive tokens from
the Responses place and an output (OUT) port place to send tokens to the Requests place.
Likewise, the detailed Server module interfaces with the two places through two port places
(an input port place to receive tokens from the Requests place and an output port place to

send tokens to the Responses place).

Figure 2.4: HCPN example
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2.5 Model Checking

Model checking is an automatic computer-assisted technique for the analysis and verification
of dynamic systems modeled by finite state-transition systems [27]. This process involves
the definition of properties based on the model specification. In general, these properties
are defined according to model behaviors that must or must not occur along time, which
represent partial states of the finite state space. To specify the properties, a logical formal-

ism should be used, such as temporal logic, which can be used to describe how the model
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behavior evolves.

The systems are represented as state-machine models, and their executions check the sat-
isfiability of these properties. To verify if a property is valid or not, indicating that a desired
behavior is achieved or an undesired behavior is not achieved, a model checker performs an
exhaustive search in the state space of the modeled system. The checking procedure should
always finish with an answer “yes” or “no”.

In short, the model checking methodology comprises the following steps:

1. The system to be analyzed and verified is modeled into a state-transition graph K,

usually a Kripke structure K;

2. A property related to the system specification is expressed as a temporal-logic formula
s

3. The model checker decides whether K is a model of the formula ¢, K |= ¢.

A Kiripke structure is a finite directed graph in which vertices are called “states”, and
edges are called “transitions”. These structures represent the possible configurations or con-
figuration changes in a discrete dynamical system. In case the structure K is not a model of
the formula ¢, K [~ ¢, the model checker should present a counterexample that represents
the violation of ¢ by K. This process indicates that a falsification (e.g., the detection of a
problem) is often identified faster than a verification (e.g., the proof of the problem absence).

To represent the properties with temporal logic formulas, linear and branching-time log-
ics are frequently used, such as Linear Temporal Logic (LTL) and Computational Tree Logic
(CTL), since both combine linear-time operators and path quantifiers [18]]. In linear-time
logic, the analysis is performed over the execution paths individually, while in branching-
time logic the computation is viewed as a tree and the analysis is performed over the compu-
tation tree. This is suitable to specify concurrent systems, once they can represent the order
of events along time without explicitly introducing time.

CTL* is a very expressive propositional modal logic that combines both branching and
linear-time operators, being more powerful than CTL and LTL [26; 27]. CTL* uses path
quantifiers and temporal operators which are interpreted, respectively, over states and paths,

and are listed below:
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e Path quantifiers

— A - for all computation paths from this state;

— E - for some computation path from this state (there is a path);
e Temporal operators

— X (“next time”) - asserts that a property holds in the next state of the path;

— F (“eventually” or “in the future”) - asserts that a property holds at some state of

the path in the future;

— G (“always” or “globally”) - asserts that a property holds at all states of the path

in the future;

— U (“until”) - combines two properties, asserting that the second property holds at
some state of the path in the future and the first property holds for every preceding

state of the path, i.e. the first property holds until the second property holds.

Recursively, considering a set of atomic propositions A and an atomic proposition p, the

syntax of CTL* can be defined as follows [27]:
e If p € A, then p is a formula of CTL*;

e If v and v are formulas of CTL*, then ¢ A ¥, o V ¥, =p, Ap, Ep, X¢, Fp, G and
YU are formulas of CTL*.

For the checking of properties, we used ASK-CTL, a state and action-oriented variant
of CTL supported by the CPN Tools. ASK-CTL is an extension of the CTL temporal logic,
having a model checker that considers the states and transitions information. This model
checker allows the checking of temporal logic formulas considering the model state space,
verifying if the defined properties are satisfied. As both ASK-CTL model checker and logic
are implemented in SML (Standard ML), the queries related to properties verification are

described in SML [120; 25].



Chapter 3

Scientific Foundations

The theoretical foundation for this thesis is presented in this Chapter. It is composed of
related works, which are presented in Section [3.1] and the state of the art, presented in Sec-
tion [3.2] The Related Works Section contains more general references, organized into four
Subsections according to the following topics: data security and privacy in cloud-based [oT
applications (Subsection [3.1.1)); technical approaches to improve security in IoT applica-
tions (Subsection [3.1.2)); general solutions using TEEs (Subsection [3.1.3)); and verification
with Coloured Petri Net models and model checking (Subsection [3.1.4). The State of the
Art Section contains references more specific to the use of TEEs to protect data in IoT ap-
plications. To establish the state of the art, we carried out a Systematic Literature Review
(SLR). We describe all the steps performed for the SLR, in Section [3.2] including the ap-
plied protocol (research strategy, search string, papers selection methodology, papers quality

assessment and data extraction methodology) and the results.

3.1 Related Works

This Section contains the main insights of some works related to security and privacy in
IoT applications in general, exploring the existent challenges in this area, and presenting

approaches to protect data when IoT applications need to deal with sensitive data.

23
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3.1.1 Security and Privacy Concerns in Cloud-based IoT

Weber [118]] presented the concerns related to data privacy in the Internet of Things, men-
tioning the main challenges and efforts performed by the EU as an attempt to regulate pri-
vacy and data protection. This work also treated general security and privacy requirements,
privacy-enhancing technologies, and privacy by design methodology, presenting the main
aspects that should be taken into consideration. He concluded that the main concern is re-
lated to the management of the great quantity of generated data in order to secure storage
and communication.

Bertino presented [16] concepts and motivations regarding security and privacy on IoT
applications, involving big data and cloud. She highlighted the importance of updates in
security and privacy techniques, as well as the creation of new ones since [oT devices have
constrained resources that can expose vulnerabilities, which can be explored by adversaries.
A problem to deal with big data is the processing of large volumes of unstructured and struc-
tured data in continuous flows from a large number of sources. The author also mentioned
challenges and directions related to data confidentiality and privacy on big data.

Werner et al. [119] presented a survey with works related to cloud identity management
and strategies on how to achieve good levels of privacy, listing main features and challenges.
The success of cloud identity management systems is based on trust, access policies, and
agreement on security mechanisms with user participation. Due to the intense exchange
of sensitive data between service providers, there are always concerns about the privacy of
these data. Privacy can be defined as the feature of people having control over their data, in
terms of their desired protection. Some of the listed challenges in cloud identity management
are identity provisioning/de-provisioning, authentication in federated environments, data pri-
vacy, and authorization/attributes management. The authors made a systematic study related
to privacy and identity management in clouds and proposed that user Personally Identifiable
Information (PII) should be encrypted to prevent non-authorized users from using it. Their
proposal is user-centered, giving PII control to users that own the data, assisting users in data
dissemination, and helping them about their preferences guarantees on the service provider
side.

Alsubaei et al. [4] proposed a framework to assess IoT service providers, regarding
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security and privacy, using more than 250 assessment attributes. The considered environment
has four main components: edge, gateway, back end, and mobile. The assessment criteria are
based on the goal-question-metric (GQM) approach [111]. The framework is divided into
three stages: the definition of an [oT SecL A (Security Level Agreement), the security and
privacy quantification, and the ranking. To validate the framework, the authors presented a
case study, evaluating security and privacy metrics for three service providers and according
to three users. The framework was considered simple and efficient, being responsible for
quantifying the security of IoT service providers based on customer’s requirements.

Henze et al. [45] presented an approach that allows users to set their privacy requirements
before they send sensitive data to the cloud, with an adaptable interface in a transparent way.
A developer in the development process addresses this privacy functionality. The UPECSI
(User-driven Privacy Enforcement for Cloud-based Services in the IoT) solution provides
privacy guarantees focused on individual end-users and developers of cloud services. Two
application areas were considered: assisted living, in which a lady has control over many
sensors collecting data to her building automation system, and public mobility assistance,
in a way people with limited mobility can travel independently with the help of assistance
systems and public transportation. This approach is user-centered, with each user owning
and operating one or more smart objects (IoT devices). It provides data security with adapt-
able user-control, considering different knowledge of the users, and transparency by design
with privacy being integrated into the development process. The solution has three parts:
model-driven privacy, interaction with the user, and privacy enforcement points. The Privacy
Development Language was introduced to ease the description of privacy considerations.
Commonly, users have to accept policies and use the services or do not accept and do not
use them. UPECSI offers more flexible decisions, allowing the user to use only parts of a

service, according to different customized privacy policies.

3.1.2 Different Approaches to Improve Security in IoT Applications

Aman et al. [5] also presented IoT security challenges, but considering the use of Physical
Unclonable Functions (PUFs) to deal with them. As many [oT devices have no enough pro-
cessing power for many of the security schemes and it is not recommended, for many cases,

managing and storing secrets in these devices, PUFs arise to assist in the [oT security. PUFs
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enable the identification of integrated circuits using a challenge-response function that re-
ceives, as input, the devices’ physical micro-structures. Due to the variability in the physical
factors during devices fabrication, it is very unlikely the micro-structure replication, which
makes these devices unique in this sense. A PUF can be used to protect devices without the
need to store secrets. The authors proposed a protocol for mutual authentication to demon-
strate PUF working and its advantages in an IoT scenario. Among the advantages, PUF can
be used in authentication processes and can improve trust in the devices. The PUF based
mutual authentication protocol is presented, making considerations regarding the network
model and its assumptions. Furthermore, two analyses are made related to the security and
performance of the proposed solution, concluding that PUFs can be used to develop effective
and efficient security protocols for IoT applications.

A secure communication channel for IoT devices was proposed by Li et al. [65], based
on a heterogeneous ring signcryption scheme. This heterogeneous environment involves
sensors using identity-based cryptography to send messages for servers in a public key in-
frastructure. The solution provides confidentiality, integrity, authentication, non-repudiation
and anonymity. The authors measured its performance, comparing it with four other tech-
niques with respect to computational time and energy consumption. The proposed solution
proved more efficient than others, being suitable for data transmission in [oT.

Wilson et al. [121]] attempted to the fact that security solutions are using TLS connec-
tions for protecting the communication of sensitive data between devices and cloud services.
However, it is difficult for users to know what real data are being transmitted since they mis-
trust the vendors. The TLS-RaR (Rotate and Release) was proposed, with no modifications
required to TLS protocol, allowing users to audit the messages that were exchanged between
the devices and the server. This was possible by doing a key rotation in the key used previ-
ously for data encryption and a key release for the next communications. This system had
the following requirements: past auditability, present-moment integrity, audit robustness and
TLS compatibility.

As a consequence of these four requirements, the TLS-RaR cannot audit traffic in real-
time. To be evaluated, the TLS-RaR was implemented in an [oT device and a web service.
The results presented a CPU overhead of roughly 22%, which can be decreased in 10T de-

vices with hardware support for hash algorithms.
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3.1.3 General Solutions using Trusted Execution Environments

3.1.3.1 Intel SGX solutions

In Pires et al. [83], Intel SGX was used to implement a Secure Content-Based Routing
(SCBR) system, providing privacy-preserving to messages, since they are not exposed to
unauthorized parties, and they are filtered only in a secure enclave. Extensive experiments
concluded that SGX adds a limited overhead providing much better performance when com-
pared to other alternatives of Secure CBR. The only problem happens when large workloads
are processed into the enclave because the page faults cause high degradation (this is an Intel
SGX limitation).

Milutinovic et al. [71] presented a blockchain that uses a proof of lucky consensus pro-
tocol. The solution uses a random number generation based on a Trusted Execution Envi-
ronment, achieving low-latency in the transaction validation, low energy consumption, and
deterministic confirmation time. The authors applied the Intel SGX capabilities for this and
explained the protection provided by this solution.

Aublin et al. [11]] presented TaloS, a library that reduces the amount of Intel SGX
enclave transitions and securely finishes TLS connections inside an enclave, maintaining se-
cure code and data. Security and privacy are addressed with ease-of-deployment. Through
experiments, the authors concluded that the reduction in the enclave transitions and the tran-
sition overhead resulted in a low-performance overhead with the bottleneck being the TLS
handshakes.

Liang et al. [67]] proposed the use of Intel SGX and blockchain to protect sensitive health
data, achieving accountability for data access. A Personal Health Data Management sys-
tem is proposed, with a user-centric approach, allowing patients to collect and manage their
health data. According to the authors, the proposal achieves self-sovereign data ownership,
permanent data record with integrity, scalable processing, decentralized and distributed pri-
vacy, and access control, and trusted accountability.

Sampaio et al. proposed a data dissemination platform. [91]], providing data security and
privacy levels. The proposed solution gives full control to data producers over consumers’
access; i.e., producers allow or deny the consumers access to sensitive data and set the gran-

ularity level. Thus, sensitive data can be produced and repeatedly anonymized or aggregated
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by trusted entities, using Intel SGX, and then consumed by untrusted applications, ensuring
the privacy of original data. The use of Intel SGX makes the solution more feasible than
homomorphic encryption. The authors evaluated the solution, which achieved a lower over-
head and can be useful for medium-scale systems, with small volumes of data dissemination
at time.

Nguyen et al. [74] proposed LogSafe, a distributed, scalable, fault-tolerant, and trusted
logger for IoT devices data. Using Intel SGX, the proposed logger satisfies confidentiality,
integrity, and availability, and also provides tamper detection, being able to protect against
replay, injection and eavesdropping attacks. Experiments demonstrated that LogSafe has
high scalability, which allows it to work with a high number of 10T devices and a high data
transmission rate.

Ayoade et al. [12]] proposed a decentralized system for data management in IoT appli-
cations using blockchain and TEE technologies. The idea is enforcing access control by
using blockchain smart contracts and storing only data hashes in the blockchain, while the
raw data are stored in a TEE application. The authors implemented the proposal using
Ethereum blockchain and Intel SGX and performed experiments regarding the processing
costs at blockchain and SGX application (gas usage, throughput, and CPU time considering
the main operations). The obtained results demonstrate that the solution has an acceptable
efficiency.

Peters et al. [79] proposed BASTION-SGX, architectural support for Bluetooth trusted
I/O using Intel SGX. This work has the goal of protecting I/O data even when considering
adversaries with high-level privileges. Authors described challenges regarding the design
and implementation of “trusted I/O”, presenting a possible solution and describing the im-
plementation of a proof-of-concept, which extends the existing Bluetooth security to an SGX
enclave, securing the data between it and the Bluetooth controller. This was done through a
secure tunnel between an SGX enclave and the Bluetooth hardware.

Silva et al. [100] presented an architecture for data aggregation in cloud computing, con-
sidering two approaches for data security and privacy. The proposed architecture comprises
four main components: message bus, producers, aggregators, and consumers. To validate
the proposal, the authors implemented proofs of concept and evaluated them regarding the

response time to process routine operations in smart metering, such as instant energy con-
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sumption and monthly bill calculations. Two different aggregators were implemented: one
considering the Intel SGX technology and one considering a homomorphic encryption tech-
nique. Tests were performed considering the host machine, virtual machines, and containers.
The achieved results demonstrate that Intel SGX enables lower response times than the ho-
momorphic encryption technique. The authors also presented advantages and disadvantages

for each approach and presented a security analysis for both.

3.1.3.2 ARM TrustZone solutions

Yang et al. [[128]] presented Trust-E, a trusted embedded operating system architecture, com-
pliant with Global Platform TEE specifications. The authors designed and implemented the
Trust-E solution and implemented a mobile payment application as a demo to test their so-
lution regarding correctness and effectiveness. According to the authors, the results demon-
strated that the proposed solution could effectively meet the security requirements.

Lesjak et al. [64] proposed a security solution for industrial maintenance scenarios, de-
signing and implementing a device snapshot authentication system. This solution was im-
plemented with ARM TrustZone and Security Controller, comparing both technologies. The
results indicated that the TrustZone solution presents greater flexibility and performance,
while the Security Controller solution presents better protection against physical attacks. Au-
thors concluded that the chosen technology depends on the use case and proposed a hybrid
approach, using both technologies, which maximizes performance and security: software
components that demand more processing power are implemented with TrustZone, while
software components that demand more security are implemented with the Security Con-
troller.

Zhang et al. [130] presented a systematic study about a cache incoherence behavior
between normal and secure worlds, in the ARM TrustZone, and proposed a rootkit called
Cachekit to show the feasibility of including malicious code in the processor cache, keeping
it hidden. This was possible due to the incoherent state between normal and secure worlds,
allowing the rootkit to evade introspection from detection tools. The authors compared the
Cachekit with other rootkits regarding detection methods, and it proved to be the best, with-
out any detection, since the malicious code is completely hidden inside the cache.

Dai and Chen [33] proposed the design and implementation of OPTZ (Open TrustZone),
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a multitask hardware isolation between normal and secure worlds, with an architecture com-
posed of a secure OS (for the secure world), a common OS (for the normal world), secure
services and a communication mechanism. The authors focused on the communication be-
tween normal and secure worlds through the secure monitor, considering a system interrupt
design and a multitask hardware isolation. They implemented the architecture with the Trust-
Zone technology and carried out experiments to verify its correctness, testing the physical
memory access. The results demonstrated the effectiveness of the proposed hardware isola-
tion.

Park and Kim [77]] proposed a trustworthy management system for TCB (Trusted Com-
puting Base) measurements from IoT applications. Authors called the solution TM-Coin,
which uses TrustZone and blockchain. They presented the protocol and transactions flow to
securely distribute the TCB measurements in the blockchain. TrustZone was used to gener-
ate and protect the TM-Coin transactions containing the TCB measurements. The solution
applied a remote attestation mechanism and had its performance overhead evaluated through
experiments carried out with an implemented prototype.

Pinto et al. [82]] proposed LTZVisor, a hypervisor that uses TrustZone to assist virtu-
alization. The authors presented the hypervisor architecture and details of its implemen-
tation, which was experimentally evaluated considering three metrics: memory footprint,
performance overhead, and interrupt latency. The experimental results demonstrated a low-
performance overhead, satisfying strict requirements for real-time environment virtualization
when running unmodified rich operating systems.

Chang et al. [19] proposed the use of TEE to address runtime security problems effi-
ciently since it uses hardware isolation technology. They presented the TrustZone architec-
ture, explaining its basic working, which is divided into normal and secure worlds (untrusted
and trusted, respectively). They tested a TrustZone-enabled hardware device, evaluating the
proposal, which achieved experimental results demonstrating its effectiveness and feasibility.

Yalew et al. [34] presented TruApp, which validates the authenticity and integrity of a
mobile app by checking measurements and static/dynamic watermarks, and a verification
key issued by the TruApp provider or the app vendor. TruApp is protected since it executes
mostly in a TrustZone secure world and verifies the integrity of the part running in the inse-

cure world. The authors implemented the proposal and carried out experiments, concluding
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that the measurements have more ability to detect apps that are not authentic than the water-
marks, but they also have a higher overhead. They proposed to analyze means of optimizing
the TruApp as future works.

Guan et al. [41] proposed TrustShadow, a new system to shield legacy applications run-
ning on multiprogramming IoT devices from untrusted OSes. It uses ARM TrustZone tech-
nology, securing critical applications through a lightweight runtime system responsible for
the communication between the applications and the OS running in the normal world. This
runtime system does not provide system services, but forwards the requests to the untrusted
normal world, verifying the responses and employing a page based encryption mechanism
to protect all the data segments from a security-critical application. Whenever an encrypted
page is accessed, it is decrypted in the internal RAM, which is immune to physical exploits.
It is not necessary for any modification to legacy applications. The authors tested the pro-
posed solution with microbenchmarks and real applications, which presented negligible and,

in a few cases, moderate overhead when running real applications.

3.1.4 Verification with Coloured Petri Net Models and Model Checking

Rodriguez et al. [88]] presented a formal and executable model for the MQTT protocol, using
CPN, and performed a model checking of behavioral properties. To alleviate the effect of
the state explosion problem, the authors used a method called sweep-line. The authors veri-
fied properties regarding the MQTT connection and disconnection and publishing/subscrib-
ing processes. They implemented the sweep-line method and performed some experiments,
concluding that even though their implementation takes more time to execute, it significantly
reduces the amount of memory usage.

Villani et al. [[112] proposed two hybrid processes to integrate model-based testing and
model checking for the design of industrial systems. The authors also presented a tool sup-
porting both proposed processes, named CONTEA, and presented 3 case studies to evaluate
the hybrid processes. The evaluation concluded that the proposed processes have vantages
when compared to only model checking or testing process, anticipating the detection and
correction of possible problems in the design lifecycle.

Kunnappilly et al. [57] performed model checking to validate their proposed assisted

living system architecture, which is composed of sensors collecting data, local and cloud
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processing, and an intelligent decision support system. The authors specified the architec-
ture using the Architecture Analysis and Design Language and described the architecture
semantics with stochastic timed automata. The model checking ensured that the required
functional behavior was met.

Wang et al. [116]] presented a CPN model for model-based testing of the Paxos distributed
consensus protocol. The CPN model, used for test case generation, was automatically val-
idated through finite-state model checking regarding small configurations’ correctness. The
authors implemented the Paxos protocol with the Gorums framework, and the experiments
with their testing approach demonstrated good code coverage considering unit and system
tests. They conclude that their proposal can detect errors and bugs in the Paxos implementa-
tion.

Suriadi et al. [103]] used a CPN model to represent a Privacy Enhancing Protocol, named
Private Information Escrow Bound to Multiple Conditions Protocol (PIEMCP). A model
checking was performed to validate some defined privacy compliance properties, using ASK-
CTL and analyzing the generated state space. Seifi et al. [93]] also applied a CPN to model
and verify the OSAP protocol (Object Specific Authorization Protocol), which is responsi-
ble for defining how entities can access the protected objects in a TPM (Trusted Platform
Module). Through model checking, the authors conclude that the authentication property of
OSAP can be violated.

Attia [10] modeled and verified access control policies using CPN and performing model
checking. Extensions to RBAC (Role-Based Access Control) and ABAC (Attribute-Based
Access Control) models were proposed, and the author carried out an empirical study com-
paring the proposed model with three other models. The results demonstrate that the pro-
posed model is more suitable for all the compared models. The following properties were
verified through model checking: reachability, availability, role-role containment, weakest
precondition, dead roles, and information flow.

Jaidka et al. [49] applied CPN to model safety-critical interactive systems. A simple
infusion pump was modeled and verified through the state space analysis method, investi-
gating the system’s behavior. Z. Liu and J. Liu [68] modeled blockchain smart contracts
using hierarchical CPN, considering some possible attacker models, and executed simula-

tions to validate their functional correctness, performing model checking with ASK-CTL
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branch time logic to detect latent vulnerabilities. Akhtar et al. [3|] also used a hierarchical
CPN to model a Flood Monitoring, Prediction, and Rescue (FMPR) system, validating the
correctness properties of liveness and safety through rigorous model checking.

Xu et al. [123]] used a Control Logical Petri Net to model critical operations of an auto-
mobile system. Authors performed experiments to compare the Statistical Model Checking
(SMC) and Importance Sampling (IS) techniques, concluding that the IS seems to consume
less time while providing accurate results equivalent to SMC. Yankson et al. [[129] modeled
a Smart Connected Toy system with a CPN considering privacy preservation elements to
simulate the communication flow. Fremantle and Aziz [38]] formally modeled the OAuthing
personal cloud-based IoT system, which is responsible for performing authentication and au-
thorization operations. Although authors did not use CPN modeling, they carried out model
checking through the defined model, verifying that it meets the specifications and proving
that security and privacy are preserved since certain communications do not occur, and data

can only be shared safely according to user’s consent.

3.2 State of the Art: TEEs for IoT Applications

In this Section, we present the state of the art of this research based on a systematic literature
review (SLR). The following subsections present the protocol used to perform the SLR and
the results achieved after the review and data extraction processes. The aim of this SLR is

the use of TEEs to protect data in IoT applications.

3.2.1 Systematic Literature Review Protocol

3.2.1.1 Problem

As already discussed in Chapter [I] security is still a challenge for the Internet of Things
applications, mainly due to the lack of well established and standardized mechanisms that
really secure the generated data and also due to the constrained resources of the devices,
such as limited processing capabilities, limited battery capacity, among others. To improve
the confidence in general computer systems, the concept of “trusted computing” was created

by the Trusted Computing Group (TCG), in the early 2000s. This is implemented using a
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Trusted Platform Module (TPM), a special chip that provides features to secure the operat-
ing system and the application, and is supposed to be tamper-proof. In this context, there
are the Trusted Execution Environments (TEEs), which have a drastically reduced Trusted
Computing Base (TCB) and allow the creation of protected regions of memory through the
use of an extension of the processor instructions set. It is interesting, then, to investigate how
TEE technologies are being used to improve the security in [oT systems.
3.2.1.2 Research Questions
The research questions considered for the SLR are listed below:

1. What kind of 10T solutions TEE has been used for?

2. What kind of IoT scenarios TEE has been used in?

3. What are the advantages and disadvantages of TEE usage?

4. What have the authors proposed for future work?

3.2.1.3 Search strategy

To perform the search, we chose common keywords related to this study and the best syn-
onyms of each keyword. To delimit the range of related works better, we applied the Pop-
ulation, Intervention, Context, and Outcome (PICO) approach. To perform the search, we
considered the main available research repositories that include papers from Computer Sci-
ence conferences and journals. The starting keywords and the terms considered to define the

search string are listed below.

Keywords: Trusted Execution Environment, Internet of Things, Security

Population : Internet of Things, Web of Things, Edge of Things, Internet of Everything
Intervention : Trusted Execution Environment, Trusted Execution Technology
Context : Security, Privacy, Confidentiality, Integrity, Trustworthiness, Protection

Outcome : Solution, Technique, Tool, Approach, Method, Mechanism, Advantage, Benefit,

Positive Point, Disadvantage, Drawback, Negative Point
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To improve the number of keywords to be used in the source selection criteria, some
papers were analyzed regarding title, abstract, and keywords. The selection of these papers
was carried out by collecting the first result of a search in the following research repositories:
ACM Digital Library, IEEE Xplore Digital Library, Scopus, Springer Link, ScienceDirect
and Google Scholar. For this search, the following keywords were used as search string:
“Internet of Things” AND “Trusted Execution Environment” AND “Security”. The returned
papers were then ordered by default according to its relevance, with the most relevant first.

The first paper at the resulted list for each search is listed in Table [3.1] composing a total of

SiX papers.
Table 3.1: First search results
Research repository First paper in the result
ACM Digital Library (5) A Secure, Privacy-Preserving IoT Middleware using Intel SGX

IEEE Xplore Digital Library (6) IIoTEED: An Enhanced, Trusted Execution Environment for Industrial IoT Edge Devices

Scopus (61) Fog Orchestration for the Internet of Everything: State-of-the-Art and Research Challenges
Springer Link (40) MIPE: a Practical Memory Integrity Protection Method in a Trusted Execution Environment
ScienceDirect (23) A Security Authorization Scheme for Smart Home Internet of Things Devices

Google Scholar (703) A Survey of Fog Computing: Concepts, Applications and Issues

Since the first result in the ACM returned list is not a scientific paper (Hardware-Assisted
Security: Promises, Pitfalls, and Opportunities), the second result was chosen (as listed in
the Table [3.1)). After this phase, some other terms were considered to compose the search

string, as listed in Table[3.2]

Table 3.2: Terms considered for the search string

Keyterms Alternative terms

. . Trusted Execution Technology, Trustzone, Intel SGX, SGX, Software Guard Extensions,
Trusted Execution Environment

TEE, Keystone Enclave, Sanctum

Edge Computing, Edge of Things, Embedded Systems, EoT, Internet of Everything,
IoE, IoT, Web of Things, WoT

Internet of Things

Security Confidentiality, Integrity, Trustworthiness, Privacy, Protection

. Approach, Framework, Mechanism, Method, Technique, Tool, Advantage,
Solution

Benefit, Positive Point, Disadvantage, Drawback, Negative Point
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3.2.1.4 Search String

The search string defined here is composed of keywords, alternative terms and the PICO

terms. To link these terms, resulting in a representative search string, the boolean operators

AND and OR were used. The established search string is listed below:

(“Internet of Thing” OR “Edge Computing” OR “Edge of Things” OR “Em-
bedded Systems” OR “EoT” OR “Internet of Everything” OR “IoE” OR “IoT”
OR “Web of Things” OR “WoT””) AND (“Trusted Execution Environment” OR
“Inte]l SGX” OR “Keystone Enclave” OR “Sanctum” OR “SGX” OR “Software
Guard Extensions” OR “TEE” OR “Trusted Execution Technology” OR “Trust-
zone”) AND (“Advantage” OR “Benefit” OR “Positive Point” OR “Disadvan-
tage” OR “Drawback™ OR “Negative Point” OR “Security” OR “Confidential-
ity” OR “Integrity” OR “Privacy” OR “Protection” OR “Trustworthiness” OR
“Solution” OR "Approach” OR “Framework” OR “Mechanism” OR “Method”
OR “Technique” OR “Tool”)

After determining the search string, to validate its quality, we performed a search analyzing

if six known papers were found with it. It is possible to see, in Table [3.3] that the search

string was capable of finding all the expected papers.

Table 3.3: Validation of the search string

Papers Result
T2Droid: A Trustzone-based Dynamic Analyser for Android Applications Ok
TrustShadow: Secure Execution of Unmodified Applications with ARM TrustZone Ok
IIoTEED: An Enhanced, Trusted Execution Environment for Industrial IoT Edge Devices Ok
A Security and Trust Framework for Virtualized Networks and Software-defined Networking Ok
Secure and Trusted Application Execution on Embedded Devices Ok
MIPE: a Practical Memory Integrity Protection Method in a Trusted Execution Environment Ok

3.2.1.5 Search Repositories

To expand the possibilities of finding good works, covering a high quantity of research

sources, we decided to use the following scientific repositories (Table that gather publi-
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cations from many important conferences and journals:

Table 3.4: Selected scientific repositories

Scientific Repository URL
ACM Digital Library http://portal.acm.org

El Compendex http://www.engineeringvillage.com
IEEE Digital Library http://ieeexplore.ieee.org

Wiley Online Library https://onlinelibrary.wiley.com/

Scopus http://www.scopus.com

Springer Link http://link.springer.com

As ScienceDirect and Scopus are both from Elsevier and the first has strict limitations re-
garding the search string (characters and boolean operators quantity), we decided to consider
just the Scopus base. For the same reason, Google Scholar was excluded from our previous
list of research indexers since it also limits the size of the search string, making it difficult
to use the defined search string. The formatted search string and the number of documents

resulting in each scientific repository are presented in Appendix [Al

3.2.1.6 Selection Criteria

To refine the search, avoid results that can not help answer the research questions, and im-
prove the probability of obtaining good results, we established the selection criteria for the

exclusion and inclusion of papers.

Exclusion Criteria

Posters, short papers and extended abstracts (papers with less than 3 pages);

Book chapters, PhD and Master theses;

Papers not written in English;

Papers that do not focus on TEE usage for [oT security;

Duplicate results;
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e Papers published before 2000 (trusted computing was defined in earlies 2000);
e Secondary studies.

Inclusion Criteria

e Journal and conference articles;

e Results that answer the research questions.

3.2.1.7 Selection Procedure

To select the interesting documents for this SLR, we used the selection criteria and followed

these steps:
1. Exclude duplicate documents;
2. Exclude documents published before 2000 or documents not written in English;
3. Exclude documents that were not published in conferences or journals;

4. Exclude book chapters, PhD and Master theses, extended abstracts, short papers,

posters, secondary studies (e.g. surveys and reviews);

5. Exclude irrelevant documents, i.e. documents that are not related to TEE usage for [oT

security.

To exclude irrelevant documents, after we performed the exclusions described in the four
initial points, each entry of the resulted list was analyzed by two reviewers according to the

following criteria:
e Each reviewer classified the document as relevant, undefined or irrelevant;
e Documents classified as relevant by two reviewers are maintained;
e Documents classified as irrelevant by two reviewers are excluded;

e Documents classified as undefined by two reviewers are better analyzed, through a fast

reading of the entire document, and then reclassified as relevant or irrelevant;



3.2 State of the Art: TEEs for loT Applications 39

e Documents classified as relevant or undefined by one reviewer and as irrelevant by
another reviewer are discussed between both until they agree regarding one of the

previous classifications.

3.2.1.8 Quality Assesment

To assess the papers quality, we elaborated the following list of questions:
1. Is the text well organized and clear (easy to understand)?
2. Is the motivation and objective well described?
3. Does the paper present an application scenario or case study?
4. Is the methodology clear (easy to understand and replicate)?
5. Does the paper have many references and good related works?
6. Does the study present some implementation and practical results?

7. Does the paper clearly present any advantages/disadvantages regarding the technology

used?
8. Do the authors present good validation?
9. Are the results clear enough (explicit and well discussed/evaluated)?
10. Do the authors suggest future works?

For each selected paper, the reviewers answered each of those questions with three pos-
sible answers: yes, partially or no. The paper quality was assessed according to the score

attributed for each answer:
e Yes-1;
e Moderated - 0.5;

e No-0.
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Thus, since there are 10 questions, the maximum score can be 10 whereas the mini-
mum score can be 0, indicating, respectively, the highest and the lowest quality for a paper.

Depending on the papers score, they were classified as:
e High quality, if scored above 6;
e Medium quality, if scored between 4 and 6;
e Low quality, if scored below 4.

To answer each of the quality assessment questions, we elaborated the following guide-

line, enumerated according to the question number:

1. Only receives 1 if the overall text is really well written, organized and clear;
2. Only receives 1 if the motivation and the objectives are clear and well explained;

3. Only receives 1 if the paper clearly mentions an application scenario (e.g., smart home

application, payment system, etc.);

4. Only receives 1 if the methodology is clear, involving the experimental design, exper-

iment execution and results definition;
5. Only receives 1 if the paper is well grounded, with good related references;

6. Only receives 1 if there is implementation for the proposal and practical results well

described;
7. Only receives 1 if there are advantages and disadvantages about the use of TEE;

8. Only receives 1 if the authors present a good validation for the proposal, practical or

formal, well described and grounded;
9. Only receives 1 if the results are clear, well discussed and well evaluated;

10. Only receives 1 if the authors suggest future works related to their proposals.
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3.2.1.9 Data Extraction

The data that should be extracted by the reviewers are listed below:
o Title;
e Authors;
e Abstract;
e Year;
e Type of article;
e Conference/Journal name;
e Country/countries where the research was carried out;
e Number of pages;
e Number of citations;
e Quality;
e [oT solution;
e JoT scenario;
e Advantages and disadvantages of TEE usage;

e Future work suggestions.

3.2.1.10 Execution

After performing the search in all the selected scientific repositories, in August 2018, we got
a list of 541 results. Each entry of this list was judged and classified, by four reviewers, as

relevant, irrelevant or undefined. After this process, we got:
e 134 undefined papers;

e 43 relevant papers;
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e 364 irrelevant papers.

We then started a new review process, dividing the 134 undefined papers into two groups
of 67 papers for each pair of reviewers. The reviewers performed a better analysis of each
undefined paper’s relevance and reclassified them as irrelevant or relevant. In the end, we

selected a total of 58 relevant papers for the SLR. The list of the selected papers can be found
in Appendix [A](Section [A ).

3.2.2 Systematic Literature Review Results

In this Subsection, we show the collected information regarding each of the four research

questions, 1.e., [oT solutions, IoT scenarios, advantages/disadvantages, and future works.

3.2.2.1 IoT Solutions

All the 10T solutions approached in the selected papers can be classified in one of the fol-

lowing solution types:

e Application - considering all the works that propose security solutions to specific ap-
plications, such as protection for video applications or framework to develop secure

solutions;

e OS (Operating System) - considering all the works that propose security solutions

related to OS, such as protection for application execution or memory;

e Security - considering all the works that propose security mechanisms as solutions,

such as authentication or attestation methods.

In Figure we can see the proportion of the number of works classified according to
the solution types. As observed, the number of works addressing the three types of solutions
is well distributed, presenting similar proportions. We can see a difference of just six papers
between the greater bar (OS solutions) and the smaller one (Security solutions). The number
of works addressing OS solutions is slightly higher than the number of works addressing Ap-
plication solutions, whereas the latter is slightly higher than the number of works addressing

Security solutions.
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Figure 3.1: Solution types

Among the works classified as OS, we found five types of solutions: hypervisor, ap-

plication execution, communication, memory dump, and access control. As we can see in

Figure [3.2] the majority of OS solutions propose protection for the execution of the applica-

tion. We list all the OS solution types in the Table[3.5]

Number of papers

execution

OS solutions

Access control Application Communication Hypervisor

Memory Dump

Figure 3.2: OS solutions

For the works classified as Application, we found six types of solutions: system, frame-

work, architecture, platform, communications checker, and comparison with other solutions

(multi-party computation). In the Figure [3.3] we can see that most of the Application solu-

tions propose some system to protect data. All the application solution types can be found in
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Table 3.5: OS solution proposals

OS solutions

Protection for legacy applications I Access control between trusted and untrusted worlds [127
Protection for embedded devices IE Hardware isolation architecture

Protection for applications execution General-purpose trusted computing platform
Protection for real-time OS Trusted OS [128

Protection against data leakage | Memory dump mechanism [[102

Cache-assisted secure execution [131

Protection for memory integrity |

Runtime security architecture [[19

Protection for legacy applications I
Protection for services Kernel protection mechanism [[135

Protection for SoC communication bus TCB measurements management [[77

Trusted I/O Hypervisor

Secure device access method Secure mobile device framework

Number of papers

Architecture System Communications  Comparison with Framework Platform
checker MPC

Application solutions

Figure 3.3: Application solutions

the Table

Lastly, we found six types of solutions for the works classified as Security: authentica-
tion, attestation, authenticity, keys derivation, keys distribution, and rootkit. We can see in
Figure [3.4] that authentication and attestation proposals are prevailing in the Security solu-

tions. We show all the security solution types in the Table[3.7]



3.2 State of the Art: TEEs for loT Applications 45

Table 3.6: Application solution proposals

Application solutions

Protection for flow tracking application [114] Trusted framework to develop IoT applications [[124]

Protection for health data [66] Secure architecture for P2P scenarios [76]

Protection for edge computing [80] Comparison among TEE and secure MPC application [7]
Protection for video application [37}/126] Secure logger (95} 74]

Protection for system analyser [125] Societal model for 10T security [108]

Protection for location-based services [56] Trusted auditor [72]

Protection for data dissemination [91] Data encryption mechanism [122]

Protection for data management [12] Data protection (app) [132]

Protection for data aggregation (app) [[100] Checker for Industrial gateway communications [84]

Table 3.7: Security solution proposals

Security solutions

Lightweithg anonymous authentication [113] Remote attestation mechanism [58]
Device snapshot authentication system [64] Control-flow attestation [I1]
Authentication scheme [53] Remote attestation and channel protection [96]

Secure authentication and key distribution [[61]  Boot attestation [92]

Protection for data through authentication [134] Protection and attestation for remote terminal [115]
Device private keys protection architecture [78] Remote attestation [2]

Keys derivation from device characteristics [63] ~Authenticity detection service [34]

Keys protection against cold boot attacks [133]  Cache rootkit exploiting TrustZone [[130]

3.2.3 IoT Scenarios

Among all the selected papers, approximately only 24% presented 10T scenarios. All the

identified scenarios are listed below:

e Automotive - device access for automotive software [54/] and secure communication

between vehicle infotainment system and user devices [61]];

e Healthcare - secure heartbeat sensor application [124], critical medical services [85]

and healthcare data monitoring system [66];
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Number of papers
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Figure 3.4: Security solutions

e Smart metering - data dissemination and data aggregation [100];

e Video application - video surveillance devices and duplicate removal opera-

tions [[126];

e Edge computing - industrial IoT edge devices and edge-cloud communica-
tions [80l;

e Industrial maintenance - secure smart service for industrial maintenance scenar-

ios [64];
e Payment system - trusted OS for mobile payment system [128]];
e Smart home - device authentication for smart home/smart grid scenario [78].

The rest of the papers (about 76%) did not present any IoT scenario. These works are

related to embedded systems or mobile devices/smartphones solutions.

3.2.4 TEE Advantages and Disadvantages

Only 41% of the selected papers presented any advantage or disadvantage regarding the
adoption of TEEs. The TEE vendors (e.g., ARM and Intel) already present many of the

general advantages, such as hardware isolation (normal world and the secure world) and

memory protection [128 41]l. This helps to prevent malicious
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applications and to isolate sensitive data [19]], and enables to protect code running in the
secure world [34; 41]] as well as to protect against software attacks [95]. Another considered
advantages are low performance overhead [37; |42; [7; 162} [134; [72; [114; [56; 91} [115], low
power consumption overhead [37] and low latency overhead [62].

One mentioned disadvantage is the well-known fact that TEE is not resistant to side-
channel attacks [64; 62]. According to Zhang et al. [130], the incoherence between cache
in the normal and secure worlds is a disadvantage related to TrustZone, since someone can
explore it as a vulnerability. Although some works presented low overheads, some authors
consider that some operations with TEEs present high-performance overhead [125;96], e.g.,
when using the SGX monotonic counter [74], or high power consumption overhead [72]].

For others, the need to use specific hardware is also considered a disadvantage [[100].

3.2.5 Suggested Future Works

Only 48% of the selected papers presented suggestions for future work. In general, all the
suggestions relate to improvements or evaluations of the proposals, integration with other
mechanisms, or comparison with other solutions.

Osterhues et al. [76]] suggested integrating the secure architecture for P2P scenarios with
the OpenMoko project. For the general-purpose trusted computing platform, Feng et al. [36]]
suggested implementing it in a specific board, improving the prototype, adding a TPM 2.0
module, and implementing Trusted Applications. Yang et al. proposed to improve and eval-
uate their Trusted OS [128]. Lesjak et al. [64] recommended comparing other solutions with
their device snapshot authentication system.

Kylanpaa et al. [58] suggested implementing their remote attestation mechanism using
Qemu and a real TrustZone to modify the TEE initialization and change the TA loading to
the bootloader phase, to extend the measurement mechanism and to improve the keys storage
or add a Public Key Infrastructure. Zhang et al. [130] proposed to test their cache rootkit in
architectures different from TrustZone and improve the defense mechanisms.

Pinto et al. [82] suggested, for their proposed hypervisor (LTZVisor), to evaluate real-
time aspects with short-term and long-term tests, to investigate timing interferences and
sources of non-determinism, and to extend the solution for new platforms. Zhang et al. [133]]

recommended extending the keys’ protection against cold boot attacks to store multiple keys
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and ensure a parallel encryption process. Park and Kim [77] suggested extending the TCB
measurements management system and applying SGX to the miners.

For the secure logger solution, Shepherd et al. [95]] proposed group logging schemes for
multiple devices and comparing the TEE performance. Pinto et al. [81] proposed implement-
ing the protection for real-time OS in edge devices and integrating it with other hardware
anchors. For memory integrity protection, Chang et al. [21] suggested improving its algo-
rithms and process, implementing it with the B method, and formalizing it. Liang et al. [66]
proposed integrating the protection for health data with a blockchain-based access control
scheme.

Guan et al. [42] proposed introducing another level of virtual memory to their solution,
protection for legacy applications, and integrating it with existing shielding mechanisms.
Yalew et al. [34] indicated to optimize their authenticity detection service. Zhao et al. [[134]
suggested providing secure communication for their authentication-based data protection
solution. Qin et al [84)] recommended adding security enforcement policy for their industrial
gateway communications checker. Kulkarni et al. [56] proposed to evaluate their solution, a
protection system for location-based services, and compare it with other approaches.

For the boot attestation process, Schulz et al. [92] suggested supporting additional device
types, establishing trusted channels, and extending and refining the protocol. For the re-
mote attestation and channel protection solution, Shepherd et al. [96] proposed to establish a
trusted channel shared between multiple devices, to extend the performance evaluation, and
to reduce critical sizes and computational overhead with ECDH cryptography. Ayoade et
al. [12]] suggesting adding private blockchains for their data management protection system.
Cao et al. [17]], for their mechanism against data leakage, proposed to adjust the size of the
sliding window for individual processes and to find a smarter page replacement algorithm.

Silva et al. [100] recommended combining different approaches to strengthen the secu-
rity and privacy of their data aggregation system. Siddiqui et al. [99]] proposed to enable
secure configuration and to provide hardware resources segregation in their SoC communi-
cation bus. Raes et al. [85] suggested exploring use cases opportunities for their services
protection solution. Peters et al. [79] recommended extending their trusted Bluetooth 1/0
to address other I/O paths (e.g., WiFi and NFC) and evaluating its performance cost. Lee

et al. [61] suggested adding a new authentication method using blockchain for their secure
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authentication and key distribution system. Guan et al. [41]] proposed improving the signing
mechanism of their solution, protecting legacy applications, and verifying the authenticity of

a manifest.

3.2.6 Threats to Validity

To deal with the internal validity, i.e., get confidence for the whole performed process, we
adopted a peer review process, minimizing the subjective bias of each reviewer, since pairs
of reviewers carried out the overall selection process. Although each reviewer’s knowledge
is distinct from the others, each pair of reviewers had a reviewer with more knowledge on the
study topic. Whenever doubts arose during the selection process, both reviewers achieved a
consensus regarding the decision to include or exclude a paper. Besides, we think the defined
search string is comprehensive enough to comprise the central primary studies to extract the
answers for the research questions.

To minimize possible problems with the external validity, i.e., the generalization of the
found results, we decided not to limit the search for specific journals and conferences. This
way, we included papers from any conferences and journals, avoiding the removal from pri-
mary studies just because of the publication venue. Furthermore, we also avoided excluding
papers with a low score, since the score could be skewed according to the reviewers’ subjec-
tive bias, even following the quality assessment guidelines.

Related to conclusion validity, and to avoid bias, for each selected paper, a reviewer
checked the data collected by another one. This way, if the proposed protocol is applied,
following these considerations to replicate this study, we are confident that the same results
can be achieved.

Lastly, since the focus of this study is the Internet of Things applications, we could
restrict the search string to involve only the TrustZone technology, since it is the only TEE
available in the market that comes in 10T devices, due to the ARM processor. If we did this,
we would be excluding all the solutions that consider the Intel SGX to improve security in
edge/fog/cloud-based IoT scenarios. This way, to avoid problems with the construct validity,
we elaborated the search string to include all TEE solutions applied to IoT applications in

distinct scenarios (edge, fog, and cloud).
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3.2.7 Challenges and Directions

Next, we present a discussion with respect to challenges and directions regarding the use
of TEEs considering the following topics: vulnerabilities, development complexity, remote
attestation, communication channel and solutions integration.

Concerning vulnerabilities, one of the main challenges regarding the adoption of TEEs,
regardless of the application scenario, is the known vulnerability to side-channel attacks. Al-
though this kind of attack is considered a bit complex to execute, demanding a specialized
level of technical knowledge, we should always consider it as a possible threat. Given this
problem, technical artifices can be proposed to mitigate or avoid this threat. Besides, con-
cerns remain with code running inside a trusted application, since it may contain vulnerabil-
ities that unauthorized parties can explore to compromise the TEE system. Thus, developers
must continue following the recommendations to secure code, avoiding, for instance, buffer
overflows, race conditions, and uninitialized variables. This can also be a research topic to
be explored.

In the context of the development complexity, another known challenge is the learn-
ing curve needed to develop trusted applications with either TrustZone or SGX. Efforts,
in this sense, can also be applied to ease the development of trusted applications. For exam-
ple, Scone [107] facilitates the deployment of SGX applications through containers, Python
SGX [14] provided means to develop SGX applications using Python (it is not maintained
anymore) and Rust OP-TEE TrustZone SDK [105] enables the development of TrustZone
applications using Rust.

For remote attestation, applications running inside a TEE should provide a means that
attests their trustworthiness to any interested third-party, i.e., that proves they are running in-
side real TEE hardware. For this, the SGX technology provides a remote attestation protocol
in which the third-party application challenges the trusted application, supposedly running
inside an SGX enclave. The trusted application replies with specific information from the
enclave, allowing the third-party application to verify this content with the Intel Attesta-
tion Service (IAS). After a successful verification with the IAS, once the trustworthiness is
proved, both parties can establish a secure communication channel, since they generate an

ECDH (Elliptic-Curve Diffie-Helmann) shared key during the process. As the TrustZone
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does not provide a specific and standardized development kit, like SGX, each Trusted OS
should provide its remote attestation process. Thus, remote attestation is also a good topic
for future researches since some Trusted OSes, such as OP-TEE [106]], still do not provide
such a mechanism.

The communication between the untrusted applications and the trusted applications, i.e.,
between the normal world running a Rich OS (e.g., Linux or Android) and the trusted world
running a Trusted OS (e.g., OP-TEE or Kinibi [104]]), can also be a target of attacks. To
mitigate this, the platforms should implement secure communication giving special attention
to the shared memory between both worlds. This extends the possibilities for new research
works. In this sense, the platforms must avoid that unauthorized processes running inside
the normal world can access information running inside the trusted world.

Considering the solutions integration, we can notice that TEE is being applied together
with other security solutions and mechanisms. For instance, some works that apply TEE to
protect data also apply blockchain [77} 66} 12; 132]. In general, the data are encrypted to
be processed only inside a TEE application, being protected in rest or transit. Thus, the data
hashes can be stored in the blockchain for auditing operations, verifying the data integrity

once the trusted applications process them.

3.3 Summary

In this Chapter, we saw that data security is an open challenge for IoT applications and many
works have addressed solutions in the sense of mitigating this problem. We firstly presented
general works describing the main challenges and proposed solutions. Then, we presented
works that apply TEE to protect data in IoT applications and works that apply CPN and
model checking to validate their proposals. Lastly, we presented our SLR to get an overview
of state of the art regarding TEE’s use for IoT applications, since our proposal contributes to
improving data protection through trusted computing. We described the review protocol and
presented the achieved results after the analyses of the 58 relevant selected papers.
Although considerable effort has been employed to provide data security solutions for
IoT applications, it is clear that there is still a lack of standardized means to protect sensitive

data, and this is was our motivation to propose our work.



Chapter 4

Trusted Architecture for IoT

This Chapter describes the scenario considered as the basis for this work, the key security
principles applied, the threat model adopted, and the trusted architecture proposed. Besides,
it also describes two trusted components proposed for the architecture: the Key Vault and

the Trusted PEP Proxy (TruPP).

4.1 Base Case Scenario

The base case scenario considers a residential environment in which residences have smart
meters to measure energy consumption for billing purposes. A basic architecture for this ap-
plication includes the following entities: smart meters, a broker acting as a publish/subscribe
system, and a consumer application responsible for processing the data.

In this scenario, the smart meters are the data producers, and the processing applications
are the consumers. Figure shows this typical architecture. The communication flow

between components can be as follows:

1. The Producers (Smart Meters) send energy consumption data to the [oT Gateway;

2. The 10T Gateway preprocesses these energy consumption data and sends them to a

Broker (Publish/Subscribe System);

3. The Consumers register interest on the specific Producers, in the Broker, to receive

notifications about their energy consumptions;

52
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4. The Broker sends notifications with the Producers’ energy consumption data to the

Consumers that previously registered interests.

Such IoT Gateway can be any device more powerful than the smart meters, for example,
capable of processing more complex operations on their generated data or having better com-
munication capabilities. This scenario is often known as fog/edge computing, as mentioned
in Chapter (1}, since the 10T devices connect to another device with more processing power,

which is closer to the network edge [43]].

Figure 4.1: Typical architecture for a smart metering application.
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4.1.1 Aggregation of Smart Meter Data

— —— — PO

For this case scenario, the consumers are data aggregators that process the energy consump-
tion data for billing purposes. Such data aggregation is made by summing all the energy
consumption data collected for each residence in a specific region. To perform this aggre-
gation, it is necessary to read all the energy consumption data from all the residences in a
region.

As stated in the Introduction (Sections and [[.2)), there are non-invasive approaches
to estimate what kind of electronic devices or household items are used at a specific time

and for how long. One of these approaches is called NIALM (Non-Intrusive Appliance Load
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Monitoring) and can be considered as a privacy threat since an evil-minded adversary can
discover what people are doing in a specific residence (e.g., an attacker can get information

about the time in which people have a shower, watch TV or use the microwave).

4.1.2 Need for data protection

Due to the privacy problem previously mentioned, energy consumption data are considered
sensitive, needing protection. Thus, it is necessary to apply some mechanisms to protect the
data generated by the producers, avoiding the discovery of the users’ behavior in the moni-
tored residences. The architecture proposed in this work to protect these sensitive data uses
some techniques, mechanisms, and the proposed component for keys management named
Key Vault, which is described later (Section @ For this, the architecture considers authen-
tication for the entities, access control for the protected services, and cryptography for the

sensitive data.

4.2 Threat Model

The study application is composed mainly of three parts: the producers (smart meters), a
publish/subscribe system, and the consumers (data aggregators). The attack surface for this

application, presented in Figure .2} considers:

e the possibility of an attacker gaining access while the data are in transit, transmitted

between the parts, represented by the letter A;

e and the possibility of an attacker gaining complete access to the publish/subscribe

system and to the consumers’ hosts, represented by the letter B.

An attacker can intercept the messages sent from the producers (smart meters) to the
publish/subscribe system or even the notifications sent from the publish/subscribe system to
the consumers (aggregator). Besides, an attacker can get data having access to a consumer
host or to the publish/subscribe system. In any case, the sensitive data are compromised.
Then, the proposed architecture must deal with these threats, avoiding that any attacker in

any of these situations can read sensitive data.
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The solution considers that all the producers (smart meters) are secure, and does not deal
with the possible existence of fake/crook producers. In any case, it is worth mentioning this
possibility could cause only some noise to generated data by valid producers, and this would

not be a privacy problem for the users.

Figure 4.2: Threat model for the base scenario
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4.3 Principles of the Trusted Architecture

To protect the sensitive data, according to the specified threat model, we propose cryptog-
raphy for data security and privacy, an identity management (IdM) system for entities au-
thentication, and a simple access control system for the protected services. The proposed
trusted architecture is based on the fact that the producers (source) encrypt all the generated
data, before transmitting them to the publish/subscribe system, and only a trusted consumer
can decrypt these data, once it is running on a trusted execution environment (TEE) and has
access to the correct key. Furthermore, all the producers and consumers have identity cre-

dentials, such as X.509 certiﬁcateﬂ and a PEP Proxy performs the access control using the

'https://searchsecurity.techtarget.com/definition/X509-certificate
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OAuth2 protoco]ﬂ which is an industry-standard for authorization.

Based on this architecture, the data encryption in the producers enforces a secure trans-
mission of the data allowing only secure processing in a trusted machine, since the consumers
must run on a TEE, such as Intel SGX or ARM TrustZone. Therefore, the users’ privacy is
preserved because the sensitive data are decrypted and processed only within a TEE appli-
cation.

To allow the data encryption and decryption between entities without using a Public Key
Infrastructure (PKI), we proposed a component for generating, storing and distributing the
cryptographic keys used by producers and consumers: the Key Vault. It also runs on a TEE-

enabled machine and is detailed next.

4.4 Key Vault

A Public Key Infrastructure (PKI) is needed to supply appropriated keys to the specific en-
tities in a secure way to support the proposed solution. Producers must encrypt their data
before sending them to the publish/subscribe system. Consumers must have the appropriate
key to decrypt producers’ data. Symmetric cryptography is not suitable for this scenario, be-
cause an adversary can get access to the producer credentials, be authenticated, and request
the symmetric key. With this symmetric key, this adversary can decrypt all sensitive data
from the producers, attacking the users’ privacy.

To generate, maintain and distribute keys securely, we proposed the Key Vault, which
runs in a trusted execution environment and provides public and private keys (asymmet-
ric cryptography) accordingly and respectively to producers and consumers from our sce-
nario. Thus, as the producers have access to public keys, if an adversary gets access to some
producer credentials and gets authenticated, he/she can not decrypt any data sent to the con-
sumer. In such situation, the adversary can only generate noise (i.€., he/she can generate fake
data, encrypt with the public key and send them to the publish/subscribe system), which, as
said before, is not a privacy concern. The communication with the Key Vault should be done
through Transport Layer Security (TLS), using HTTPS, for instance. The Key Vault pro-

vides public keys for authenticated producers and private keys for authenticated and attested

https://ocauth.net/2/
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consumers.

The Key Vault treats the requests from producers and consumers, after being authenti-
cated, and sends the appropriate key (public for producers, private for consumers). As it runs
in a TEE application, the keys are handled securely. The producers must attest the Key Vault
before requesting public keys, to make sure the Key Vault is trustful, as well as the Key Vault
must attest the consumers before sending private keys. Only TEE consumers can receive the
private keys, after the remote attestation properly successful. The Key Vault encrypts the pri-
vate key with a shared key that is generated or exchanged in the remote attestation process.

If the remote attestation of the consumers fails, the private keys are not sent.

4.5 Trusted PEP Proxy

As seen before, a PEP Proxy intercepts requests to a protected service and checks if this
request comes from a previously authenticated party, which should be authorized to get ac-
cess to that service. The intercepted request usually contains a token, that should be val-
idated with an Identity Management (IdM) system to check if the requester was authen-
ticated and is authorized. In the positive case, the requester gets access to the protected
service; otherwise, the PEP Proxy denies access, and the data service remains safe. [94; 15
109]

Although the protected data service can be accessed only by authenticated and authorized
requesters, there is no reason to trust their machines that process the data. For instance, an
adversary can get access to their operating systems, with high-level privileges, and thus get
access to sensitive data. This concern also creates a need to require that a service consumer
runs on a TEE machine, and, this way, the trustworthiness can be improved.

Then, this work also proposes an improvement to a PEP Proxy in a way it can also
perform the remote attestation process, to know if a requester runs a TEE application, be-
sides only the authentication and authorization checking. Therefore, after authentication
and authorization checking, the remote attestation process is initialized to verify if the re-
quester application, which is interested in sensitive data, runs on a TEE and, accordingly, is
considered a trusted entity. This modification in a PEP Proxy improves the trust in data con-

sumers/requesters, once it allows the sensitive data distribution only to trusted entities, which
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means that these entities were previously authenticated, authorized, and, now, attested. The

architecture of this improved PEP, named here as Trusted PEP Proxy (TruPP), can be seen

in Figure 4.3]

Figure 4.3: Architecture with the Trusted PEP Proxy
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The communication flow between the components seen in Figure which is enumer-

ated, is described below:

1. the service requester, which is supposed to run a TEE application inside an Intel SGX

enclave, authenticates with the IdM System, informing valid credentials;

2. after the authentication process, validating the service requester credentials, the IdM
System returns a valid OAuth2 token, used later to check authorization (access per-

missions);

3. the service requester sends a request to the protected service, which is intercepted
by the TruPP, informing the OAuth2 token received from the IdM System after the

authentication process;

4. the TruPP verifies the OAuth2 token with the IdM System, checking if the service

requester has the right permissions to access the protected service;

5. once the service requester has access permissions to the protected service, the TruPP
starts the remote attestation process to verify if the service requester runs a TEE appli-

cation;
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6. after the successful remote attestation, if it succeeded, the request reaches the protected

service, which processes the return;
7. the protected service returns the requested data to the TruPP;

8. the TruPP forwards the requested data received from the protected service.

The main difference between a common PEP Proxy and the improved TruPP is step 5,
which is the execution of the remote attestation process, checking for a TEE application in
the service requester. The message sequence diagram of this communication flow can be seen
in Figure .4l As explained, the trusted service requester authenticates in the IdM System
and receives a valid OAuth2 token. Then, it sends a sensitive data request to the protected
service, which is intercepted by the TruPP. The TruPP validates the OAuth2 token with the
IdM System and starts the remote attestation process. Once the trusted service requester is
successfully attested, the TruPP sends the request to the protected service and receives back
the sensitive data requested. Finally, the TruPP forwards the sensitive data to the trusted

service requester, which will securely perform the processing (inside an enclave).

Figure 4.4: Message sequence diagram
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4.6 Trusted Architecture

The trusted architecture proposed can be seen in Figure {.5] and it comprises the following

components:



4.6 Trusted Architecture 60

Figure 4.5: Producer and Consumer Communication Flow.
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e Producers - the smart meters, responsible for measuring the energy consumption, with
or without an IoT gateway, or another device acting as a gateway, to process the gen-
erated data (Fog/Edge Computing) before sending them to a broker (e.g., publish/sub-
scribe system). In Figure [4.5] they are represented as SM, for smart meters, and BBB,
for BeagleBone Black acting as a gateway, but the producers can be any IoT device as

well as the gateway can be another device;

e IdM System - the system responsible for Identity Management, which authenticates

entities and provides, for instance, valid OAuth2 tokens for authorization purposes;

e PEP Proxy - the Policy Enforcement Point responsible for allowing/disallowing access
to protected services after receiving an OAuth2 token and validates it with the IdM
System. This architecture considers two instances of this component: one to protect

the Key Vault and another to protect the Broker (Publish/Subscribe System);

e Broker (Publish/Subscribe System) - the context broker responsible for receiving the
producers’ data and sending them to consumers through notifications. Although we
are using a publish/subscribe system as an example, the broker can be any other com-

ponent that stores and transmits the data;
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e Key Vault - the proposed system running on a TEE and responsible for securely man-

aging, storing, and distributing the cryptographic keys to producers and consumers;

e Consumers - the data aggregators responsible for processing the energy consumption
measurements for billing purposes. For the proposed architecture, a consumer should

also run on a TEE.

The communication flow for producers and consumers is detailed next. As mentioned
before, the producers, which are the smart meters, encrypt the data. This encryption is per-
formed as a privacy technique to achieve data privacy. The consumer decrypts the sensitive
data and processes them securely. All the steps in the communication flow are described
below, and can be seen with a respective number in Figure[4.5](1 to 5 for producers, and 6 to

13 for consumers):

1. The producer (smart meter or its gateway) accesses the IdM System passing valid

credentials to be authenticated and get an OAuth2 valid token;

2. The producer attests the Key Vault to ensure that it executes on a TEE. Then, the
producer sends to Key Vault a request asking for a public key and passing the OAuth2

token obtained with the IdM system, in the authentication process;

3. The PEP Proxy intercepts the request, checks the validity of the token with the I[dM

system, and forwards the request to the Key Vault if the token is valid. The Key Vault
then sends back, to the producer, the asked public key (Pu in the Figure @.5);

4. With the public key (PuK), the producer can encrypt the generated data (energy con-

sumption) and send them to the Publish/Subscribe System;

5. Same as step 3 (PEP Proxy checks the validity of the token with the IdM system and

forwards the request to the Publish/Subscribe system if the token is valid).

6. The consumer, a TEE application, accesses the IdM system passing valid credentials

to be authenticated and also gets an OAuth2 valid token;

7. The consumer sends a request to the Key Vault asking for the private key (PrK in

Figure [4.5)) related to that public key sent to the producers and passing the OAuth2
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10.

11.

12.

token obtained with the IdM system. Besides the OAuth2 token, the request also
informs an endpoint to enable the Key Vault to attest that the consumer is a real TEE

application (remote attestation process);

. The PEP Proxy intercepts the request, checks the validity of the token with the I[dM

system, and forwards the request to the Key Vault if the token is valid;

The Key Vault starts the remote attestation process with the endpoint received, and
once the consumer is attested, indicating it runs on a TEE application, it receives the
private key (PrK). The Key Vault encrypts the Pr K with the symmetric shared key
(ShK in Figure 4.5)), before sending it to the consumer. This symmetric shared key is

exchanged or generated during the remote attestation process;

The consumer sends subscription requests to the Publish/Subscribe system to receive

notifications (energy consumptions) when the producers generate new data;

The PEP Proxy intercepts the request and validates the OAuth2 token with the IdM

system. Once the token is valid, the Publish/Subscribe system stores the subscriptions;

The consumer receives notifications whenever a producer sends new data (energy con-
sumptions) to the Publish/Subscribe system. As the consumer has the private key

(PrK), it can decrypt data and process them in a secure TEE enclave.

Based on the steps defined above, the producers transmit data securely to the Publish/-

Subscribe system. An attacker can not discover what sensitive data are transmitted and stored

in the Publish/Subscribe system since they are encrypted. The messages exchanged with the

Key Vault should also be performed through TLS (HTTPS, for instance).

4.7 Summary

This Chapter presented the trusted architecture proposed, describing the base case scenario

and the main security principles considered for this proposal, according to the established

threat model. To make this architecture feasible, a TEE application, named Key Vault, man-

ages keys generation, storage, and distribution. Besides, we also suggested a security im-
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provement for a PEP Proxy: perform the remote attestation process, guaranteeing that a re-
quester runs on a TEE application, instead of only checking its authorization. In the end, the

last Section presented and described the communication flow for producers and consumers.



Chapter 5

Formal Validation and Experimental

Evaluation

This Chapter contains the formal validation for the proposed trusted architecture and an ex-
perimental evaluation of a proof of concept application. The first Section presents the formal
validation, considering the model checking of the Coloured Petri Net model that represents
the communication flow exposed in Chapter d] The model checking verifies the model be-
havior regarding 14 security properties. Then, the second Section presents the performance
evaluation of an IoT application implemented according to the trusted architecture, consid-
ering all the components and the corresponding communication between them. We carried
out experiments to measure this IoT application performance with the trusted architecture
and compared the results with a case in which the same application does not consider any
security mechanism. The achieved results present a low time overhead when considering all
the security and privacy benefits. This Chapter concludes by showing the achieved results

and a short discussion.

5.1 Formal Validation

This Section presents the Coloured Petri Net (CPN) model [50] of the trusted architecture
proposed in Chapter 4] and the application of model checking to verify the security prop-
erties. The model represents all the components in the trusted architecture, as well as the

communication flow between them.

64
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5.1.1 Trusted Architecture CPN Model

To model the proposed architecture, we considered its main components for the top-level
HCPN module, listed as follows: Producer, Consumer, Broker (Publish/Subscribe System),
Key Vault, Identity Management (IdM) System, and PEP Proxy. The HCPN model, shown in Fig-
ure [5.1] represents these components as substitution transitions. As the trusted architecture
requires a PEP Proxy to protect the Key Vault and a PEP Proxy to protect the Broker, the Figure
[5.1] presents both as PEP proxy KV and PEP proxy broker, respectively. This way, the top-level
HCPN module contains seven substitution transitions, and each of these has a sub-module

detailing the specific component.

Figure 5.1: Communication flow model (top-level CPN module)
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The communication flow was divided into two cycles to ease the understanding and visu-
alization: the producer flow and the consumer flow. Both consider a producer or consumer,

and its communications with IdM (authentication), PEP Proxy (authorization), Key Vault (cryp-



5.1 Formal Validation 66

Figure 5.2: MSC Consumer flow
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tographic keys), and Broker (publish/subscribe system). The Producer and Consumer modules
represent each of these communication flows. Figures [5.2] and [5.3] show the message se-
quence chart/diagram for both flows, consumer and producer respectively, generated when
simulating the communications in the model. They contain the events triggered when tran-
sitions occur, representing all the communication events between the architectural entities.

Figure [5.4]lists the types (colors) defined for this HCPN model.
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Figure 5.3: MSC Producer flow
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For the consumer flow, the sequence starts with the Consumer being authenticated at
the 1dM system, when passing valid credentials, such as identification and certificate. This
process returns a valid token for the Consumer. With this token, the Consumer requests a
private key for the Key Vault, passing by the authorization process at the PEP Proxy KV. Once
the PEP Proxy KV authorizes the token, the Key Vault starts the remote attestation protocol, to
check that the Consumer runs on a trusted execution environment. Through this process, the
Key Vault receives information from the Consumer and verifies with the IAS (Intel Attestation
Service, for Intel SGX machines). If the Consumer is a valid SGX, the Key Vault sends the
private key. Then, the Consumer subscribes to a Producer in the Broker, also passing by the
token authorization process in the PEP Proxy Broker. As soon as the Consumer is subscribed,
it receives notifications with encrypted data, whenever the Broker receives updates from the
Producer. The Consumer finishes decrypting and processing the data accordingly.

The Producer flow of messages starts with the Producer authentication at the 1dM system,

a process similar to the Consumer authentication. Using the received token, the Producer
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requests a public key for the Key Vault, also passing by the authorization process in the PEP

Proxy KV. After the token is validated, the Key Vault sends the public key. The Producer can

now encrypt generated data and send them for the Broker, after being authorized at the PEP

Proxy Broker too.

Figure 5.4: Types declarations
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¥colset INTINF = intinf;
¥colset INT = int;
¥colset BOOL = bool;
¥colset UNIT = unit;
¥colset TIME = time;
¥colset REAL = real;
¥colset STRING = string;
¥colset ID = INT;
¥colset KEY = STRING;
¥colset TOKEN = STRING;
¥colset CREDENTIAL = product ID * KEY;
¥colset KV RESPOMNSES = product ID * TOKEN * STRING *

¥colset AUTHORIZATION = product ID * TOKEN * KEY;

¥ colset IDM = product CREDENTIAL * TOKEN;

¥colset AUTHENTICATION = product ID * TOKEN;

¥ colset REQUEST_KEY = product AUTHENTICATION * STRING;

¥ colset REQUEST_PUBSLIB = product AUTHENTICATION * STRING * INT;
¥colset REQ_PARAM = union prod_value:REAL + sub_id:INT;

¥colset KEY_PAIR = product KEY * KEY;

¥colset ENC_DATA = product ID * INT;

¥colset SUBSCRIPTION = product INT * INT;

¥Model Variables

KEY:

¥yar a:BOOL;

¥var pub_key, priv_key, key, prod_cart, cons_cert, valid_cert : KEY;
Tvar keys: KEY_PAIR;

¥var credential, valid_credential : CREDENTIAL;

¥yar token, valid_token : TOKEN;

¥vari, sub, value, k, param : INT;

¥yarreq : STRING;

¥var req_pubsubl : REQUEST_PUBSLE;

Tvar enc_data : ENC_DATA;

¥var prod_id, cons_id, sub_prod_id, valid_id, id : ID;

Figure 5.5: Producer flow model
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The detailed Producer module, seen in Figure[5.5] contains the following places:
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Producer - the initial state for a producer, containing a token that represents the pro-

ducer credentials (identification and certificate, for instance);
Authenticated Producer - an auxiliary place that indicates the Producer was authenticated;

Ready for public request - this place indicates that the Producer is ready to request the
public key, once it was authenticated and received a valid OAuth2 token to access the

Key Vault and the Broker;

Authorized Producer - this place indicates that the PEP Proxy authorized the Producer

(OAuth2 token validation) and the Producer received a public key from the Key Vault;

Measurements - this place represents the measurements generated by producers, i.e.,

the sensitive data to encrypt before sending to the Broker;

Sent to be published - this is an auxiliary place to keep the last measurement sent to the

Broker.

The following places, shown in Figure 5.5 and shared with the top-level HCPN module

(Figure[5.1)), are the port places (in and out):

Producer to be authenticated - an out port that passes the Producer credentials to the

top-level module, requesting a valid OAuth2 token after the credentials validation;

Producer authentication response - an in port that receives the valid OAuth2 token after

the authentication process executed;

Requests to KV - an out port that sends the public key request to be treated by the Key

Vault in communication with the top-level module;

Responses KV - an in port that receives the public key after the Key Vault processes the

request;

Requests to Broker - an out port that sends encrypted data to be published in the Broker

(pub/sub system).

The detailed Consumer module, shown in Figure[5.6] contains the following places:
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Figure 5.6: Consumer HCPN module
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Consumer - the initial state for a consumer, containing a token that represents the Con-

sumer credentials (identification and certificate, for instance);

Consumer authenticated - an auxiliary place to indicate that the Consumer was authenti-

cated;

Ready for private request - this place indicates that the Consumer is ready to request the
private key, once it was authenticated and received a valid OAuth2 token to access the

Key Vault and the Broker;

Authorized Consumer - this place indicates that the PEP Proxy authorized the Consumer
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(OAuth2 token validation) and the Consumer received a private key from the Key Vault;

e Subscriptions Control - this is an auxiliary place to control the number of Consumer

subscriptions in the Broker;

e End consumer - indicates that the Consumer received, decrypted, and processed the data.

The port places for the Consumer module are described below:

e Consumer to be authenticated - an out port that sends the Consumer credentials to be

later validated and then get a valid OAuth2 token;

e Consumer authentication response - an in port that receives the valid OAuth2 token after

the credentials validation;
e Requests to KV - an out port that requests the private key to the Key Vault;
e Responses KV - an in port that receives the Key Vault response with the private key;

e Requests to Broker - an out port that sends the subscription requests to the Broker to

allow that the Consumer can receive notifications with data from the Producer;

e Notification - an in port that receives the notifications from the Broker, with the Producer’s

encrypted data.

As shown in Figure@, besides the Producer and Consumer, the model has five other sub-
stitution transitions representing the remaining entities for the trusted architecture, namely:
IdM (Identity Manager), Broker (Pub/Sub system), Key Vault, PEP Proxy KV (PEP that pro-
tects the Key Vault), and PEP Proxy Broker (PEP that protects the Broker).

The IdM HCPN module can be seen in Figure Besides the I1dM place, which repre-
sents the stored information in the IdM system (e.g., Producer and Consumer credentials), this

module contains the following port places:

e Producer to be authenticated - this in port receives the Producer credentials to be verified

in the authentication process;

e Producer authentication response - this out port receives the Producer valid OAuth2 token

if the authentication process succeeds, i.e., if the Producer credentials are valid;
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Figure 5.7: IdM HCPN module
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e Consumer to be authenticated - this in port receives the Consumer credentials to be veri-

fied in the authentication process;

e Consumer authentication response - this out port receives the Consumer valid OAuth2

token if the authentication process succeeds, i.e. if the Consumer credentials are valid;

e Tokens to be checked KV - this in port receives the OAuth2 tokens, that come in the key

requests, intercepted by the PEP Proxy KV to proceed with the authorization process;

e Validated requests - this out port sends the tokens successfully validated through the

authorization process, indicating that the requests to the Key Vault are authorized;

e Tokens to be checked broker - this in port receives the OAuth2 tokens, that come in the
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publish/subscribe requests, intercepted by the PEP Proxy Broker to proceed with the

authorization process;

e Validated requests broker - this out port sends the tokens successfully validated through

the authorization process, indicating that the requests to the Broker are authorized.

Figure 5.8: Key Vault HCPN module
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Figure [5.8| shows the Key Vault HCPN module. Besides the Key Vault place, which stores

the cryptographic keys, this module contains the following port places:

e Validated requests - this in port place receives the authorized requests, after the PEP

Proxy KV performs the authorization process;

e Responses KV - this out port place sends the keys, public or private, to the PEP Proxy

KV according to the requests.

Figure [5.9] shows the HCPN module for the Broker, which has the following places and

port places:

e Broker subscriptions - a place that represents the Consumer subscriptions to the Broker,

indicating the Consumer’s interests in the Producer’s data;
e Broker published data - a place to store published data from Producers;

e Validated requests broker - an in port that receives authorized requests to publish

(Producer) or subscribe (Consumer) in the Broker;
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Figure 5.9: Broker HCPN module
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Figure 5.10: PEP Proxy KV and PEP Proxy Broker HCPN modules
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e Notification - an out port that sends notifications to the Consumer according to the sub-

scriptions.

Figure[5.10] presents both PEP Proxy KV (Key Vault) and PEP Proxy Broker HCPN modules.

The places and port places are as follows:

e PEP Proxy KV/broker - this place represents the PEP Proxy, which is responsible for
intercepting the requests to the key vault and Broker, and verifying with the IdM if they

are authorized;

e Requests to KV/broker - this in port receives the requests to the Key Vault and Broker;
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e Tokens to be checked KV/broker - this out port sends the requests to validate the tokens

in the IdM.

5.1.2 Verification - Model Checking

Besides the use of TEEs to protect the sensitive data processing, the security provided by the
TIoTA relies mainly on the following processes: authentication and authorization of entities,
and cryptography of data. Considering these three processes to perform the model checking,
we defined the following properties (the identifiers using P_ are related to the Producer and

those using C_ are related to the Consumer):

1. P_Authenticated: guarantees that a Producer with valid credentials reaches an authen-
ticated state, after the authentication process. This indicates that the Producer was

authenticated and received a valid OAuth2 token.

2. P_Authorized: guarantees that an authenticated Producer reaches an authorized state,
after the authorization process by the PEP/IdM, when requesting a public key. This

indicates that the Producer was authorized and already received a public key.

3. C_Authenticated: guarantees that a Consumer with valid credentials reaches an au-
thenticated state, after the authentication process. This indicates that the Consumer

was authenticated and received a valid OAuth2 token.

4. C_Authorized: guarantees that an authenticated Consumer reaches an authorized state,
after the authorization process by the PEP/IdM, when requesting a private key. This

indicates that the Consumer was authorized and already received a private key.

5. C_Subscribed: guarantees that an authorized Consumer reaches a subscribed state,
through a subscription in the broker. This marking is represented by the “Broker Sub-
scriptions” place (Figure [5.9), and indicates that an authorized Consumer is interested

in receiving Producer’s data through Broker notifications.

6. Data_Published: guarantees that an authorized Producer has generated, encrypted, and

sent data to the Broker. This marking is represented by the “Broker published data” place
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(Figure [5.9), indicating that there are Producer’s encrypted data available for sending

to the subscribed Consumer, through notification.

7. Data_Consumed: guarantees that an authorized Consumer has received, decrypted,

and processed Producer’s data. This marking is represented by a token in the End
Consumer place (Figure[5.6), meaning that the Consumer successfully received the Pro-
ducer’s encrypted data, through a notification from the Broker, decrypted and processed

them accordingly.

Besides the desired behaviors represented by these seven properties, there are behaviors

not desired in the model. For instance, according to the considered threat model (Chapter {4}

Section 4.2)), an unauthorized entity must not succeed to access the protected services (Key

Vault and Broker). For this reason, the unauthorized entity cannot publish or subscribe to

the Broker and cannot get the right key to decrypt data. Moreover, an entity cannot become

authorized if it was not authenticated. To verify that these behaviors do not occur in the

modeled communication flow, we defined the following five properties (besides P_ and C_,

for Producer and Consumer, the identifiers also use ! and A to represent the logical operations

NOT and AND):

8.

10.

11.

! (P_Authorized )\ ! P_Authenticated) - guarantees that a Producer cannot be autho-
rized if it was not previously authenticated (i.e., a Producer not authenticated cannot

become an authorized Producer).

! (Data_Published N\ ! P_Authorized) - guarantees that a Producer cannot publish data
if it was not previously authorized, and it would not have the public key to encrypt the

data (i.e., a Producer not authorized cannot publish data).

! (C_Authorized N\ ! C_Authenticated) - guarantees that a Consumer cannot be autho-
rized if it was not previously authenticated (i.e., a Consumer not authenticated cannot

become an authorized Consumer).

! (C_Subscribed )\ ! C_Authorized) - guarantees that a Consumer cannot subscribe to a
topic in the Broker if it was not previously authorized, and it would not have the private
key to decrypt the Producer’s data (i.e., a Consumer not authorized cannot subscribe to

the Broker).
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12. ! (Data_Consumed N\ ! C_Subscribed) - guarantees that a Consumer does not re-
ceive and process data if it was not previously subscribed in the Broker, once only a

subscribed Consumer can receive data.

To verify data confidentiality and integrity throughout the communication flow, we de-

fined the two following properties:

13. Data_Integrity - guarantees that the data processed in the Consumer are the same data
generated in the Producer, indicating that the cryptography protects the data during the

transmission process, avoiding unauthorized changes to the data (tamper-resistance).

14. Data_Confidentiality - assures that no unauthorized entity can read or explore the data
during the transmission process from the Producer to the Consumer, indicating the pro-

tection by the data encryption, i.e., the data are kept confidential during transmission.

Table 5.1: CTL Formulas

Property CTL Formula
1) P_Authenticated EF (producer_authenticated)
2) P_Authorized EF(producer_authorized N\ producer_authenticated)
3) C_Authenticated EF(consumer_authenticated)
4) C_Authorized EF(consumer_authorized A consumer_authenticated)
5) C_Subscribed EF(consumer_authorized A consumer_subscribed)
6) Data_Published EF(data_sent_to_broker A data_published)
7) Data_Consumed —EF (data_published N consumer_subscribed A —data_consumed)

8) ! (P_Authorized )\ ! P_Authenticated) —EF (producer_authorized N\ —producer_authenticated)

9) ! (Data_Published N\ ! P_Authorized) -EF (data_published N\ —producer_authorized)

10) ! (C_Authorized N ! C_Authenticated) —EF(consumer_authorized A —consumer_authenticated)
11) ! (C_Subscribed N ! C_Authorized)

J

EF(consumer_subscribed A\ =consumer_authorized)

(
(
(
(

12) ! (Data_Consumed N ! C_Subscribed) —EF (processed_data N\ —consumer_subscribed)

13) Data_Integrity —EF (tampered_data processed_data_not_empty)

—E(decrypted_value U processed_by_consumer);
14) Data_Confidentiality ~EF(decrypted_at_broker);

- EF(decrypted_at_pep)

To perform the model checking, we first described the properties in CTL, and then we

migrated the represented formulas to ASK-CTL, which has a specific integration in the
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CPN Tools. Table [5.1] presents the representation of the defined properties in CTL. For
the first property, P_Authenticated, we defined the CTL formula EF (producer_authenti-
cated), which means that, in some future moment (EF), we will get a representation for
an authenticated Producer (producer_authenticated). When translating this CTL formula to
ASK-CTL representation, we map this (producer_authenticated) to a specific marking in a
specific place (Authenticated Producer) of the Producer HCPN module (Figure [5.5)). For the
other properties, we followed the same logic to represent them in CTL formulas.

The properties related to data integrity and confidentiality assures that data cannot be
tampered or read during the communication flow, once the Producer encrypted them previ-
ously. The properties also assure that only an authorized Consumer can decrypt the data. This
way, if the system suffers a “man-in-the-middle” attack, the information will not be obtained
since the attacker does not have the right key to decrypt the data.

The other properties are related to desired and undesired behaviors (considering the
TIoTA threat model - Chapter ] Section[4.2), representing, for instance, a possible attacker
that wants to publish data or subscribe to the Broker but does not have valid credentials. As
a consequence, once the authentication process will not succeed, the attacker will not be
authorized to communicate with protected services.

Through the model checking process, all the 14 defined properties were satisfied, giv-
ing evidence that the trusted architecture keeps the data secure. The properties related to
the authentication and authorization processes guarantee that an entity should have valid
credentials to access protected services, such as the Key Vault and the Broker. Thus, only
authenticated Producers will be authorized to receive public keys from the Key Vault and to
publish data in the Broker. Also, only authenticated Consumers will be authorized to receive
private keys from the Key Vault and to subscribe to the Broker.

With the specification verified and validated, we can apply model-based testing (MBT)
to generate test cases, providing project artifacts to improve confidence in the correct imple-
mentation of the TIoTA. These test cases can assist developers when evaluating the confor-
mance of an implementation with the TIoTA formal specification. To exemplify, the gen-
erated tests can comprise the following scenarios: (i) with correct credentials, the producer
authenticates successfully; (i1) once the producer publishes the data, the data are kept en-

crypted during transmission; and, (iii) after the producer transmits the data, the same data
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are received by the consumer. The MBT application is out of scope for this work.

5.2 Experimental Evaluation - Proof of Concept

This Section presents an implemented 10T application that considers all the components of
the proposed trusted architecture, the adopted scenario (IoT devices as Producers, Broker,
and Consumer), and the set of experiments considered to assess the performance of such
application. To instantiate the architecture, we applied three FIWARE components (Orion
Context Broker, Keyrock Identity Management, and Wilma PEP Proxy), as described in the

next Subsection.

5.2.1 FIWARE

FIWARE (Future Internet-WARE) is a software platform created to ease the development
of smart applications for the Future Internet in multiple sectors and following open stan-
dards [28]]. For this, it provides a wide set of APIs (Application Programming Interfaces).
FIWARE has many software components, called Generic Enablers (GEs), with some of them
being based in the well-established cloud platform OpenStack. OpenStack is also used to es-
tablish a cloud that provides FIWARE services.

For each FIWARE component (GE) specification, there is an open-source reference im-
plementation. The FIWARE GEs cover the following domains [32]: Data and Context Man-
agement, Internet of Things Services Enablement, Security, Cloud Hosting, and Advanced
Web-based User Interface. The FIWARE GEs of interest for this work are Orion Context
Broker (CB), Keyrock Identity Manager, and Wilma PEP (Policy Enforcement Point) Proxy,
once we used them for the proof of concept implementation of this thesis.

Orion CB is a context data management system, allowing the operations of registering,
updating and querying context data [29]]. It works with the publish/subscribe communication
pattern, allowing the sending of notifications to interested parties when changes occur in the
entities of interest. The Keyrock Identity Manager is an identity and access management
(IAM) system, being responsible for registering and querying identity data. It provides ac-
cess tokens for users, after the authentication process, and validates them to allow or deny ac-

cess to protected services [31]. Wilma PEP Proxy is a Policy Enforcement Point responsible
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for simple authorization, controlling the access to protected services by validating received

tokens with the Keyrock Identity Manager [30].

5.2.2 IoT Application

The implemented [oT application uses the following technologies:
¢ FIWARE Components:

— Orion Context Broker, as the Broker (in this case, Publish/Subscribe System);
— Keyrock, as the Identity Management System;

— Wilma, as the PEP Proxy;
e Intel SGX applications:

— Consumer;

— Key Vault.

For this proof of concept application, the Orion Context Broker acts as a Publish/Subscribe
Broker, receiving the energy consumption data from Producers (smart meters) and sending
notifications to Consumers (aggregators), while the Keyrock and Wilma perform the authenti-
cation and authorization processes, protecting the Orion Context Broker and the key manager
(Key Vault).

Figure[5.1T]shows all the instantiated components for this IoT application with respective
communication flow, which was detailed in the Chapter 4] Section In this proof of
concept, to validate that the trusted components (Consumer and Key Vault) run inside Intel
SGX enclaves, we perform the remote attestation (RA) process that checks with the Intel
Attestation Service if these enclaves are valid and if they are running on a real Intel SGX.
This process is executed by Producers, attesting the Key Vault whenever it is necessary to
get a public key, and by Key Vault, attesting the Consumer whenever it receives a private key

request.
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Figure 5.11: Application Communication Flow with instantiated components.
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5.2.3 Experiments Setup

To evaluate this 10T application performance, we deployed all the components of the
proposed architecture in two machines equipped with Intel Skylake CPU model i7-6700,
3.4GHz, 8MB cache, and 8GB RAM (Dell OptiPlex 5040). To have a more realistic sce-
nario, we distributed all the components as follows: one machine with the Producers and the
other with the Orion Context Broker deployed at a virtual machine, Consumer and Key Vault at
separated containers, as well as KeyRock IdM and Wilma PEP Proxy.

After this setup, we ran a set of experiments involving the communication flow explained
previously: Producers generated and sent data to the Orion Context Broker, and the Consumer

received these data through notifications from the Orion Context Broker.

5.2.4 Scenarios, Metrics, and Parameters

To analyze the performance of the implemented solution, we considered the following two

scenarios:

e Without data security, considering just Producers, Consumer and Orion Context Broker

(without any security mechanism);
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e With data security, including the Key Vault for keys management and distribution, en-
cryption/decryption enabled by these keys, and the authentication/authorization en-

abled by the Keyrock and the Wilma PEP Proxy.

These scenarios were considered to compare the trusted architecture with a case using
the regular architecture, without employing any security mechanisms. The idea was to ver-
ify the performance overhead that is increased by the protection of our proposal. Besides,
we suggest using these scenarios whenever necessary to compare distinct security solutions,
once each solution provides different operations and technologies and generally runs in dif-
ferent environments. This way, regardless of the security solution, we will always normalize
the results comparing the performance overhead between an application that employs the se-
curity operations and an application that employs the basic architecture without any security
operation. By applying the same basic architecture for comparison with the different security
solutions, we can now have a fair comparison among them since the overhead is measured
regarding the execution of the application with the basic architecture.

As every security operation increases the performance overhead, increasing the process-
ing time, we decided to measure the latency for both scenarios. The experiments obtained
this metric as follows: the elapsed time for data leaving the Producer and reaching the Con-
sumer; as seen before, to accomplish this, the data must leave the Producer and arrive in the
Consumer through notifications from the Orion Context Broker, in the first scenario; the ex-
periments repeat this flow for the second scenario, considering the keys distribution and the
encryption/decryption/authentication/authorization processes.

For both scenarios, we executed 500 publication cycles to obtain a reliable sample since
the results did not present significant variability after 100 publication cycles (we checked
with 100, 200, 300, 400, and 500 publication cycles). For each execution, we marked the
time when the Producer generated the data, and the time when the Consumer processed the
data. Besides the communication flow latency for both scenarios, we also measured the
remote attestation latency, since the remote attestation is an important process performed in
the communication with the Intel SGX applications: Key Vault and Consumer.

Finally, we also carried out tests related to the scalability of our solution, concerning the
number of possible Producers sending measurements concurrently. We executed tests with

100, 200, 300, and 400 producers because with more than 400 Producers the system became
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overloaded, making the communication almost impractical. Every test cycle was executed

by ten minutes, registering the latency values for the concurrent communications.

5.2.5 Results and Discussion

According to the achieved results, as shown in Figure [5.12] our proposed solution for data
security presents low overhead related to a solution that does not use any security mechanism:
approximately 10.5 milliseconds against 7.5 milliseconds on average. The remote attestation
process obtained an average time of 2.5 seconds, but this process is executed only once to

get the keys (once Producer and Consumer have the respective keys, they do not need to

communicate with Key Vault).

Figure 5.12: Latency
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This solution also presents a good level of scalability since it succeeded to keep working
even with different loads of requests from different numbers of producers at the same time:
100, 200, 300, and 400. However, as seen in Figure[5.13] the higher the number of producers
at the same time, the higher the latency to process the requests and the lower the number
of processed requests. This result is dependent on our testbed infrastructure, considering its

setup. Obviously, if we use more robust machines and components, we will get better results.
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Figure 5.13: Latency considering many producers at same time (stress)
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Considering the threat model applied and experiments, we can say that our solution pro-

vides the following features:

Integrity — the produced data are preserved during all the communication flow, i.e.,

they cannot be modified without being detected;

e Privacy — the privacy of the customers can be preserved since the produced data cannot
be read in any of the communication flow steps, even if the Orion CB is under the

control of an attacker;

e Confidentiality — the confidentiality of the data is preserved because they can not be

read/accessed, except by authenticated and authorized producers and consumers;

e Authentication — all producers and consumers must use their credentials to get access

to the protected services and thus successfully perform the communication flow;

e Secure communication — data in transit and channel are encrypted.

These properties are achieved thanks to cryptography techniques, TLS/HTTPS protocol,

and Intel SGX technology. Assuming that the producer’s credentials are safe/protected, our
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solution also satisfies the non-repudiation property in a way any producer can not deny any

previous sending of data.

5.3 Possible Limitations

This Section presents possible limitations of this thesis’ validation. In the following sub-
sections, we describe the threats to the validity of the formal and experimental validations,

mentioning how we dealt with them.

5.3.1 Threats to the Formal Validation

Every model is always a limited representation of a real scenario or a system due to the
considered simplifications. Indeed, a model is good as it allows us to analyze and verify a
system’s desired behaviors as defined by a set of specifications. Thus, our HCPN model is
also limited as it simplifies, for instance, the internal behaviors of the Key Vault, IdM, Broker,
and PEP Proxy. However, our model represents all the trusted architecture’s components and
every relevant communication among them, and the security processes (authentication, au-
thorization, and cryptography). This representation is enough to observe how the processes
occur and how the architecture provides data security.

The model checking process relies on the definition of properties representing the
model’s desired and undesired behaviors. Thus, if an essential property is not defined, the
model checking will not achieve suitable coverage, i.e., the process will not check all the
model’s relevant behaviors. Although we could define more properties, maybe regarding any
alternative communication flow, we are sure the 14 presented properties cover all the trusted
architecture’s security processes since we used the considered threat model (Chapter 4 Sec-
tion [4.2)) as a basis for the properties specification. Thereby, we consider those properties
sufficient to demonstrate how the proposed architecture increases data security. Of course,
it may be the case that we did not cover all the systems’ states, and there is a possibility of
having some undesired behavior that we tried to cover by defining not only desired behaviors
but also undesirable ones. Also, even when the system is proved to be correct, there is still
a question of how complete the specification is and whether it covers all the system’s behav-

iors. A more in-depth discussion on the coverage of model checking coverage is beyond the
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scope of this thesis, and the reader interested in the problem can refer to Chockler et al. [22;

23; 241

5.3.2 Threats to the Experimental Validation

The experimental scenario is not a real [oT application with many devices acting as data pro-
ducers. This way, we decided to distribute the application’s components in two machines.
Besides, the experimental setup also considered components executing inside containers and
virtual machines. This setup makes the scenario more realistic than if we had deployed ev-
erything in just one computer. Although the 10T application did not use real devices, we can
estimate the overhead added by our trusted architecture, respecting the existent proportions.
This is feasible because we normalized the experiments by comparing the trusted architec-
ture’s results with the basic architecture’s results. Therefore, if we run experiments with two
real IoT applications, one using the trusted architecture and another using the basic architec-
ture, we expect a similar proportion limited by the devices’ processing power. This limitation
will impact mainly the data encryption performed in the first part of the communication flow
(the other security processes should not be impacted as they do not use to run inside devices).

To measure the latency, we started running 100 communication cycles and calculating the
average latency. Then, we increased the number of executions observing the variation in the
calculated mean. After running 100, 200, 300, and 400 cycles measuring the communication
latency, we noticed that mean latency did not suffer significant variation. Then, we concluded
our experiment with a reliable sample after executing 500 communication cycles. To test the
application’s scalability, we followed a similar approach: we started measuring the latency
values during the communication of 100 producers sending measurements concurrently to
the broker. Then we increased the number of concurrent producers by 100 until the system
became overload, not processing many of the sent requests. This way, we executed every
experiment cycle for ten minutes, considering 100, 200, 300, and 400 producers (the system
became overloaded after 400).

Lastly, regarding the use of TEEs, we are aware that the technologies available in the
market also have vulnerabilities and are not a bullet-proof solution. As stated previously,
TEE is vulnerable to side-channel attacks (Chapter 2] Section [2.3]and Chapter 3] Subsection

[3.2.77). Nevertheless, even considering these vulnerabilities, we ensure our architecture pro-
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vides what it should: means to protect data in cloud/fog-based IoT applications according to
the defined research questions and proposed problem (Chapter [I] Section [I.2). We wanted
to limit the users’ distrust in server providers, increasing data security, and a TEE helps in

this sense since it makes the attacker’s work harder.

5.4 Summary

This Chapter described the validation of the proposed trusted architecture and presented the
achieved results. Firstly, it described the HCPN model, which considered all the trusted
architecture entities and their main interactions. Then, it presented the verification and anal-
ysis of 14 security properties through model checking. It also described an implemented
application that considers the proposed architecture. Experiments measured its performance,
considering the latency of the communication flow and its scalability. The results presented
a low overhead compared to the same application considering an architecture without any
security mechanism. The last Section presented the possible limitations of the formal and

experimental validations.
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Conclusion

As highlighted previously (Chapter [I)), data security in the IoT field is still a challenge. In
this thesis, we considered a scenario based on a smart metering system that generates sensi-
tive data. Due to NIALM techniques, this system can be a target of privacy attacks since an
attacker can infer behavior from a house by just analyzing its energy consumption measure-
ments. The principal motivation for this work is the lack of a well-established architecture
with security methods and components to protect data in cloud/fog-based IoT applications.

Trusted Execution Environments (TEEs) have been applied to improve data security in
different application scenarios, considering cloud, fog, and edge computing. To analyze how
this technology is employed to protect data in IoT applications, we carried out a systematic
literature review (Chapter[3] Section[3.2)). Thus, we defined a protocol to ease the replication
of this study, and, according to it, we selected 58 works from important scientific repositories,
considering journal and conference papers.

We presented the overall results related to the collected data, including quantitative infor-
mation (Appendix [A] Section[A.2)), and the research results related to the research questions
(Chapter [3] Section [3.2.2). Answering each of the four defined questions (Chapter [3| Sec-
tion[3.2.1)), based on the papers’ information, we discussed the IoT solutions and application
scenarios of TEEs. We then identified the advantages and disadvantages of the use of TEEs
and the suggested future works. We grouped the IoT solutions into three main types: OS,
Application, and Security. The OS solutions propose protection related to components di-
rectly associated with the OSes; the Application solutions propose data protection in typical

applications; and the Security solutions propose protection to security mechanisms, such as

88
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authentication and attestation. Besides, we discussed some challenges and directions for new
researches on the adoption of TEEs (Chapter 3] Section[3.2.7).

In this context, we decided to provide an architecture considering trusted computing
(TEEs) and basic security aspects, such as authentication, access control, and cryptography.
We proposed a trusted architecture considering the base case scenario (Chapter [ Section
4.1), in which producers (IoT devices) generate and send data to a broker (e.g., a publish/-
subscriber system), and consumers subscribe to this broker to receive notifications with the

producers’ data. The proposed trusted architecture (Chapter [, Section §.6)) requires:

authentication and authorization for both producers and consumers;

a TEE application for consumers;

a TEE application for cryptographic keys generation, storage and distribution;

secure data communication.

To generate, store, and distribute cryptographic keys, we proposed the Key Vault (Chapter
M Section 4.4). Key Vault is secure and trusted because it runs on a TEE (e.g., Intel SGX).
In our architecture, the Key Vault substitutes the use of a Public Key Infrastructure (PKI)
and, thanks to its keys distribution and the consequent cryptography used, we achieve data
integrity and confidentiality, enabling the development of privacy-friendly solutions.

Access control mechanisms are present in many systems to allow access only to au-
thorized parties/entities. A PEP Proxy can be used to intercept requests and verify if the
requesters have permission to access the protected data/service by checking tokens, policies,
or other attributes. In general, a PEP Proxy only validates if the requester is authenticated
and has the authorization to access what is requested. In this thesis, we also proposed an
improvement to PEP Proxies (Chapter 4 Section #.5): adding the implementation of the
remote attestation protocol to verify if the requester runs in a TEE, guaranteeing that data
will be processed more securely, which is warranted by the TEE capabilities and protections.
This way, only authenticated and authorized requesters that run in a TEE have access to the
protected data/services.

To formally verify important security aspects regarding the architecture operation, we

used a Hierarchical Coloured Petri Net to model its components and the overall communi-
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cation flow (Chapter E], Section @[) For this, we considered the communication among
all the architecture components and the authentication, authorization, and encryption opera-
tions. Then, according to the threat model (Chapter 4] Section [4.2)), we defined 14 security
properties related to desired and undesired behaviors of the architecture and performed the
CTL model checking to verify the satisfaction of these properties (Chapter [5] Section[5.1.2).
Once all the properties were satisfied through the model checking process, we have evidence
that the trusted architecture assures data confidentiality and integrity, preserving data security
and privacy.

To experimentally evaluate the overhead of our proposal, we implemented an application
considering the trusted architecture and measured its performance (Chapter [5] Section[5.2).
This implemented version used three FIWARE components (Orion, Keyrock, and Wilma)
and Intel SGX. Through experiments, we measured the latency during all the communication
flow between a producer and a consumer and measured the solution scalability when dealing
with many producers generating and sending data concurrently.

The achieved results show that our solution has a low overhead when compared to an
architecture that does not consider any data security mechanism. Using all the employed
security components (Key Vault, [dM, PEP Proxy, and their related processes), our solution
had an increase of just three milliseconds in the latency of the messages flow, i.e., the elapsed
time between producers and consumers considering all the communication flow with the
operations of getting keys, encrypting, sending, and decrypting data. Moreover, our solution
does not impose scalability constraints additional to the underlying infrastructure. The Key
Vault component and the needed attestation tasks can be easily made scalable due to its
simplicity. Besides, our stress test reached 400 producers sending data almost at the same
time. We also measured the time spent with the remote attestation (RA) process that validates
if a system runs on a valid Intel SGX. The RA process presented a mean time of 2.5 seconds,
what is considered acceptable for our application, once it is commonly performed just one
time for each new producer or consumer, to validate the Key Vault or the new member,
respectively.

With these results, we answered the two research questions (Chapter|[T} Section|[I.2)) since
we proposed a trusted architecture for IoT applications by specifying what security compo-

nents are necessary and how every component of the architecture should communicate with
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others (RQ1), and we proposed the use of TEEs to improve the security of data processing,
decreasing the users’ distrust in cloud/fog servers (RQ2). Besides, we achieved the main
objective, which was providing an architecture to protect data in IoT applications (Chapter
[T} Section[I.3). For this, we achieved each of the specific objectives: applying authentication
and authorization components; applying cryptography to protect data; proposing a compo-
nent for keys management; proposing the TEE usage to process data securely; specifying the
communication flow for the components; creating a CPN model that represents the archi-
tecture components and communication flow; performing model checking to verify security
properties; and implementing a proof of concept application to verify its performance.
These results were published at IEEE Symposium on Computers and Communications
(ISCC) 2018, with the paper entitled “Achieving Data Dissemination with Security using
FIWARE and Intel Software Guard Extensions (SGX)”, which was awarded as the “Best
Local Paper”. We also presented these results as a poster in the LANCOMM (Latin American
Student Workshop on Data Communication Networks) 2019, which was awarded as one of
the six best posters. We recently submitted three other papers to different journals. The first
paper is a survey regarding the use of TEE for IoT applications. The second paper is the
SLR. And the last paper presents the formal validation of the trusted architecture (HCPN

model and the model checking of security properties).

6.1 Future work

In our experimental evaluation, we used two FIWARE Security GEs: KeyRock Identity Man-
agement and Wilma PEP Proxy. Both can be considered untrusted since they run unprotected
in the cloud and can be explored by adversaries. As future work, we envisage that these GEs
can be implemented with some TEE technology. Furthermore, we can add Attribute-Based
Encryption on the Key Vault to control access to the keys using intrinsic attributes of the IoT
devices. In this case, the access to keys would be according to the entities’ attributes.

As future work for our systematic literature review, we envisage its extension consid-
ering the snowballing technique to add even more papers. Besides, as we recently noticed
a growing number of publications, we can update the results with recent researches. An-

other possibility is replicating this study for other application scenarios since we focused on
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cloud/fog-based 10T scenarios.

Regarding the access control, we suggest that a PEP Proxy be implemented in a TEE
system, ensuring that the requests are processed with more security. Besides, a timestamp
with an expiration time can be added to attested requesters to identify when a new attestation
process is required.

For the remote attestation protocol, we suggest its modeling and model checking also
considering security aspects. Regarding our HCPN model, we can extend it to include, for
instance, time information based on experiments, allowing the verification regarding scal-
ability and performance properties. The model checking process also enables the creation
of test cases to verify if a given implementation satisfies the security properties, i.e., if the
implementation is compliant with the architecture.

Lastly, we also suggest implementing the trusted architecture using another TEE tech-
nology: ARM TrustZone. As ARM TrustZone runs in many [oT devices, it is more proper
for IoT applications than Intel SGX. Moreover, we suggest using other software components
as IdM, PEP Proxy, and publish/subscribe system. Our previous investigation has led us to
consider the OP-TEE as the TrustZone technology once it is open source and has a rela-
tively active community. We also performed some previous tests regarding the environment

configuration as well as the implementation and execution of simple applications[[|F|]f

'Video showing the environment running samples: https://youtu.be/pKl_R1DsgAg

2Video showing an RSA example running: https://www.youtube.com/watch?v=
XK6uWNi7VNs

JRSA example in the Github: https://github.com/cezane/optee_rsa_example

4OPTEE build tutorial: https://www.slideshare.net/daltoncezane/

optee-on-gemu-build-tutorial
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Wiley Library: ("Internet of Things" OR "Edge Computing" OR "Edge of Things" OR
"Embedded Systems" OR "EoT" OR "Internet of Everything" OR "[oE" OR "IoT" OR "Web
of Things" OR "WoT") AND ("Trusted Execution Environment" OR "Inte]l SGX" OR "Key-
stone Enclave" OR "Sanctum" OR "SGX" OR "Software Guard Extensions" OR "TEE" OR
"Trusted Execution Technology" OR "Trustzone") AND ("Advantage" OR "Benefit" OR
" Positive Point " OR "Disadvantage" OR "Drawback" OR " Negative Point " OR "Secu-
rity" OR "Confidentiality" OR "Integrity" OR "Privacy" OR "Protection" OR "Trustworthi-
ness" OR "Solution" OR "Approach" OR "Framework" OR "Mechanism" OR "Method" OR
"Technique" OR "Tool")

Link (7  results): https://onlinelibrary.wiley.com/action/
doSearch?AllField=%28%22Internet+of+Things%$22+0R+%22Edge+
Computing%22+0R+%22FEdge+of+Things%22+0R+%22Embedded+Systems$
22+0R+%22FE0T%22+0R+%22Internet+of+Everything%22+0OR+%22I0E%
22+0R+%22T0T%22+0R+%22Web+0f+Things%22+0R+%$22WoT%22%29+AND+
%$28%22Trusted+Execution+Environment%$22+0R+%22TIntel +SGX%
22+0R+%22Keystone+Enclave%22+0R+%22Sanctum%22+0R+%22SGX%
22+0Rt%22Software+tGuard+Extensions%22+0OR+%22TEE$22+0R+
$22Trusted+Execution+Technology%22+0R+%22Trustzone%22%29+
AND+%28%22Advantage%$22+0R+%22Benefit%$22+0R+%22+Positive+
Point+%22+0R+%22Disadvantage%s22+0OR+%22Drawback$%$22+0R+%22+
Negative+Point+%22+0R+%22Security%22+0R+%22Confidentialitvy$s
22+0R+%22Integrity%22+0R+%22Privacy%22+0R+%22Protection%22+
OR+%22Trustworthiness%$22+0R+%22501lution%22+0R+%22Approach$
22+0R+t%22Framework%22+0OR+%22Mechanism%22+0R+%22Method%22+
OR+%22Technique%$22+0R+%22T001%22%29&ConceptID=68&PubType=
journal&content=articlesChaptersé&countTerms=true&target=
default&AfterYear=2000&BeforeYear=2018

IEEExplore: ("Internet of Things" OR "Edge Computing" OR "Edge of Things" OR
"Embedded Systems" OR "EoT" OR "Internet of Everything" OR "I[oE" OR "loT" OR "Web
of Things" OR "WoT") AND ("Trusted Execution Environment" OR "Intel SGX" OR "Key-
stone Enclave" OR "Sanctum" OR "SGX" OR "Software Guard Extensions" OR "TEE" OR
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https://onlinelibrary.wiley.com/action/doSearch?AllField=%28%22Internet+of+Things%22+OR+%22Edge+Computing%22+OR+%22Edge+of+Things%22+OR+%22Embedded+Systems%22+OR+%22EoT%22+OR+%22Internet+of+Everything%22+OR+%22IoE%22+OR+%22IoT%22+OR+%22Web+of+Things%22+OR+%22WoT%22%29+AND+%28%22Trusted+Execution+Environment%22+OR+%22Intel+SGX%22+OR+%22Keystone+Enclave%22+OR+%22Sanctum%22+OR+%22SGX%22+OR+%22Software+Guard+Extensions%22+OR+%22TEE%22+OR+%22Trusted+Execution+Technology%22+OR+%22Trustzone%22%29+AND+%28%22Advantage%22+OR+%22Benefit%22+OR+%22+Positive+Point+%22+OR+%22Disadvantage%22+OR+%22Drawback%22+OR+%22+Negative+Point+%22+OR+%22Security%22+OR+%22Confidentiality%22+OR+%22Integrity%22+OR+%22Privacy%22+OR+%22Protection%22+OR+%22Trustworthiness%22+OR+%22Solution%22+OR+%22Approach%22+OR+%22Framework%22+OR+%22Mechanism%22+OR+%22Method%22+OR+%22Technique%22+OR+%22Tool%22%29&ConceptID=68&PubType=journal&content=articlesChapters&countTerms=true&target=default&AfterYear=2000&BeforeYear=2018
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"Trusted Execution Technology" OR "Trustzone") AND ("Advantage" OR "Benefit" OR
" Positive Point " OR "Disadvantage" OR "Drawback" OR " Negative Point " OR "Secu-
rity" OR "Confidentiality" OR "Integrity" OR "Privacy" OR "Protection" OR "Trustworthi-
ness" OR "Solution" OR "Approach" OR "Framework" OR "Mechanism" OR "Method" OR
"Technique" OR "Tool")

Link (56 results): https://ieeexplore.ieee.org/search/
searchresult. jsp?queryText=(%22Internet%200f%20Things%
22%200R%20%22Edge%20Computing%22%200R%20%22Edge%200£f%
20Things%22%200R%20%22Embedded%20Systems%$22%200R%20%
22E0T%22%200R%20%22Internet%200f%$20Everything%22%200R%
20%22I0E%22%200R%20%22TI0T%22%200R%20%22Web%200f%20Things$%
22%200R%20%22W0T%22) $20AND%20 ($22Trusted%20Execution%
20Environment$22%200R%20%22Intel%20SGX%22%200R%20%22Keystone%
20Enclave%22%200R%20%22Sanctum$22%200R%20%5225GX%22%200R%20%
22Software%$20Guard320Extensions%$22%200R%$20%22TEE$22%200R%20%
22Trusted%$20Execution%$20Technology%22%200R%20%22Trustzone%
22)%20AND%20 (%$22Advantage%22%200R%20%22Benefit%$22%200R%
20%22%20P0sitive%$20P0oint%$20%22%200R%20%22D1isadvantage%22%
200R%20%22Drawback%22%200R%20%22%20Negative$20P0oint%20%22%
200R%20%22Security%22%200R%20%22Confidentiality%22%200R%20%
22Integrity%$22%200R%20%22Privacy%$22%200R%20%22Protection%22%
200R%20%22Trustworthiness%22%200R%$20%22S01lution%22%200R%20%
22Approach%22%200R%20%22Framework%22%200R%20%22Mechanism%22%
200R%20%22Method%22%200R%20%22Technique%$22%200R%20%22To0l%

22) &highlight=true&returnFacets=ALL&returnType=SEARCH&
refinements=ContentType:Conferences&refinements=ContentType:
Journals%20.AND.%20Magazines

ACM: ("Internet of Things" OR "Edge Computing" OR "Edge of Things" OR "Embed-
ded Systems" OR "EoT" OR "Internet of Everything" OR "I[oE" OR "IoT" OR "Web of
Things" OR "WoT") AND ("Trusted Execution Environment" OR "Intel SGX" OR "Key-
stone Enclave" OR "Sanctum" OR "SGX" OR "Software Guard Extensions" OR "TEE" OR


https://ieeexplore.ieee.org/search/searchresult.jsp?queryText=(%22Internet%20of%20Things%22%20OR%20%22Edge%20Computing%22%20OR%20%22Edge%20of%20Things%22%20OR%20%22Embedded%20Systems%22%20OR%20%22EoT%22%20OR%20%22Internet%20of%20Everything%22%20OR%20%22IoE%22%20OR%20%22IoT%22%20OR%20%22Web%20of%20Things%22%20OR%20%22WoT%22)%20AND%20(%22Trusted%20Execution%20Environment%22%20OR%20%22Intel%20SGX%22%20OR%20%22Keystone%20Enclave%22%20OR%20%22Sanctum%22%20OR%20%22SGX%22%20OR%20%22Software%20Guard%20Extensions%22%20OR%20%22TEE%22%20OR%20%22Trusted%20Execution%20Technology%22%20OR%20%22Trustzone%22)%20AND%20(%22Advantage%22%20OR%20%22Benefit%22%20OR%20%22%20Positive%20Point%20%22%20OR%20%22Disadvantage%22%20OR%20%22Drawback%22%20OR%20%22%20Negative%20Point%20%22%20OR%20%22Security%22%20OR%20%22Confidentiality%22%20OR%20%22Integrity%22%20OR%20%22Privacy%22%20OR%20%22Protection%22%20OR%20%22Trustworthiness%22%20OR%20%22Solution%22%20OR%20%22Approach%22%20OR%20%22Framework%22%20OR%20%22Mechanism%22%20OR%20%22Method%22%20OR%20%22Technique%22%20OR%20%22Tool%22)&highlight=true&returnFacets=ALL&returnType=SEARCH&refinements=ContentType:Conferences&refinements=ContentType:Journals%20.AND.%20Magazines
https://ieeexplore.ieee.org/search/searchresult.jsp?queryText=(%22Internet%20of%20Things%22%20OR%20%22Edge%20Computing%22%20OR%20%22Edge%20of%20Things%22%20OR%20%22Embedded%20Systems%22%20OR%20%22EoT%22%20OR%20%22Internet%20of%20Everything%22%20OR%20%22IoE%22%20OR%20%22IoT%22%20OR%20%22Web%20of%20Things%22%20OR%20%22WoT%22)%20AND%20(%22Trusted%20Execution%20Environment%22%20OR%20%22Intel%20SGX%22%20OR%20%22Keystone%20Enclave%22%20OR%20%22Sanctum%22%20OR%20%22SGX%22%20OR%20%22Software%20Guard%20Extensions%22%20OR%20%22TEE%22%20OR%20%22Trusted%20Execution%20Technology%22%20OR%20%22Trustzone%22)%20AND%20(%22Advantage%22%20OR%20%22Benefit%22%20OR%20%22%20Positive%20Point%20%22%20OR%20%22Disadvantage%22%20OR%20%22Drawback%22%20OR%20%22%20Negative%20Point%20%22%20OR%20%22Security%22%20OR%20%22Confidentiality%22%20OR%20%22Integrity%22%20OR%20%22Privacy%22%20OR%20%22Protection%22%20OR%20%22Trustworthiness%22%20OR%20%22Solution%22%20OR%20%22Approach%22%20OR%20%22Framework%22%20OR%20%22Mechanism%22%20OR%20%22Method%22%20OR%20%22Technique%22%20OR%20%22Tool%22)&highlight=true&returnFacets=ALL&returnType=SEARCH&refinements=ContentType:Conferences&refinements=ContentType:Journals%20.AND.%20Magazines
https://ieeexplore.ieee.org/search/searchresult.jsp?queryText=(%22Internet%20of%20Things%22%20OR%20%22Edge%20Computing%22%20OR%20%22Edge%20of%20Things%22%20OR%20%22Embedded%20Systems%22%20OR%20%22EoT%22%20OR%20%22Internet%20of%20Everything%22%20OR%20%22IoE%22%20OR%20%22IoT%22%20OR%20%22Web%20of%20Things%22%20OR%20%22WoT%22)%20AND%20(%22Trusted%20Execution%20Environment%22%20OR%20%22Intel%20SGX%22%20OR%20%22Keystone%20Enclave%22%20OR%20%22Sanctum%22%20OR%20%22SGX%22%20OR%20%22Software%20Guard%20Extensions%22%20OR%20%22TEE%22%20OR%20%22Trusted%20Execution%20Technology%22%20OR%20%22Trustzone%22)%20AND%20(%22Advantage%22%20OR%20%22Benefit%22%20OR%20%22%20Positive%20Point%20%22%20OR%20%22Disadvantage%22%20OR%20%22Drawback%22%20OR%20%22%20Negative%20Point%20%22%20OR%20%22Security%22%20OR%20%22Confidentiality%22%20OR%20%22Integrity%22%20OR%20%22Privacy%22%20OR%20%22Protection%22%20OR%20%22Trustworthiness%22%20OR%20%22Solution%22%20OR%20%22Approach%22%20OR%20%22Framework%22%20OR%20%22Mechanism%22%20OR%20%22Method%22%20OR%20%22Technique%22%20OR%20%22Tool%22)&highlight=true&returnFacets=ALL&returnType=SEARCH&refinements=ContentType:Conferences&refinements=ContentType:Journals%20.AND.%20Magazines
https://ieeexplore.ieee.org/search/searchresult.jsp?queryText=(%22Internet%20of%20Things%22%20OR%20%22Edge%20Computing%22%20OR%20%22Edge%20of%20Things%22%20OR%20%22Embedded%20Systems%22%20OR%20%22EoT%22%20OR%20%22Internet%20of%20Everything%22%20OR%20%22IoE%22%20OR%20%22IoT%22%20OR%20%22Web%20of%20Things%22%20OR%20%22WoT%22)%20AND%20(%22Trusted%20Execution%20Environment%22%20OR%20%22Intel%20SGX%22%20OR%20%22Keystone%20Enclave%22%20OR%20%22Sanctum%22%20OR%20%22SGX%22%20OR%20%22Software%20Guard%20Extensions%22%20OR%20%22TEE%22%20OR%20%22Trusted%20Execution%20Technology%22%20OR%20%22Trustzone%22)%20AND%20(%22Advantage%22%20OR%20%22Benefit%22%20OR%20%22%20Positive%20Point%20%22%20OR%20%22Disadvantage%22%20OR%20%22Drawback%22%20OR%20%22%20Negative%20Point%20%22%20OR%20%22Security%22%20OR%20%22Confidentiality%22%20OR%20%22Integrity%22%20OR%20%22Privacy%22%20OR%20%22Protection%22%20OR%20%22Trustworthiness%22%20OR%20%22Solution%22%20OR%20%22Approach%22%20OR%20%22Framework%22%20OR%20%22Mechanism%22%20OR%20%22Method%22%20OR%20%22Technique%22%20OR%20%22Tool%22)&highlight=true&returnFacets=ALL&returnType=SEARCH&refinements=ContentType:Conferences&refinements=ContentType:Journals%20.AND.%20Magazines
https://ieeexplore.ieee.org/search/searchresult.jsp?queryText=(%22Internet%20of%20Things%22%20OR%20%22Edge%20Computing%22%20OR%20%22Edge%20of%20Things%22%20OR%20%22Embedded%20Systems%22%20OR%20%22EoT%22%20OR%20%22Internet%20of%20Everything%22%20OR%20%22IoE%22%20OR%20%22IoT%22%20OR%20%22Web%20of%20Things%22%20OR%20%22WoT%22)%20AND%20(%22Trusted%20Execution%20Environment%22%20OR%20%22Intel%20SGX%22%20OR%20%22Keystone%20Enclave%22%20OR%20%22Sanctum%22%20OR%20%22SGX%22%20OR%20%22Software%20Guard%20Extensions%22%20OR%20%22TEE%22%20OR%20%22Trusted%20Execution%20Technology%22%20OR%20%22Trustzone%22)%20AND%20(%22Advantage%22%20OR%20%22Benefit%22%20OR%20%22%20Positive%20Point%20%22%20OR%20%22Disadvantage%22%20OR%20%22Drawback%22%20OR%20%22%20Negative%20Point%20%22%20OR%20%22Security%22%20OR%20%22Confidentiality%22%20OR%20%22Integrity%22%20OR%20%22Privacy%22%20OR%20%22Protection%22%20OR%20%22Trustworthiness%22%20OR%20%22Solution%22%20OR%20%22Approach%22%20OR%20%22Framework%22%20OR%20%22Mechanism%22%20OR%20%22Method%22%20OR%20%22Technique%22%20OR%20%22Tool%22)&highlight=true&returnFacets=ALL&returnType=SEARCH&refinements=ContentType:Conferences&refinements=ContentType:Journals%20.AND.%20Magazines
https://ieeexplore.ieee.org/search/searchresult.jsp?queryText=(%22Internet%20of%20Things%22%20OR%20%22Edge%20Computing%22%20OR%20%22Edge%20of%20Things%22%20OR%20%22Embedded%20Systems%22%20OR%20%22EoT%22%20OR%20%22Internet%20of%20Everything%22%20OR%20%22IoE%22%20OR%20%22IoT%22%20OR%20%22Web%20of%20Things%22%20OR%20%22WoT%22)%20AND%20(%22Trusted%20Execution%20Environment%22%20OR%20%22Intel%20SGX%22%20OR%20%22Keystone%20Enclave%22%20OR%20%22Sanctum%22%20OR%20%22SGX%22%20OR%20%22Software%20Guard%20Extensions%22%20OR%20%22TEE%22%20OR%20%22Trusted%20Execution%20Technology%22%20OR%20%22Trustzone%22)%20AND%20(%22Advantage%22%20OR%20%22Benefit%22%20OR%20%22%20Positive%20Point%20%22%20OR%20%22Disadvantage%22%20OR%20%22Drawback%22%20OR%20%22%20Negative%20Point%20%22%20OR%20%22Security%22%20OR%20%22Confidentiality%22%20OR%20%22Integrity%22%20OR%20%22Privacy%22%20OR%20%22Protection%22%20OR%20%22Trustworthiness%22%20OR%20%22Solution%22%20OR%20%22Approach%22%20OR%20%22Framework%22%20OR%20%22Mechanism%22%20OR%20%22Method%22%20OR%20%22Technique%22%20OR%20%22Tool%22)&highlight=true&returnFacets=ALL&returnType=SEARCH&refinements=ContentType:Conferences&refinements=ContentType:Journals%20.AND.%20Magazines
https://ieeexplore.ieee.org/search/searchresult.jsp?queryText=(%22Internet%20of%20Things%22%20OR%20%22Edge%20Computing%22%20OR%20%22Edge%20of%20Things%22%20OR%20%22Embedded%20Systems%22%20OR%20%22EoT%22%20OR%20%22Internet%20of%20Everything%22%20OR%20%22IoE%22%20OR%20%22IoT%22%20OR%20%22Web%20of%20Things%22%20OR%20%22WoT%22)%20AND%20(%22Trusted%20Execution%20Environment%22%20OR%20%22Intel%20SGX%22%20OR%20%22Keystone%20Enclave%22%20OR%20%22Sanctum%22%20OR%20%22SGX%22%20OR%20%22Software%20Guard%20Extensions%22%20OR%20%22TEE%22%20OR%20%22Trusted%20Execution%20Technology%22%20OR%20%22Trustzone%22)%20AND%20(%22Advantage%22%20OR%20%22Benefit%22%20OR%20%22%20Positive%20Point%20%22%20OR%20%22Disadvantage%22%20OR%20%22Drawback%22%20OR%20%22%20Negative%20Point%20%22%20OR%20%22Security%22%20OR%20%22Confidentiality%22%20OR%20%22Integrity%22%20OR%20%22Privacy%22%20OR%20%22Protection%22%20OR%20%22Trustworthiness%22%20OR%20%22Solution%22%20OR%20%22Approach%22%20OR%20%22Framework%22%20OR%20%22Mechanism%22%20OR%20%22Method%22%20OR%20%22Technique%22%20OR%20%22Tool%22)&highlight=true&returnFacets=ALL&returnType=SEARCH&refinements=ContentType:Conferences&refinements=ContentType:Journals%20.AND.%20Magazines
https://ieeexplore.ieee.org/search/searchresult.jsp?queryText=(%22Internet%20of%20Things%22%20OR%20%22Edge%20Computing%22%20OR%20%22Edge%20of%20Things%22%20OR%20%22Embedded%20Systems%22%20OR%20%22EoT%22%20OR%20%22Internet%20of%20Everything%22%20OR%20%22IoE%22%20OR%20%22IoT%22%20OR%20%22Web%20of%20Things%22%20OR%20%22WoT%22)%20AND%20(%22Trusted%20Execution%20Environment%22%20OR%20%22Intel%20SGX%22%20OR%20%22Keystone%20Enclave%22%20OR%20%22Sanctum%22%20OR%20%22SGX%22%20OR%20%22Software%20Guard%20Extensions%22%20OR%20%22TEE%22%20OR%20%22Trusted%20Execution%20Technology%22%20OR%20%22Trustzone%22)%20AND%20(%22Advantage%22%20OR%20%22Benefit%22%20OR%20%22%20Positive%20Point%20%22%20OR%20%22Disadvantage%22%20OR%20%22Drawback%22%20OR%20%22%20Negative%20Point%20%22%20OR%20%22Security%22%20OR%20%22Confidentiality%22%20OR%20%22Integrity%22%20OR%20%22Privacy%22%20OR%20%22Protection%22%20OR%20%22Trustworthiness%22%20OR%20%22Solution%22%20OR%20%22Approach%22%20OR%20%22Framework%22%20OR%20%22Mechanism%22%20OR%20%22Method%22%20OR%20%22Technique%22%20OR%20%22Tool%22)&highlight=true&returnFacets=ALL&returnType=SEARCH&refinements=ContentType:Conferences&refinements=ContentType:Journals%20.AND.%20Magazines
https://ieeexplore.ieee.org/search/searchresult.jsp?queryText=(%22Internet%20of%20Things%22%20OR%20%22Edge%20Computing%22%20OR%20%22Edge%20of%20Things%22%20OR%20%22Embedded%20Systems%22%20OR%20%22EoT%22%20OR%20%22Internet%20of%20Everything%22%20OR%20%22IoE%22%20OR%20%22IoT%22%20OR%20%22Web%20of%20Things%22%20OR%20%22WoT%22)%20AND%20(%22Trusted%20Execution%20Environment%22%20OR%20%22Intel%20SGX%22%20OR%20%22Keystone%20Enclave%22%20OR%20%22Sanctum%22%20OR%20%22SGX%22%20OR%20%22Software%20Guard%20Extensions%22%20OR%20%22TEE%22%20OR%20%22Trusted%20Execution%20Technology%22%20OR%20%22Trustzone%22)%20AND%20(%22Advantage%22%20OR%20%22Benefit%22%20OR%20%22%20Positive%20Point%20%22%20OR%20%22Disadvantage%22%20OR%20%22Drawback%22%20OR%20%22%20Negative%20Point%20%22%20OR%20%22Security%22%20OR%20%22Confidentiality%22%20OR%20%22Integrity%22%20OR%20%22Privacy%22%20OR%20%22Protection%22%20OR%20%22Trustworthiness%22%20OR%20%22Solution%22%20OR%20%22Approach%22%20OR%20%22Framework%22%20OR%20%22Mechanism%22%20OR%20%22Method%22%20OR%20%22Technique%22%20OR%20%22Tool%22)&highlight=true&returnFacets=ALL&returnType=SEARCH&refinements=ContentType:Conferences&refinements=ContentType:Journals%20.AND.%20Magazines
https://ieeexplore.ieee.org/search/searchresult.jsp?queryText=(%22Internet%20of%20Things%22%20OR%20%22Edge%20Computing%22%20OR%20%22Edge%20of%20Things%22%20OR%20%22Embedded%20Systems%22%20OR%20%22EoT%22%20OR%20%22Internet%20of%20Everything%22%20OR%20%22IoE%22%20OR%20%22IoT%22%20OR%20%22Web%20of%20Things%22%20OR%20%22WoT%22)%20AND%20(%22Trusted%20Execution%20Environment%22%20OR%20%22Intel%20SGX%22%20OR%20%22Keystone%20Enclave%22%20OR%20%22Sanctum%22%20OR%20%22SGX%22%20OR%20%22Software%20Guard%20Extensions%22%20OR%20%22TEE%22%20OR%20%22Trusted%20Execution%20Technology%22%20OR%20%22Trustzone%22)%20AND%20(%22Advantage%22%20OR%20%22Benefit%22%20OR%20%22%20Positive%20Point%20%22%20OR%20%22Disadvantage%22%20OR%20%22Drawback%22%20OR%20%22%20Negative%20Point%20%22%20OR%20%22Security%22%20OR%20%22Confidentiality%22%20OR%20%22Integrity%22%20OR%20%22Privacy%22%20OR%20%22Protection%22%20OR%20%22Trustworthiness%22%20OR%20%22Solution%22%20OR%20%22Approach%22%20OR%20%22Framework%22%20OR%20%22Mechanism%22%20OR%20%22Method%22%20OR%20%22Technique%22%20OR%20%22Tool%22)&highlight=true&returnFacets=ALL&returnType=SEARCH&refinements=ContentType:Conferences&refinements=ContentType:Journals%20.AND.%20Magazines
https://ieeexplore.ieee.org/search/searchresult.jsp?queryText=(%22Internet%20of%20Things%22%20OR%20%22Edge%20Computing%22%20OR%20%22Edge%20of%20Things%22%20OR%20%22Embedded%20Systems%22%20OR%20%22EoT%22%20OR%20%22Internet%20of%20Everything%22%20OR%20%22IoE%22%20OR%20%22IoT%22%20OR%20%22Web%20of%20Things%22%20OR%20%22WoT%22)%20AND%20(%22Trusted%20Execution%20Environment%22%20OR%20%22Intel%20SGX%22%20OR%20%22Keystone%20Enclave%22%20OR%20%22Sanctum%22%20OR%20%22SGX%22%20OR%20%22Software%20Guard%20Extensions%22%20OR%20%22TEE%22%20OR%20%22Trusted%20Execution%20Technology%22%20OR%20%22Trustzone%22)%20AND%20(%22Advantage%22%20OR%20%22Benefit%22%20OR%20%22%20Positive%20Point%20%22%20OR%20%22Disadvantage%22%20OR%20%22Drawback%22%20OR%20%22%20Negative%20Point%20%22%20OR%20%22Security%22%20OR%20%22Confidentiality%22%20OR%20%22Integrity%22%20OR%20%22Privacy%22%20OR%20%22Protection%22%20OR%20%22Trustworthiness%22%20OR%20%22Solution%22%20OR%20%22Approach%22%20OR%20%22Framework%22%20OR%20%22Mechanism%22%20OR%20%22Method%22%20OR%20%22Technique%22%20OR%20%22Tool%22)&highlight=true&returnFacets=ALL&returnType=SEARCH&refinements=ContentType:Conferences&refinements=ContentType:Journals%20.AND.%20Magazines
https://ieeexplore.ieee.org/search/searchresult.jsp?queryText=(%22Internet%20of%20Things%22%20OR%20%22Edge%20Computing%22%20OR%20%22Edge%20of%20Things%22%20OR%20%22Embedded%20Systems%22%20OR%20%22EoT%22%20OR%20%22Internet%20of%20Everything%22%20OR%20%22IoE%22%20OR%20%22IoT%22%20OR%20%22Web%20of%20Things%22%20OR%20%22WoT%22)%20AND%20(%22Trusted%20Execution%20Environment%22%20OR%20%22Intel%20SGX%22%20OR%20%22Keystone%20Enclave%22%20OR%20%22Sanctum%22%20OR%20%22SGX%22%20OR%20%22Software%20Guard%20Extensions%22%20OR%20%22TEE%22%20OR%20%22Trusted%20Execution%20Technology%22%20OR%20%22Trustzone%22)%20AND%20(%22Advantage%22%20OR%20%22Benefit%22%20OR%20%22%20Positive%20Point%20%22%20OR%20%22Disadvantage%22%20OR%20%22Drawback%22%20OR%20%22%20Negative%20Point%20%22%20OR%20%22Security%22%20OR%20%22Confidentiality%22%20OR%20%22Integrity%22%20OR%20%22Privacy%22%20OR%20%22Protection%22%20OR%20%22Trustworthiness%22%20OR%20%22Solution%22%20OR%20%22Approach%22%20OR%20%22Framework%22%20OR%20%22Mechanism%22%20OR%20%22Method%22%20OR%20%22Technique%22%20OR%20%22Tool%22)&highlight=true&returnFacets=ALL&returnType=SEARCH&refinements=ContentType:Conferences&refinements=ContentType:Journals%20.AND.%20Magazines
https://ieeexplore.ieee.org/search/searchresult.jsp?queryText=(%22Internet%20of%20Things%22%20OR%20%22Edge%20Computing%22%20OR%20%22Edge%20of%20Things%22%20OR%20%22Embedded%20Systems%22%20OR%20%22EoT%22%20OR%20%22Internet%20of%20Everything%22%20OR%20%22IoE%22%20OR%20%22IoT%22%20OR%20%22Web%20of%20Things%22%20OR%20%22WoT%22)%20AND%20(%22Trusted%20Execution%20Environment%22%20OR%20%22Intel%20SGX%22%20OR%20%22Keystone%20Enclave%22%20OR%20%22Sanctum%22%20OR%20%22SGX%22%20OR%20%22Software%20Guard%20Extensions%22%20OR%20%22TEE%22%20OR%20%22Trusted%20Execution%20Technology%22%20OR%20%22Trustzone%22)%20AND%20(%22Advantage%22%20OR%20%22Benefit%22%20OR%20%22%20Positive%20Point%20%22%20OR%20%22Disadvantage%22%20OR%20%22Drawback%22%20OR%20%22%20Negative%20Point%20%22%20OR%20%22Security%22%20OR%20%22Confidentiality%22%20OR%20%22Integrity%22%20OR%20%22Privacy%22%20OR%20%22Protection%22%20OR%20%22Trustworthiness%22%20OR%20%22Solution%22%20OR%20%22Approach%22%20OR%20%22Framework%22%20OR%20%22Mechanism%22%20OR%20%22Method%22%20OR%20%22Technique%22%20OR%20%22Tool%22)&highlight=true&returnFacets=ALL&returnType=SEARCH&refinements=ContentType:Conferences&refinements=ContentType:Journals%20.AND.%20Magazines
https://ieeexplore.ieee.org/search/searchresult.jsp?queryText=(%22Internet%20of%20Things%22%20OR%20%22Edge%20Computing%22%20OR%20%22Edge%20of%20Things%22%20OR%20%22Embedded%20Systems%22%20OR%20%22EoT%22%20OR%20%22Internet%20of%20Everything%22%20OR%20%22IoE%22%20OR%20%22IoT%22%20OR%20%22Web%20of%20Things%22%20OR%20%22WoT%22)%20AND%20(%22Trusted%20Execution%20Environment%22%20OR%20%22Intel%20SGX%22%20OR%20%22Keystone%20Enclave%22%20OR%20%22Sanctum%22%20OR%20%22SGX%22%20OR%20%22Software%20Guard%20Extensions%22%20OR%20%22TEE%22%20OR%20%22Trusted%20Execution%20Technology%22%20OR%20%22Trustzone%22)%20AND%20(%22Advantage%22%20OR%20%22Benefit%22%20OR%20%22%20Positive%20Point%20%22%20OR%20%22Disadvantage%22%20OR%20%22Drawback%22%20OR%20%22%20Negative%20Point%20%22%20OR%20%22Security%22%20OR%20%22Confidentiality%22%20OR%20%22Integrity%22%20OR%20%22Privacy%22%20OR%20%22Protection%22%20OR%20%22Trustworthiness%22%20OR%20%22Solution%22%20OR%20%22Approach%22%20OR%20%22Framework%22%20OR%20%22Mechanism%22%20OR%20%22Method%22%20OR%20%22Technique%22%20OR%20%22Tool%22)&highlight=true&returnFacets=ALL&returnType=SEARCH&refinements=ContentType:Conferences&refinements=ContentType:Journals%20.AND.%20Magazines
https://ieeexplore.ieee.org/search/searchresult.jsp?queryText=(%22Internet%20of%20Things%22%20OR%20%22Edge%20Computing%22%20OR%20%22Edge%20of%20Things%22%20OR%20%22Embedded%20Systems%22%20OR%20%22EoT%22%20OR%20%22Internet%20of%20Everything%22%20OR%20%22IoE%22%20OR%20%22IoT%22%20OR%20%22Web%20of%20Things%22%20OR%20%22WoT%22)%20AND%20(%22Trusted%20Execution%20Environment%22%20OR%20%22Intel%20SGX%22%20OR%20%22Keystone%20Enclave%22%20OR%20%22Sanctum%22%20OR%20%22SGX%22%20OR%20%22Software%20Guard%20Extensions%22%20OR%20%22TEE%22%20OR%20%22Trusted%20Execution%20Technology%22%20OR%20%22Trustzone%22)%20AND%20(%22Advantage%22%20OR%20%22Benefit%22%20OR%20%22%20Positive%20Point%20%22%20OR%20%22Disadvantage%22%20OR%20%22Drawback%22%20OR%20%22%20Negative%20Point%20%22%20OR%20%22Security%22%20OR%20%22Confidentiality%22%20OR%20%22Integrity%22%20OR%20%22Privacy%22%20OR%20%22Protection%22%20OR%20%22Trustworthiness%22%20OR%20%22Solution%22%20OR%20%22Approach%22%20OR%20%22Framework%22%20OR%20%22Mechanism%22%20OR%20%22Method%22%20OR%20%22Technique%22%20OR%20%22Tool%22)&highlight=true&returnFacets=ALL&returnType=SEARCH&refinements=ContentType:Conferences&refinements=ContentType:Journals%20.AND.%20Magazines
https://ieeexplore.ieee.org/search/searchresult.jsp?queryText=(%22Internet%20of%20Things%22%20OR%20%22Edge%20Computing%22%20OR%20%22Edge%20of%20Things%22%20OR%20%22Embedded%20Systems%22%20OR%20%22EoT%22%20OR%20%22Internet%20of%20Everything%22%20OR%20%22IoE%22%20OR%20%22IoT%22%20OR%20%22Web%20of%20Things%22%20OR%20%22WoT%22)%20AND%20(%22Trusted%20Execution%20Environment%22%20OR%20%22Intel%20SGX%22%20OR%20%22Keystone%20Enclave%22%20OR%20%22Sanctum%22%20OR%20%22SGX%22%20OR%20%22Software%20Guard%20Extensions%22%20OR%20%22TEE%22%20OR%20%22Trusted%20Execution%20Technology%22%20OR%20%22Trustzone%22)%20AND%20(%22Advantage%22%20OR%20%22Benefit%22%20OR%20%22%20Positive%20Point%20%22%20OR%20%22Disadvantage%22%20OR%20%22Drawback%22%20OR%20%22%20Negative%20Point%20%22%20OR%20%22Security%22%20OR%20%22Confidentiality%22%20OR%20%22Integrity%22%20OR%20%22Privacy%22%20OR%20%22Protection%22%20OR%20%22Trustworthiness%22%20OR%20%22Solution%22%20OR%20%22Approach%22%20OR%20%22Framework%22%20OR%20%22Mechanism%22%20OR%20%22Method%22%20OR%20%22Technique%22%20OR%20%22Tool%22)&highlight=true&returnFacets=ALL&returnType=SEARCH&refinements=ContentType:Conferences&refinements=ContentType:Journals%20.AND.%20Magazines
https://ieeexplore.ieee.org/search/searchresult.jsp?queryText=(%22Internet%20of%20Things%22%20OR%20%22Edge%20Computing%22%20OR%20%22Edge%20of%20Things%22%20OR%20%22Embedded%20Systems%22%20OR%20%22EoT%22%20OR%20%22Internet%20of%20Everything%22%20OR%20%22IoE%22%20OR%20%22IoT%22%20OR%20%22Web%20of%20Things%22%20OR%20%22WoT%22)%20AND%20(%22Trusted%20Execution%20Environment%22%20OR%20%22Intel%20SGX%22%20OR%20%22Keystone%20Enclave%22%20OR%20%22Sanctum%22%20OR%20%22SGX%22%20OR%20%22Software%20Guard%20Extensions%22%20OR%20%22TEE%22%20OR%20%22Trusted%20Execution%20Technology%22%20OR%20%22Trustzone%22)%20AND%20(%22Advantage%22%20OR%20%22Benefit%22%20OR%20%22%20Positive%20Point%20%22%20OR%20%22Disadvantage%22%20OR%20%22Drawback%22%20OR%20%22%20Negative%20Point%20%22%20OR%20%22Security%22%20OR%20%22Confidentiality%22%20OR%20%22Integrity%22%20OR%20%22Privacy%22%20OR%20%22Protection%22%20OR%20%22Trustworthiness%22%20OR%20%22Solution%22%20OR%20%22Approach%22%20OR%20%22Framework%22%20OR%20%22Mechanism%22%20OR%20%22Method%22%20OR%20%22Technique%22%20OR%20%22Tool%22)&highlight=true&returnFacets=ALL&returnType=SEARCH&refinements=ContentType:Conferences&refinements=ContentType:Journals%20.AND.%20Magazines
https://ieeexplore.ieee.org/search/searchresult.jsp?queryText=(%22Internet%20of%20Things%22%20OR%20%22Edge%20Computing%22%20OR%20%22Edge%20of%20Things%22%20OR%20%22Embedded%20Systems%22%20OR%20%22EoT%22%20OR%20%22Internet%20of%20Everything%22%20OR%20%22IoE%22%20OR%20%22IoT%22%20OR%20%22Web%20of%20Things%22%20OR%20%22WoT%22)%20AND%20(%22Trusted%20Execution%20Environment%22%20OR%20%22Intel%20SGX%22%20OR%20%22Keystone%20Enclave%22%20OR%20%22Sanctum%22%20OR%20%22SGX%22%20OR%20%22Software%20Guard%20Extensions%22%20OR%20%22TEE%22%20OR%20%22Trusted%20Execution%20Technology%22%20OR%20%22Trustzone%22)%20AND%20(%22Advantage%22%20OR%20%22Benefit%22%20OR%20%22%20Positive%20Point%20%22%20OR%20%22Disadvantage%22%20OR%20%22Drawback%22%20OR%20%22%20Negative%20Point%20%22%20OR%20%22Security%22%20OR%20%22Confidentiality%22%20OR%20%22Integrity%22%20OR%20%22Privacy%22%20OR%20%22Protection%22%20OR%20%22Trustworthiness%22%20OR%20%22Solution%22%20OR%20%22Approach%22%20OR%20%22Framework%22%20OR%20%22Mechanism%22%20OR%20%22Method%22%20OR%20%22Technique%22%20OR%20%22Tool%22)&highlight=true&returnFacets=ALL&returnType=SEARCH&refinements=ContentType:Conferences&refinements=ContentType:Journals%20.AND.%20Magazines
https://ieeexplore.ieee.org/search/searchresult.jsp?queryText=(%22Internet%20of%20Things%22%20OR%20%22Edge%20Computing%22%20OR%20%22Edge%20of%20Things%22%20OR%20%22Embedded%20Systems%22%20OR%20%22EoT%22%20OR%20%22Internet%20of%20Everything%22%20OR%20%22IoE%22%20OR%20%22IoT%22%20OR%20%22Web%20of%20Things%22%20OR%20%22WoT%22)%20AND%20(%22Trusted%20Execution%20Environment%22%20OR%20%22Intel%20SGX%22%20OR%20%22Keystone%20Enclave%22%20OR%20%22Sanctum%22%20OR%20%22SGX%22%20OR%20%22Software%20Guard%20Extensions%22%20OR%20%22TEE%22%20OR%20%22Trusted%20Execution%20Technology%22%20OR%20%22Trustzone%22)%20AND%20(%22Advantage%22%20OR%20%22Benefit%22%20OR%20%22%20Positive%20Point%20%22%20OR%20%22Disadvantage%22%20OR%20%22Drawback%22%20OR%20%22%20Negative%20Point%20%22%20OR%20%22Security%22%20OR%20%22Confidentiality%22%20OR%20%22Integrity%22%20OR%20%22Privacy%22%20OR%20%22Protection%22%20OR%20%22Trustworthiness%22%20OR%20%22Solution%22%20OR%20%22Approach%22%20OR%20%22Framework%22%20OR%20%22Mechanism%22%20OR%20%22Method%22%20OR%20%22Technique%22%20OR%20%22Tool%22)&highlight=true&returnFacets=ALL&returnType=SEARCH&refinements=ContentType:Conferences&refinements=ContentType:Journals%20.AND.%20Magazines
https://ieeexplore.ieee.org/search/searchresult.jsp?queryText=(%22Internet%20of%20Things%22%20OR%20%22Edge%20Computing%22%20OR%20%22Edge%20of%20Things%22%20OR%20%22Embedded%20Systems%22%20OR%20%22EoT%22%20OR%20%22Internet%20of%20Everything%22%20OR%20%22IoE%22%20OR%20%22IoT%22%20OR%20%22Web%20of%20Things%22%20OR%20%22WoT%22)%20AND%20(%22Trusted%20Execution%20Environment%22%20OR%20%22Intel%20SGX%22%20OR%20%22Keystone%20Enclave%22%20OR%20%22Sanctum%22%20OR%20%22SGX%22%20OR%20%22Software%20Guard%20Extensions%22%20OR%20%22TEE%22%20OR%20%22Trusted%20Execution%20Technology%22%20OR%20%22Trustzone%22)%20AND%20(%22Advantage%22%20OR%20%22Benefit%22%20OR%20%22%20Positive%20Point%20%22%20OR%20%22Disadvantage%22%20OR%20%22Drawback%22%20OR%20%22%20Negative%20Point%20%22%20OR%20%22Security%22%20OR%20%22Confidentiality%22%20OR%20%22Integrity%22%20OR%20%22Privacy%22%20OR%20%22Protection%22%20OR%20%22Trustworthiness%22%20OR%20%22Solution%22%20OR%20%22Approach%22%20OR%20%22Framework%22%20OR%20%22Mechanism%22%20OR%20%22Method%22%20OR%20%22Technique%22%20OR%20%22Tool%22)&highlight=true&returnFacets=ALL&returnType=SEARCH&refinements=ContentType:Conferences&refinements=ContentType:Journals%20.AND.%20Magazines
https://ieeexplore.ieee.org/search/searchresult.jsp?queryText=(%22Internet%20of%20Things%22%20OR%20%22Edge%20Computing%22%20OR%20%22Edge%20of%20Things%22%20OR%20%22Embedded%20Systems%22%20OR%20%22EoT%22%20OR%20%22Internet%20of%20Everything%22%20OR%20%22IoE%22%20OR%20%22IoT%22%20OR%20%22Web%20of%20Things%22%20OR%20%22WoT%22)%20AND%20(%22Trusted%20Execution%20Environment%22%20OR%20%22Intel%20SGX%22%20OR%20%22Keystone%20Enclave%22%20OR%20%22Sanctum%22%20OR%20%22SGX%22%20OR%20%22Software%20Guard%20Extensions%22%20OR%20%22TEE%22%20OR%20%22Trusted%20Execution%20Technology%22%20OR%20%22Trustzone%22)%20AND%20(%22Advantage%22%20OR%20%22Benefit%22%20OR%20%22%20Positive%20Point%20%22%20OR%20%22Disadvantage%22%20OR%20%22Drawback%22%20OR%20%22%20Negative%20Point%20%22%20OR%20%22Security%22%20OR%20%22Confidentiality%22%20OR%20%22Integrity%22%20OR%20%22Privacy%22%20OR%20%22Protection%22%20OR%20%22Trustworthiness%22%20OR%20%22Solution%22%20OR%20%22Approach%22%20OR%20%22Framework%22%20OR%20%22Mechanism%22%20OR%20%22Method%22%20OR%20%22Technique%22%20OR%20%22Tool%22)&highlight=true&returnFacets=ALL&returnType=SEARCH&refinements=ContentType:Conferences&refinements=ContentType:Journals%20.AND.%20Magazines
https://ieeexplore.ieee.org/search/searchresult.jsp?queryText=(%22Internet%20of%20Things%22%20OR%20%22Edge%20Computing%22%20OR%20%22Edge%20of%20Things%22%20OR%20%22Embedded%20Systems%22%20OR%20%22EoT%22%20OR%20%22Internet%20of%20Everything%22%20OR%20%22IoE%22%20OR%20%22IoT%22%20OR%20%22Web%20of%20Things%22%20OR%20%22WoT%22)%20AND%20(%22Trusted%20Execution%20Environment%22%20OR%20%22Intel%20SGX%22%20OR%20%22Keystone%20Enclave%22%20OR%20%22Sanctum%22%20OR%20%22SGX%22%20OR%20%22Software%20Guard%20Extensions%22%20OR%20%22TEE%22%20OR%20%22Trusted%20Execution%20Technology%22%20OR%20%22Trustzone%22)%20AND%20(%22Advantage%22%20OR%20%22Benefit%22%20OR%20%22%20Positive%20Point%20%22%20OR%20%22Disadvantage%22%20OR%20%22Drawback%22%20OR%20%22%20Negative%20Point%20%22%20OR%20%22Security%22%20OR%20%22Confidentiality%22%20OR%20%22Integrity%22%20OR%20%22Privacy%22%20OR%20%22Protection%22%20OR%20%22Trustworthiness%22%20OR%20%22Solution%22%20OR%20%22Approach%22%20OR%20%22Framework%22%20OR%20%22Mechanism%22%20OR%20%22Method%22%20OR%20%22Technique%22%20OR%20%22Tool%22)&highlight=true&returnFacets=ALL&returnType=SEARCH&refinements=ContentType:Conferences&refinements=ContentType:Journals%20.AND.%20Magazines
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"Trusted Execution Technology" OR "Trustzone") AND ("Advantage" OR "Benefit" OR
" Positive Point " OR "Disadvantage" OR "Drawback" OR " Negative Point " OR "Secu-
rity" OR "Confidentiality" OR "Integrity" OR "Privacy" OR "Protection" OR "Trustworthi-
ness" OR "Solution" OR "Approach" OR "Framework" OR "Mechanism" OR "Method" OR
"Technique" OR "Tool")

Link (43 results): https://dl.acm.org/results.cfm?query=%28%
22Internet%$200f%20Things%$22%200R%20%22Edge%20Computing%22%
200R%20%22Edge%200f%20Things%$22%200R%20%22Embedded%20Systems$
22%200R%20%22E0T%22%200R%20%22Internet$200£f%20Everything%
22%200R%20%22T0E%22%200R%20%22T10T%22%5200R%20%22Web%200f%
20Things$22%200R%20%22WoT%22%29%20AND%20%28%22Trusted%
20Execution%20Environment%$22%200R%$20%22Intel$20SGX%$22%200R%
20%22Keystone%$20Enclave$22%200R%20%22Sanctum%22%200R%20%
22S5GX%22%200R%20%22S50ftwares20Guard%20Extensions$22%200R%
20%22TEE%22%200R%20%22Trusted%20Execution%$20Technology%
22%200R%20%22Trustzone%22%29%20AND%20%28%22Advantages
22%200R%20%22Benefit$22%200R%20%22%20Positives20Point%
20%22%200R%20%22Disadvantage%22%200R%20%22Drawback%22%
200R%20%22%20Negatives20Point%20%22%200R%20%22Security%
22%200R%20%22Confidentiality%22%200R%20%22Integritys
22%200R%20%22Privacy$22%200R%20%22Protection%22%200R%
20%22Trustworthiness%$22%200R%20%22501ution%$22%200R%20%
22Approach%22%200R%20%22Framework%22%200R%20%22Mechanism%22%
200R%20%22Method%22%200R%20%22Technique%$22%200R%20%22T001%22%
29&filtered=&within=owners.owner=GUIDE&dte=&bfr=&srt=%5Fscore

Springer Link: ("Internet of Things" OR "Edge Computing" OR "Edge of Things" OR
"Embedded Systems" OR "EoT" OR "Internet of Everything" OR "[oE" OR "loT" OR "Web
of Things" OR "WoT") AND ("Trusted Execution Environment" OR "Intel SGX" OR "Key-
stone Enclave" OR "Sanctum" OR "SGX" OR "Software Guard Extensions" OR "TEE" OR
"Trusted Execution Technology" OR "Trustzone") AND ("Advantage" OR "Benefit" OR
" Positive Point " OR "Disadvantage" OR "Drawback" OR " Negative Point " OR "Secu-


https://dl.acm.org/results.cfm?query=%28%22Internet%20of%20Things%22%20OR%20%22Edge%20Computing%22%20OR%20%22Edge%20of%20Things%22%20OR%20%22Embedded%20Systems%22%20OR%20%22EoT%22%20OR%20%22Internet%20of%20Everything%22%20OR%20%22IoE%22%20OR%20%22IoT%22%20OR%20%22Web%20of%20Things%22%20OR%20%22WoT%22%29%20AND%20%28%22Trusted%20Execution%20Environment%22%20OR%20%22Intel%20SGX%22%20OR%20%22Keystone%20Enclave%22%20OR%20%22Sanctum%22%20OR%20%22SGX%22%20OR%20%22Software%20Guard%20Extensions%22%20OR%20%22TEE%22%20OR%20%22Trusted%20Execution%20Technology%22%20OR%20%22Trustzone%22%29%20AND%20%28%22Advantage%22%20OR%20%22Benefit%22%20OR%20%22%20Positive%20Point%20%22%20OR%20%22Disadvantage%22%20OR%20%22Drawback%22%20OR%20%22%20Negative%20Point%20%22%20OR%20%22Security%22%20OR%20%22Confidentiality%22%20OR%20%22Integrity%22%20OR%20%22Privacy%22%20OR%20%22Protection%22%20OR%20%22Trustworthiness%22%20OR%20%22Solution%22%20OR%20%22Approach%22%20OR%20%22Framework%22%20OR%20%22Mechanism%22%20OR%20%22Method%22%20OR%20%22Technique%22%20OR%20%22Tool%22%29&filtered=&within=owners.owner=GUIDE&dte=&bfr=&srt=%5Fscore
https://dl.acm.org/results.cfm?query=%28%22Internet%20of%20Things%22%20OR%20%22Edge%20Computing%22%20OR%20%22Edge%20of%20Things%22%20OR%20%22Embedded%20Systems%22%20OR%20%22EoT%22%20OR%20%22Internet%20of%20Everything%22%20OR%20%22IoE%22%20OR%20%22IoT%22%20OR%20%22Web%20of%20Things%22%20OR%20%22WoT%22%29%20AND%20%28%22Trusted%20Execution%20Environment%22%20OR%20%22Intel%20SGX%22%20OR%20%22Keystone%20Enclave%22%20OR%20%22Sanctum%22%20OR%20%22SGX%22%20OR%20%22Software%20Guard%20Extensions%22%20OR%20%22TEE%22%20OR%20%22Trusted%20Execution%20Technology%22%20OR%20%22Trustzone%22%29%20AND%20%28%22Advantage%22%20OR%20%22Benefit%22%20OR%20%22%20Positive%20Point%20%22%20OR%20%22Disadvantage%22%20OR%20%22Drawback%22%20OR%20%22%20Negative%20Point%20%22%20OR%20%22Security%22%20OR%20%22Confidentiality%22%20OR%20%22Integrity%22%20OR%20%22Privacy%22%20OR%20%22Protection%22%20OR%20%22Trustworthiness%22%20OR%20%22Solution%22%20OR%20%22Approach%22%20OR%20%22Framework%22%20OR%20%22Mechanism%22%20OR%20%22Method%22%20OR%20%22Technique%22%20OR%20%22Tool%22%29&filtered=&within=owners.owner=GUIDE&dte=&bfr=&srt=%5Fscore
https://dl.acm.org/results.cfm?query=%28%22Internet%20of%20Things%22%20OR%20%22Edge%20Computing%22%20OR%20%22Edge%20of%20Things%22%20OR%20%22Embedded%20Systems%22%20OR%20%22EoT%22%20OR%20%22Internet%20of%20Everything%22%20OR%20%22IoE%22%20OR%20%22IoT%22%20OR%20%22Web%20of%20Things%22%20OR%20%22WoT%22%29%20AND%20%28%22Trusted%20Execution%20Environment%22%20OR%20%22Intel%20SGX%22%20OR%20%22Keystone%20Enclave%22%20OR%20%22Sanctum%22%20OR%20%22SGX%22%20OR%20%22Software%20Guard%20Extensions%22%20OR%20%22TEE%22%20OR%20%22Trusted%20Execution%20Technology%22%20OR%20%22Trustzone%22%29%20AND%20%28%22Advantage%22%20OR%20%22Benefit%22%20OR%20%22%20Positive%20Point%20%22%20OR%20%22Disadvantage%22%20OR%20%22Drawback%22%20OR%20%22%20Negative%20Point%20%22%20OR%20%22Security%22%20OR%20%22Confidentiality%22%20OR%20%22Integrity%22%20OR%20%22Privacy%22%20OR%20%22Protection%22%20OR%20%22Trustworthiness%22%20OR%20%22Solution%22%20OR%20%22Approach%22%20OR%20%22Framework%22%20OR%20%22Mechanism%22%20OR%20%22Method%22%20OR%20%22Technique%22%20OR%20%22Tool%22%29&filtered=&within=owners.owner=GUIDE&dte=&bfr=&srt=%5Fscore
https://dl.acm.org/results.cfm?query=%28%22Internet%20of%20Things%22%20OR%20%22Edge%20Computing%22%20OR%20%22Edge%20of%20Things%22%20OR%20%22Embedded%20Systems%22%20OR%20%22EoT%22%20OR%20%22Internet%20of%20Everything%22%20OR%20%22IoE%22%20OR%20%22IoT%22%20OR%20%22Web%20of%20Things%22%20OR%20%22WoT%22%29%20AND%20%28%22Trusted%20Execution%20Environment%22%20OR%20%22Intel%20SGX%22%20OR%20%22Keystone%20Enclave%22%20OR%20%22Sanctum%22%20OR%20%22SGX%22%20OR%20%22Software%20Guard%20Extensions%22%20OR%20%22TEE%22%20OR%20%22Trusted%20Execution%20Technology%22%20OR%20%22Trustzone%22%29%20AND%20%28%22Advantage%22%20OR%20%22Benefit%22%20OR%20%22%20Positive%20Point%20%22%20OR%20%22Disadvantage%22%20OR%20%22Drawback%22%20OR%20%22%20Negative%20Point%20%22%20OR%20%22Security%22%20OR%20%22Confidentiality%22%20OR%20%22Integrity%22%20OR%20%22Privacy%22%20OR%20%22Protection%22%20OR%20%22Trustworthiness%22%20OR%20%22Solution%22%20OR%20%22Approach%22%20OR%20%22Framework%22%20OR%20%22Mechanism%22%20OR%20%22Method%22%20OR%20%22Technique%22%20OR%20%22Tool%22%29&filtered=&within=owners.owner=GUIDE&dte=&bfr=&srt=%5Fscore
https://dl.acm.org/results.cfm?query=%28%22Internet%20of%20Things%22%20OR%20%22Edge%20Computing%22%20OR%20%22Edge%20of%20Things%22%20OR%20%22Embedded%20Systems%22%20OR%20%22EoT%22%20OR%20%22Internet%20of%20Everything%22%20OR%20%22IoE%22%20OR%20%22IoT%22%20OR%20%22Web%20of%20Things%22%20OR%20%22WoT%22%29%20AND%20%28%22Trusted%20Execution%20Environment%22%20OR%20%22Intel%20SGX%22%20OR%20%22Keystone%20Enclave%22%20OR%20%22Sanctum%22%20OR%20%22SGX%22%20OR%20%22Software%20Guard%20Extensions%22%20OR%20%22TEE%22%20OR%20%22Trusted%20Execution%20Technology%22%20OR%20%22Trustzone%22%29%20AND%20%28%22Advantage%22%20OR%20%22Benefit%22%20OR%20%22%20Positive%20Point%20%22%20OR%20%22Disadvantage%22%20OR%20%22Drawback%22%20OR%20%22%20Negative%20Point%20%22%20OR%20%22Security%22%20OR%20%22Confidentiality%22%20OR%20%22Integrity%22%20OR%20%22Privacy%22%20OR%20%22Protection%22%20OR%20%22Trustworthiness%22%20OR%20%22Solution%22%20OR%20%22Approach%22%20OR%20%22Framework%22%20OR%20%22Mechanism%22%20OR%20%22Method%22%20OR%20%22Technique%22%20OR%20%22Tool%22%29&filtered=&within=owners.owner=GUIDE&dte=&bfr=&srt=%5Fscore
https://dl.acm.org/results.cfm?query=%28%22Internet%20of%20Things%22%20OR%20%22Edge%20Computing%22%20OR%20%22Edge%20of%20Things%22%20OR%20%22Embedded%20Systems%22%20OR%20%22EoT%22%20OR%20%22Internet%20of%20Everything%22%20OR%20%22IoE%22%20OR%20%22IoT%22%20OR%20%22Web%20of%20Things%22%20OR%20%22WoT%22%29%20AND%20%28%22Trusted%20Execution%20Environment%22%20OR%20%22Intel%20SGX%22%20OR%20%22Keystone%20Enclave%22%20OR%20%22Sanctum%22%20OR%20%22SGX%22%20OR%20%22Software%20Guard%20Extensions%22%20OR%20%22TEE%22%20OR%20%22Trusted%20Execution%20Technology%22%20OR%20%22Trustzone%22%29%20AND%20%28%22Advantage%22%20OR%20%22Benefit%22%20OR%20%22%20Positive%20Point%20%22%20OR%20%22Disadvantage%22%20OR%20%22Drawback%22%20OR%20%22%20Negative%20Point%20%22%20OR%20%22Security%22%20OR%20%22Confidentiality%22%20OR%20%22Integrity%22%20OR%20%22Privacy%22%20OR%20%22Protection%22%20OR%20%22Trustworthiness%22%20OR%20%22Solution%22%20OR%20%22Approach%22%20OR%20%22Framework%22%20OR%20%22Mechanism%22%20OR%20%22Method%22%20OR%20%22Technique%22%20OR%20%22Tool%22%29&filtered=&within=owners.owner=GUIDE&dte=&bfr=&srt=%5Fscore
https://dl.acm.org/results.cfm?query=%28%22Internet%20of%20Things%22%20OR%20%22Edge%20Computing%22%20OR%20%22Edge%20of%20Things%22%20OR%20%22Embedded%20Systems%22%20OR%20%22EoT%22%20OR%20%22Internet%20of%20Everything%22%20OR%20%22IoE%22%20OR%20%22IoT%22%20OR%20%22Web%20of%20Things%22%20OR%20%22WoT%22%29%20AND%20%28%22Trusted%20Execution%20Environment%22%20OR%20%22Intel%20SGX%22%20OR%20%22Keystone%20Enclave%22%20OR%20%22Sanctum%22%20OR%20%22SGX%22%20OR%20%22Software%20Guard%20Extensions%22%20OR%20%22TEE%22%20OR%20%22Trusted%20Execution%20Technology%22%20OR%20%22Trustzone%22%29%20AND%20%28%22Advantage%22%20OR%20%22Benefit%22%20OR%20%22%20Positive%20Point%20%22%20OR%20%22Disadvantage%22%20OR%20%22Drawback%22%20OR%20%22%20Negative%20Point%20%22%20OR%20%22Security%22%20OR%20%22Confidentiality%22%20OR%20%22Integrity%22%20OR%20%22Privacy%22%20OR%20%22Protection%22%20OR%20%22Trustworthiness%22%20OR%20%22Solution%22%20OR%20%22Approach%22%20OR%20%22Framework%22%20OR%20%22Mechanism%22%20OR%20%22Method%22%20OR%20%22Technique%22%20OR%20%22Tool%22%29&filtered=&within=owners.owner=GUIDE&dte=&bfr=&srt=%5Fscore
https://dl.acm.org/results.cfm?query=%28%22Internet%20of%20Things%22%20OR%20%22Edge%20Computing%22%20OR%20%22Edge%20of%20Things%22%20OR%20%22Embedded%20Systems%22%20OR%20%22EoT%22%20OR%20%22Internet%20of%20Everything%22%20OR%20%22IoE%22%20OR%20%22IoT%22%20OR%20%22Web%20of%20Things%22%20OR%20%22WoT%22%29%20AND%20%28%22Trusted%20Execution%20Environment%22%20OR%20%22Intel%20SGX%22%20OR%20%22Keystone%20Enclave%22%20OR%20%22Sanctum%22%20OR%20%22SGX%22%20OR%20%22Software%20Guard%20Extensions%22%20OR%20%22TEE%22%20OR%20%22Trusted%20Execution%20Technology%22%20OR%20%22Trustzone%22%29%20AND%20%28%22Advantage%22%20OR%20%22Benefit%22%20OR%20%22%20Positive%20Point%20%22%20OR%20%22Disadvantage%22%20OR%20%22Drawback%22%20OR%20%22%20Negative%20Point%20%22%20OR%20%22Security%22%20OR%20%22Confidentiality%22%20OR%20%22Integrity%22%20OR%20%22Privacy%22%20OR%20%22Protection%22%20OR%20%22Trustworthiness%22%20OR%20%22Solution%22%20OR%20%22Approach%22%20OR%20%22Framework%22%20OR%20%22Mechanism%22%20OR%20%22Method%22%20OR%20%22Technique%22%20OR%20%22Tool%22%29&filtered=&within=owners.owner=GUIDE&dte=&bfr=&srt=%5Fscore
https://dl.acm.org/results.cfm?query=%28%22Internet%20of%20Things%22%20OR%20%22Edge%20Computing%22%20OR%20%22Edge%20of%20Things%22%20OR%20%22Embedded%20Systems%22%20OR%20%22EoT%22%20OR%20%22Internet%20of%20Everything%22%20OR%20%22IoE%22%20OR%20%22IoT%22%20OR%20%22Web%20of%20Things%22%20OR%20%22WoT%22%29%20AND%20%28%22Trusted%20Execution%20Environment%22%20OR%20%22Intel%20SGX%22%20OR%20%22Keystone%20Enclave%22%20OR%20%22Sanctum%22%20OR%20%22SGX%22%20OR%20%22Software%20Guard%20Extensions%22%20OR%20%22TEE%22%20OR%20%22Trusted%20Execution%20Technology%22%20OR%20%22Trustzone%22%29%20AND%20%28%22Advantage%22%20OR%20%22Benefit%22%20OR%20%22%20Positive%20Point%20%22%20OR%20%22Disadvantage%22%20OR%20%22Drawback%22%20OR%20%22%20Negative%20Point%20%22%20OR%20%22Security%22%20OR%20%22Confidentiality%22%20OR%20%22Integrity%22%20OR%20%22Privacy%22%20OR%20%22Protection%22%20OR%20%22Trustworthiness%22%20OR%20%22Solution%22%20OR%20%22Approach%22%20OR%20%22Framework%22%20OR%20%22Mechanism%22%20OR%20%22Method%22%20OR%20%22Technique%22%20OR%20%22Tool%22%29&filtered=&within=owners.owner=GUIDE&dte=&bfr=&srt=%5Fscore
https://dl.acm.org/results.cfm?query=%28%22Internet%20of%20Things%22%20OR%20%22Edge%20Computing%22%20OR%20%22Edge%20of%20Things%22%20OR%20%22Embedded%20Systems%22%20OR%20%22EoT%22%20OR%20%22Internet%20of%20Everything%22%20OR%20%22IoE%22%20OR%20%22IoT%22%20OR%20%22Web%20of%20Things%22%20OR%20%22WoT%22%29%20AND%20%28%22Trusted%20Execution%20Environment%22%20OR%20%22Intel%20SGX%22%20OR%20%22Keystone%20Enclave%22%20OR%20%22Sanctum%22%20OR%20%22SGX%22%20OR%20%22Software%20Guard%20Extensions%22%20OR%20%22TEE%22%20OR%20%22Trusted%20Execution%20Technology%22%20OR%20%22Trustzone%22%29%20AND%20%28%22Advantage%22%20OR%20%22Benefit%22%20OR%20%22%20Positive%20Point%20%22%20OR%20%22Disadvantage%22%20OR%20%22Drawback%22%20OR%20%22%20Negative%20Point%20%22%20OR%20%22Security%22%20OR%20%22Confidentiality%22%20OR%20%22Integrity%22%20OR%20%22Privacy%22%20OR%20%22Protection%22%20OR%20%22Trustworthiness%22%20OR%20%22Solution%22%20OR%20%22Approach%22%20OR%20%22Framework%22%20OR%20%22Mechanism%22%20OR%20%22Method%22%20OR%20%22Technique%22%20OR%20%22Tool%22%29&filtered=&within=owners.owner=GUIDE&dte=&bfr=&srt=%5Fscore
https://dl.acm.org/results.cfm?query=%28%22Internet%20of%20Things%22%20OR%20%22Edge%20Computing%22%20OR%20%22Edge%20of%20Things%22%20OR%20%22Embedded%20Systems%22%20OR%20%22EoT%22%20OR%20%22Internet%20of%20Everything%22%20OR%20%22IoE%22%20OR%20%22IoT%22%20OR%20%22Web%20of%20Things%22%20OR%20%22WoT%22%29%20AND%20%28%22Trusted%20Execution%20Environment%22%20OR%20%22Intel%20SGX%22%20OR%20%22Keystone%20Enclave%22%20OR%20%22Sanctum%22%20OR%20%22SGX%22%20OR%20%22Software%20Guard%20Extensions%22%20OR%20%22TEE%22%20OR%20%22Trusted%20Execution%20Technology%22%20OR%20%22Trustzone%22%29%20AND%20%28%22Advantage%22%20OR%20%22Benefit%22%20OR%20%22%20Positive%20Point%20%22%20OR%20%22Disadvantage%22%20OR%20%22Drawback%22%20OR%20%22%20Negative%20Point%20%22%20OR%20%22Security%22%20OR%20%22Confidentiality%22%20OR%20%22Integrity%22%20OR%20%22Privacy%22%20OR%20%22Protection%22%20OR%20%22Trustworthiness%22%20OR%20%22Solution%22%20OR%20%22Approach%22%20OR%20%22Framework%22%20OR%20%22Mechanism%22%20OR%20%22Method%22%20OR%20%22Technique%22%20OR%20%22Tool%22%29&filtered=&within=owners.owner=GUIDE&dte=&bfr=&srt=%5Fscore
https://dl.acm.org/results.cfm?query=%28%22Internet%20of%20Things%22%20OR%20%22Edge%20Computing%22%20OR%20%22Edge%20of%20Things%22%20OR%20%22Embedded%20Systems%22%20OR%20%22EoT%22%20OR%20%22Internet%20of%20Everything%22%20OR%20%22IoE%22%20OR%20%22IoT%22%20OR%20%22Web%20of%20Things%22%20OR%20%22WoT%22%29%20AND%20%28%22Trusted%20Execution%20Environment%22%20OR%20%22Intel%20SGX%22%20OR%20%22Keystone%20Enclave%22%20OR%20%22Sanctum%22%20OR%20%22SGX%22%20OR%20%22Software%20Guard%20Extensions%22%20OR%20%22TEE%22%20OR%20%22Trusted%20Execution%20Technology%22%20OR%20%22Trustzone%22%29%20AND%20%28%22Advantage%22%20OR%20%22Benefit%22%20OR%20%22%20Positive%20Point%20%22%20OR%20%22Disadvantage%22%20OR%20%22Drawback%22%20OR%20%22%20Negative%20Point%20%22%20OR%20%22Security%22%20OR%20%22Confidentiality%22%20OR%20%22Integrity%22%20OR%20%22Privacy%22%20OR%20%22Protection%22%20OR%20%22Trustworthiness%22%20OR%20%22Solution%22%20OR%20%22Approach%22%20OR%20%22Framework%22%20OR%20%22Mechanism%22%20OR%20%22Method%22%20OR%20%22Technique%22%20OR%20%22Tool%22%29&filtered=&within=owners.owner=GUIDE&dte=&bfr=&srt=%5Fscore
https://dl.acm.org/results.cfm?query=%28%22Internet%20of%20Things%22%20OR%20%22Edge%20Computing%22%20OR%20%22Edge%20of%20Things%22%20OR%20%22Embedded%20Systems%22%20OR%20%22EoT%22%20OR%20%22Internet%20of%20Everything%22%20OR%20%22IoE%22%20OR%20%22IoT%22%20OR%20%22Web%20of%20Things%22%20OR%20%22WoT%22%29%20AND%20%28%22Trusted%20Execution%20Environment%22%20OR%20%22Intel%20SGX%22%20OR%20%22Keystone%20Enclave%22%20OR%20%22Sanctum%22%20OR%20%22SGX%22%20OR%20%22Software%20Guard%20Extensions%22%20OR%20%22TEE%22%20OR%20%22Trusted%20Execution%20Technology%22%20OR%20%22Trustzone%22%29%20AND%20%28%22Advantage%22%20OR%20%22Benefit%22%20OR%20%22%20Positive%20Point%20%22%20OR%20%22Disadvantage%22%20OR%20%22Drawback%22%20OR%20%22%20Negative%20Point%20%22%20OR%20%22Security%22%20OR%20%22Confidentiality%22%20OR%20%22Integrity%22%20OR%20%22Privacy%22%20OR%20%22Protection%22%20OR%20%22Trustworthiness%22%20OR%20%22Solution%22%20OR%20%22Approach%22%20OR%20%22Framework%22%20OR%20%22Mechanism%22%20OR%20%22Method%22%20OR%20%22Technique%22%20OR%20%22Tool%22%29&filtered=&within=owners.owner=GUIDE&dte=&bfr=&srt=%5Fscore
https://dl.acm.org/results.cfm?query=%28%22Internet%20of%20Things%22%20OR%20%22Edge%20Computing%22%20OR%20%22Edge%20of%20Things%22%20OR%20%22Embedded%20Systems%22%20OR%20%22EoT%22%20OR%20%22Internet%20of%20Everything%22%20OR%20%22IoE%22%20OR%20%22IoT%22%20OR%20%22Web%20of%20Things%22%20OR%20%22WoT%22%29%20AND%20%28%22Trusted%20Execution%20Environment%22%20OR%20%22Intel%20SGX%22%20OR%20%22Keystone%20Enclave%22%20OR%20%22Sanctum%22%20OR%20%22SGX%22%20OR%20%22Software%20Guard%20Extensions%22%20OR%20%22TEE%22%20OR%20%22Trusted%20Execution%20Technology%22%20OR%20%22Trustzone%22%29%20AND%20%28%22Advantage%22%20OR%20%22Benefit%22%20OR%20%22%20Positive%20Point%20%22%20OR%20%22Disadvantage%22%20OR%20%22Drawback%22%20OR%20%22%20Negative%20Point%20%22%20OR%20%22Security%22%20OR%20%22Confidentiality%22%20OR%20%22Integrity%22%20OR%20%22Privacy%22%20OR%20%22Protection%22%20OR%20%22Trustworthiness%22%20OR%20%22Solution%22%20OR%20%22Approach%22%20OR%20%22Framework%22%20OR%20%22Mechanism%22%20OR%20%22Method%22%20OR%20%22Technique%22%20OR%20%22Tool%22%29&filtered=&within=owners.owner=GUIDE&dte=&bfr=&srt=%5Fscore
https://dl.acm.org/results.cfm?query=%28%22Internet%20of%20Things%22%20OR%20%22Edge%20Computing%22%20OR%20%22Edge%20of%20Things%22%20OR%20%22Embedded%20Systems%22%20OR%20%22EoT%22%20OR%20%22Internet%20of%20Everything%22%20OR%20%22IoE%22%20OR%20%22IoT%22%20OR%20%22Web%20of%20Things%22%20OR%20%22WoT%22%29%20AND%20%28%22Trusted%20Execution%20Environment%22%20OR%20%22Intel%20SGX%22%20OR%20%22Keystone%20Enclave%22%20OR%20%22Sanctum%22%20OR%20%22SGX%22%20OR%20%22Software%20Guard%20Extensions%22%20OR%20%22TEE%22%20OR%20%22Trusted%20Execution%20Technology%22%20OR%20%22Trustzone%22%29%20AND%20%28%22Advantage%22%20OR%20%22Benefit%22%20OR%20%22%20Positive%20Point%20%22%20OR%20%22Disadvantage%22%20OR%20%22Drawback%22%20OR%20%22%20Negative%20Point%20%22%20OR%20%22Security%22%20OR%20%22Confidentiality%22%20OR%20%22Integrity%22%20OR%20%22Privacy%22%20OR%20%22Protection%22%20OR%20%22Trustworthiness%22%20OR%20%22Solution%22%20OR%20%22Approach%22%20OR%20%22Framework%22%20OR%20%22Mechanism%22%20OR%20%22Method%22%20OR%20%22Technique%22%20OR%20%22Tool%22%29&filtered=&within=owners.owner=GUIDE&dte=&bfr=&srt=%5Fscore
https://dl.acm.org/results.cfm?query=%28%22Internet%20of%20Things%22%20OR%20%22Edge%20Computing%22%20OR%20%22Edge%20of%20Things%22%20OR%20%22Embedded%20Systems%22%20OR%20%22EoT%22%20OR%20%22Internet%20of%20Everything%22%20OR%20%22IoE%22%20OR%20%22IoT%22%20OR%20%22Web%20of%20Things%22%20OR%20%22WoT%22%29%20AND%20%28%22Trusted%20Execution%20Environment%22%20OR%20%22Intel%20SGX%22%20OR%20%22Keystone%20Enclave%22%20OR%20%22Sanctum%22%20OR%20%22SGX%22%20OR%20%22Software%20Guard%20Extensions%22%20OR%20%22TEE%22%20OR%20%22Trusted%20Execution%20Technology%22%20OR%20%22Trustzone%22%29%20AND%20%28%22Advantage%22%20OR%20%22Benefit%22%20OR%20%22%20Positive%20Point%20%22%20OR%20%22Disadvantage%22%20OR%20%22Drawback%22%20OR%20%22%20Negative%20Point%20%22%20OR%20%22Security%22%20OR%20%22Confidentiality%22%20OR%20%22Integrity%22%20OR%20%22Privacy%22%20OR%20%22Protection%22%20OR%20%22Trustworthiness%22%20OR%20%22Solution%22%20OR%20%22Approach%22%20OR%20%22Framework%22%20OR%20%22Mechanism%22%20OR%20%22Method%22%20OR%20%22Technique%22%20OR%20%22Tool%22%29&filtered=&within=owners.owner=GUIDE&dte=&bfr=&srt=%5Fscore
https://dl.acm.org/results.cfm?query=%28%22Internet%20of%20Things%22%20OR%20%22Edge%20Computing%22%20OR%20%22Edge%20of%20Things%22%20OR%20%22Embedded%20Systems%22%20OR%20%22EoT%22%20OR%20%22Internet%20of%20Everything%22%20OR%20%22IoE%22%20OR%20%22IoT%22%20OR%20%22Web%20of%20Things%22%20OR%20%22WoT%22%29%20AND%20%28%22Trusted%20Execution%20Environment%22%20OR%20%22Intel%20SGX%22%20OR%20%22Keystone%20Enclave%22%20OR%20%22Sanctum%22%20OR%20%22SGX%22%20OR%20%22Software%20Guard%20Extensions%22%20OR%20%22TEE%22%20OR%20%22Trusted%20Execution%20Technology%22%20OR%20%22Trustzone%22%29%20AND%20%28%22Advantage%22%20OR%20%22Benefit%22%20OR%20%22%20Positive%20Point%20%22%20OR%20%22Disadvantage%22%20OR%20%22Drawback%22%20OR%20%22%20Negative%20Point%20%22%20OR%20%22Security%22%20OR%20%22Confidentiality%22%20OR%20%22Integrity%22%20OR%20%22Privacy%22%20OR%20%22Protection%22%20OR%20%22Trustworthiness%22%20OR%20%22Solution%22%20OR%20%22Approach%22%20OR%20%22Framework%22%20OR%20%22Mechanism%22%20OR%20%22Method%22%20OR%20%22Technique%22%20OR%20%22Tool%22%29&filtered=&within=owners.owner=GUIDE&dte=&bfr=&srt=%5Fscore
https://dl.acm.org/results.cfm?query=%28%22Internet%20of%20Things%22%20OR%20%22Edge%20Computing%22%20OR%20%22Edge%20of%20Things%22%20OR%20%22Embedded%20Systems%22%20OR%20%22EoT%22%20OR%20%22Internet%20of%20Everything%22%20OR%20%22IoE%22%20OR%20%22IoT%22%20OR%20%22Web%20of%20Things%22%20OR%20%22WoT%22%29%20AND%20%28%22Trusted%20Execution%20Environment%22%20OR%20%22Intel%20SGX%22%20OR%20%22Keystone%20Enclave%22%20OR%20%22Sanctum%22%20OR%20%22SGX%22%20OR%20%22Software%20Guard%20Extensions%22%20OR%20%22TEE%22%20OR%20%22Trusted%20Execution%20Technology%22%20OR%20%22Trustzone%22%29%20AND%20%28%22Advantage%22%20OR%20%22Benefit%22%20OR%20%22%20Positive%20Point%20%22%20OR%20%22Disadvantage%22%20OR%20%22Drawback%22%20OR%20%22%20Negative%20Point%20%22%20OR%20%22Security%22%20OR%20%22Confidentiality%22%20OR%20%22Integrity%22%20OR%20%22Privacy%22%20OR%20%22Protection%22%20OR%20%22Trustworthiness%22%20OR%20%22Solution%22%20OR%20%22Approach%22%20OR%20%22Framework%22%20OR%20%22Mechanism%22%20OR%20%22Method%22%20OR%20%22Technique%22%20OR%20%22Tool%22%29&filtered=&within=owners.owner=GUIDE&dte=&bfr=&srt=%5Fscore
https://dl.acm.org/results.cfm?query=%28%22Internet%20of%20Things%22%20OR%20%22Edge%20Computing%22%20OR%20%22Edge%20of%20Things%22%20OR%20%22Embedded%20Systems%22%20OR%20%22EoT%22%20OR%20%22Internet%20of%20Everything%22%20OR%20%22IoE%22%20OR%20%22IoT%22%20OR%20%22Web%20of%20Things%22%20OR%20%22WoT%22%29%20AND%20%28%22Trusted%20Execution%20Environment%22%20OR%20%22Intel%20SGX%22%20OR%20%22Keystone%20Enclave%22%20OR%20%22Sanctum%22%20OR%20%22SGX%22%20OR%20%22Software%20Guard%20Extensions%22%20OR%20%22TEE%22%20OR%20%22Trusted%20Execution%20Technology%22%20OR%20%22Trustzone%22%29%20AND%20%28%22Advantage%22%20OR%20%22Benefit%22%20OR%20%22%20Positive%20Point%20%22%20OR%20%22Disadvantage%22%20OR%20%22Drawback%22%20OR%20%22%20Negative%20Point%20%22%20OR%20%22Security%22%20OR%20%22Confidentiality%22%20OR%20%22Integrity%22%20OR%20%22Privacy%22%20OR%20%22Protection%22%20OR%20%22Trustworthiness%22%20OR%20%22Solution%22%20OR%20%22Approach%22%20OR%20%22Framework%22%20OR%20%22Mechanism%22%20OR%20%22Method%22%20OR%20%22Technique%22%20OR%20%22Tool%22%29&filtered=&within=owners.owner=GUIDE&dte=&bfr=&srt=%5Fscore
https://dl.acm.org/results.cfm?query=%28%22Internet%20of%20Things%22%20OR%20%22Edge%20Computing%22%20OR%20%22Edge%20of%20Things%22%20OR%20%22Embedded%20Systems%22%20OR%20%22EoT%22%20OR%20%22Internet%20of%20Everything%22%20OR%20%22IoE%22%20OR%20%22IoT%22%20OR%20%22Web%20of%20Things%22%20OR%20%22WoT%22%29%20AND%20%28%22Trusted%20Execution%20Environment%22%20OR%20%22Intel%20SGX%22%20OR%20%22Keystone%20Enclave%22%20OR%20%22Sanctum%22%20OR%20%22SGX%22%20OR%20%22Software%20Guard%20Extensions%22%20OR%20%22TEE%22%20OR%20%22Trusted%20Execution%20Technology%22%20OR%20%22Trustzone%22%29%20AND%20%28%22Advantage%22%20OR%20%22Benefit%22%20OR%20%22%20Positive%20Point%20%22%20OR%20%22Disadvantage%22%20OR%20%22Drawback%22%20OR%20%22%20Negative%20Point%20%22%20OR%20%22Security%22%20OR%20%22Confidentiality%22%20OR%20%22Integrity%22%20OR%20%22Privacy%22%20OR%20%22Protection%22%20OR%20%22Trustworthiness%22%20OR%20%22Solution%22%20OR%20%22Approach%22%20OR%20%22Framework%22%20OR%20%22Mechanism%22%20OR%20%22Method%22%20OR%20%22Technique%22%20OR%20%22Tool%22%29&filtered=&within=owners.owner=GUIDE&dte=&bfr=&srt=%5Fscore
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rity" OR "Confidentiality" OR "Integrity" OR "Privacy" OR "Protection" OR "Trustworthi-
ness" OR "Solution" OR "Approach" OR "Framework" OR "Mechanism" OR "Method" OR
"Technique" OR "Tool")

Links (128 + 289 results): https://link.springer.com/search?
date-facet-mode=between&query=%28%22Internet+of+Things%22+0R+
%$22Edge+Computing%22+0R+%22Edge+of+Things%$22+0R+%22Embedded+
Systems$22+0R+%522E0T%22+0R+%22Internet+of+Everything%22+0R+
%$2210E%22+0R+%22T10T%22+0R+%22Web+of+Things%22+0R+%22WoT%22%
29+AND+%28%22Trusted+ExecutiontEnvironment$22+0OR+%22Intel+
SGX%22+0R+%22Keystonet+Enclave$22+0R+%22Sanctum%22+0R+%22S5GX%
22+0R+%22Software+Guard+Extensions%22+0R+%22TEES22+0R+
$22Trusted+Execution+Technology%22+0R+%22Trustzone%22%29+
AND+%28%22Advantage%22+0OR+%22Benefit%$22+0R+%22+Positive+
Point+%22+0R+%22Disadvantage%22+0OR+%22Drawback%$22+0R+%22+
Negative+Point+%22+0R+%22Security%$22+0R+%22Confidentiality$
224+0R+%22Integrity%22+0R+%22Privacy%22+0R+%22Protection%22+
OR+%22Trustworthiness%22+0R+%22S50lution%$22+0R+%22Approach%
22+0R+%22Framework$22+0R+%22Mechanism$22+0R+%22Method%22+
OR+%22Technique%22+0R+%22T001%22%29&facet-start-year=2000&
facet—-end-year=2018&facet—-discipline=%22Computer+Science%22&
facet-content-type=%22Article%22

https://link.springer.com/search?facet-discipline=
$22Computer+Science%22&facet-content-type=%22ConferencePaper$
22&query=%28%22Internet+of+Things%22+0R+%22Edge+Computing%
22+0R+%22Edge+o0f+Things%22+0R+%22Embedded+Systems%22+0R+
$22E0T%22+0R+%22Internet+of+Everything%22+0R+%22I0E%22+0R+
%$22I10T%22+0R+%22Web+0f+Things%$22+0R+%22WoT%22%29+AND+%28%
22Trusted+Execution+Environment%22+0R+%22Intel +SGX%22+0R+
$22Keystonet+Enclave%$22+0R+%22Sanctum%22+0R+%22SGX%22+0R+
$225o0ftwaretGuard+Extensions%$22+0R+%$22TEES22+0R+%22Trusted+

Execution+Technology%22+0OR+%22Trustzone%22%29+AND+%28%


https://link.springer.com/search?date-facet-mode=between&query=%28%22Internet+of+Things%22+OR+%22Edge+Computing%22+OR+%22Edge+of+Things%22+OR+%22Embedded+Systems%22+OR+%22EoT%22+OR+%22Internet+of+Everything%22+OR+%22IoE%22+OR+%22IoT%22+OR+%22Web+of+Things%22+OR+%22WoT%22%29+AND+%28%22Trusted+Execution+Environment%22+OR+%22Intel+SGX%22+OR+%22Keystone+Enclave%22+OR+%22Sanctum%22+OR+%22SGX%22+OR+%22Software+Guard+Extensions%22+OR+%22TEE%22+OR+%22Trusted+Execution+Technology%22+OR+%22Trustzone%22%29+AND+%28%22Advantage%22+OR+%22Benefit%22+OR+%22+Positive+Point+%22+OR+%22Disadvantage%22+OR+%22Drawback%22+OR+%22+Negative+Point+%22+OR+%22Security%22+OR+%22Confidentiality%22+OR+%22Integrity%22+OR+%22Privacy%22+OR+%22Protection%22+OR+%22Trustworthiness%22+OR+%22Solution%22+OR+%22Approach%22+OR+%22Framework%22+OR+%22Mechanism%22+OR+%22Method%22+OR+%22Technique%22+OR+%22Tool%22%29&facet-start-year=2000&facet-end-year=2018&facet-discipline=%22Computer+Science%22&facet-content-type=%22Article%22
https://link.springer.com/search?date-facet-mode=between&query=%28%22Internet+of+Things%22+OR+%22Edge+Computing%22+OR+%22Edge+of+Things%22+OR+%22Embedded+Systems%22+OR+%22EoT%22+OR+%22Internet+of+Everything%22+OR+%22IoE%22+OR+%22IoT%22+OR+%22Web+of+Things%22+OR+%22WoT%22%29+AND+%28%22Trusted+Execution+Environment%22+OR+%22Intel+SGX%22+OR+%22Keystone+Enclave%22+OR+%22Sanctum%22+OR+%22SGX%22+OR+%22Software+Guard+Extensions%22+OR+%22TEE%22+OR+%22Trusted+Execution+Technology%22+OR+%22Trustzone%22%29+AND+%28%22Advantage%22+OR+%22Benefit%22+OR+%22+Positive+Point+%22+OR+%22Disadvantage%22+OR+%22Drawback%22+OR+%22+Negative+Point+%22+OR+%22Security%22+OR+%22Confidentiality%22+OR+%22Integrity%22+OR+%22Privacy%22+OR+%22Protection%22+OR+%22Trustworthiness%22+OR+%22Solution%22+OR+%22Approach%22+OR+%22Framework%22+OR+%22Mechanism%22+OR+%22Method%22+OR+%22Technique%22+OR+%22Tool%22%29&facet-start-year=2000&facet-end-year=2018&facet-discipline=%22Computer+Science%22&facet-content-type=%22Article%22
https://link.springer.com/search?date-facet-mode=between&query=%28%22Internet+of+Things%22+OR+%22Edge+Computing%22+OR+%22Edge+of+Things%22+OR+%22Embedded+Systems%22+OR+%22EoT%22+OR+%22Internet+of+Everything%22+OR+%22IoE%22+OR+%22IoT%22+OR+%22Web+of+Things%22+OR+%22WoT%22%29+AND+%28%22Trusted+Execution+Environment%22+OR+%22Intel+SGX%22+OR+%22Keystone+Enclave%22+OR+%22Sanctum%22+OR+%22SGX%22+OR+%22Software+Guard+Extensions%22+OR+%22TEE%22+OR+%22Trusted+Execution+Technology%22+OR+%22Trustzone%22%29+AND+%28%22Advantage%22+OR+%22Benefit%22+OR+%22+Positive+Point+%22+OR+%22Disadvantage%22+OR+%22Drawback%22+OR+%22+Negative+Point+%22+OR+%22Security%22+OR+%22Confidentiality%22+OR+%22Integrity%22+OR+%22Privacy%22+OR+%22Protection%22+OR+%22Trustworthiness%22+OR+%22Solution%22+OR+%22Approach%22+OR+%22Framework%22+OR+%22Mechanism%22+OR+%22Method%22+OR+%22Technique%22+OR+%22Tool%22%29&facet-start-year=2000&facet-end-year=2018&facet-discipline=%22Computer+Science%22&facet-content-type=%22Article%22
https://link.springer.com/search?date-facet-mode=between&query=%28%22Internet+of+Things%22+OR+%22Edge+Computing%22+OR+%22Edge+of+Things%22+OR+%22Embedded+Systems%22+OR+%22EoT%22+OR+%22Internet+of+Everything%22+OR+%22IoE%22+OR+%22IoT%22+OR+%22Web+of+Things%22+OR+%22WoT%22%29+AND+%28%22Trusted+Execution+Environment%22+OR+%22Intel+SGX%22+OR+%22Keystone+Enclave%22+OR+%22Sanctum%22+OR+%22SGX%22+OR+%22Software+Guard+Extensions%22+OR+%22TEE%22+OR+%22Trusted+Execution+Technology%22+OR+%22Trustzone%22%29+AND+%28%22Advantage%22+OR+%22Benefit%22+OR+%22+Positive+Point+%22+OR+%22Disadvantage%22+OR+%22Drawback%22+OR+%22+Negative+Point+%22+OR+%22Security%22+OR+%22Confidentiality%22+OR+%22Integrity%22+OR+%22Privacy%22+OR+%22Protection%22+OR+%22Trustworthiness%22+OR+%22Solution%22+OR+%22Approach%22+OR+%22Framework%22+OR+%22Mechanism%22+OR+%22Method%22+OR+%22Technique%22+OR+%22Tool%22%29&facet-start-year=2000&facet-end-year=2018&facet-discipline=%22Computer+Science%22&facet-content-type=%22Article%22
https://link.springer.com/search?date-facet-mode=between&query=%28%22Internet+of+Things%22+OR+%22Edge+Computing%22+OR+%22Edge+of+Things%22+OR+%22Embedded+Systems%22+OR+%22EoT%22+OR+%22Internet+of+Everything%22+OR+%22IoE%22+OR+%22IoT%22+OR+%22Web+of+Things%22+OR+%22WoT%22%29+AND+%28%22Trusted+Execution+Environment%22+OR+%22Intel+SGX%22+OR+%22Keystone+Enclave%22+OR+%22Sanctum%22+OR+%22SGX%22+OR+%22Software+Guard+Extensions%22+OR+%22TEE%22+OR+%22Trusted+Execution+Technology%22+OR+%22Trustzone%22%29+AND+%28%22Advantage%22+OR+%22Benefit%22+OR+%22+Positive+Point+%22+OR+%22Disadvantage%22+OR+%22Drawback%22+OR+%22+Negative+Point+%22+OR+%22Security%22+OR+%22Confidentiality%22+OR+%22Integrity%22+OR+%22Privacy%22+OR+%22Protection%22+OR+%22Trustworthiness%22+OR+%22Solution%22+OR+%22Approach%22+OR+%22Framework%22+OR+%22Mechanism%22+OR+%22Method%22+OR+%22Technique%22+OR+%22Tool%22%29&facet-start-year=2000&facet-end-year=2018&facet-discipline=%22Computer+Science%22&facet-content-type=%22Article%22
https://link.springer.com/search?date-facet-mode=between&query=%28%22Internet+of+Things%22+OR+%22Edge+Computing%22+OR+%22Edge+of+Things%22+OR+%22Embedded+Systems%22+OR+%22EoT%22+OR+%22Internet+of+Everything%22+OR+%22IoE%22+OR+%22IoT%22+OR+%22Web+of+Things%22+OR+%22WoT%22%29+AND+%28%22Trusted+Execution+Environment%22+OR+%22Intel+SGX%22+OR+%22Keystone+Enclave%22+OR+%22Sanctum%22+OR+%22SGX%22+OR+%22Software+Guard+Extensions%22+OR+%22TEE%22+OR+%22Trusted+Execution+Technology%22+OR+%22Trustzone%22%29+AND+%28%22Advantage%22+OR+%22Benefit%22+OR+%22+Positive+Point+%22+OR+%22Disadvantage%22+OR+%22Drawback%22+OR+%22+Negative+Point+%22+OR+%22Security%22+OR+%22Confidentiality%22+OR+%22Integrity%22+OR+%22Privacy%22+OR+%22Protection%22+OR+%22Trustworthiness%22+OR+%22Solution%22+OR+%22Approach%22+OR+%22Framework%22+OR+%22Mechanism%22+OR+%22Method%22+OR+%22Technique%22+OR+%22Tool%22%29&facet-start-year=2000&facet-end-year=2018&facet-discipline=%22Computer+Science%22&facet-content-type=%22Article%22
https://link.springer.com/search?date-facet-mode=between&query=%28%22Internet+of+Things%22+OR+%22Edge+Computing%22+OR+%22Edge+of+Things%22+OR+%22Embedded+Systems%22+OR+%22EoT%22+OR+%22Internet+of+Everything%22+OR+%22IoE%22+OR+%22IoT%22+OR+%22Web+of+Things%22+OR+%22WoT%22%29+AND+%28%22Trusted+Execution+Environment%22+OR+%22Intel+SGX%22+OR+%22Keystone+Enclave%22+OR+%22Sanctum%22+OR+%22SGX%22+OR+%22Software+Guard+Extensions%22+OR+%22TEE%22+OR+%22Trusted+Execution+Technology%22+OR+%22Trustzone%22%29+AND+%28%22Advantage%22+OR+%22Benefit%22+OR+%22+Positive+Point+%22+OR+%22Disadvantage%22+OR+%22Drawback%22+OR+%22+Negative+Point+%22+OR+%22Security%22+OR+%22Confidentiality%22+OR+%22Integrity%22+OR+%22Privacy%22+OR+%22Protection%22+OR+%22Trustworthiness%22+OR+%22Solution%22+OR+%22Approach%22+OR+%22Framework%22+OR+%22Mechanism%22+OR+%22Method%22+OR+%22Technique%22+OR+%22Tool%22%29&facet-start-year=2000&facet-end-year=2018&facet-discipline=%22Computer+Science%22&facet-content-type=%22Article%22
https://link.springer.com/search?date-facet-mode=between&query=%28%22Internet+of+Things%22+OR+%22Edge+Computing%22+OR+%22Edge+of+Things%22+OR+%22Embedded+Systems%22+OR+%22EoT%22+OR+%22Internet+of+Everything%22+OR+%22IoE%22+OR+%22IoT%22+OR+%22Web+of+Things%22+OR+%22WoT%22%29+AND+%28%22Trusted+Execution+Environment%22+OR+%22Intel+SGX%22+OR+%22Keystone+Enclave%22+OR+%22Sanctum%22+OR+%22SGX%22+OR+%22Software+Guard+Extensions%22+OR+%22TEE%22+OR+%22Trusted+Execution+Technology%22+OR+%22Trustzone%22%29+AND+%28%22Advantage%22+OR+%22Benefit%22+OR+%22+Positive+Point+%22+OR+%22Disadvantage%22+OR+%22Drawback%22+OR+%22+Negative+Point+%22+OR+%22Security%22+OR+%22Confidentiality%22+OR+%22Integrity%22+OR+%22Privacy%22+OR+%22Protection%22+OR+%22Trustworthiness%22+OR+%22Solution%22+OR+%22Approach%22+OR+%22Framework%22+OR+%22Mechanism%22+OR+%22Method%22+OR+%22Technique%22+OR+%22Tool%22%29&facet-start-year=2000&facet-end-year=2018&facet-discipline=%22Computer+Science%22&facet-content-type=%22Article%22
https://link.springer.com/search?date-facet-mode=between&query=%28%22Internet+of+Things%22+OR+%22Edge+Computing%22+OR+%22Edge+of+Things%22+OR+%22Embedded+Systems%22+OR+%22EoT%22+OR+%22Internet+of+Everything%22+OR+%22IoE%22+OR+%22IoT%22+OR+%22Web+of+Things%22+OR+%22WoT%22%29+AND+%28%22Trusted+Execution+Environment%22+OR+%22Intel+SGX%22+OR+%22Keystone+Enclave%22+OR+%22Sanctum%22+OR+%22SGX%22+OR+%22Software+Guard+Extensions%22+OR+%22TEE%22+OR+%22Trusted+Execution+Technology%22+OR+%22Trustzone%22%29+AND+%28%22Advantage%22+OR+%22Benefit%22+OR+%22+Positive+Point+%22+OR+%22Disadvantage%22+OR+%22Drawback%22+OR+%22+Negative+Point+%22+OR+%22Security%22+OR+%22Confidentiality%22+OR+%22Integrity%22+OR+%22Privacy%22+OR+%22Protection%22+OR+%22Trustworthiness%22+OR+%22Solution%22+OR+%22Approach%22+OR+%22Framework%22+OR+%22Mechanism%22+OR+%22Method%22+OR+%22Technique%22+OR+%22Tool%22%29&facet-start-year=2000&facet-end-year=2018&facet-discipline=%22Computer+Science%22&facet-content-type=%22Article%22
https://link.springer.com/search?date-facet-mode=between&query=%28%22Internet+of+Things%22+OR+%22Edge+Computing%22+OR+%22Edge+of+Things%22+OR+%22Embedded+Systems%22+OR+%22EoT%22+OR+%22Internet+of+Everything%22+OR+%22IoE%22+OR+%22IoT%22+OR+%22Web+of+Things%22+OR+%22WoT%22%29+AND+%28%22Trusted+Execution+Environment%22+OR+%22Intel+SGX%22+OR+%22Keystone+Enclave%22+OR+%22Sanctum%22+OR+%22SGX%22+OR+%22Software+Guard+Extensions%22+OR+%22TEE%22+OR+%22Trusted+Execution+Technology%22+OR+%22Trustzone%22%29+AND+%28%22Advantage%22+OR+%22Benefit%22+OR+%22+Positive+Point+%22+OR+%22Disadvantage%22+OR+%22Drawback%22+OR+%22+Negative+Point+%22+OR+%22Security%22+OR+%22Confidentiality%22+OR+%22Integrity%22+OR+%22Privacy%22+OR+%22Protection%22+OR+%22Trustworthiness%22+OR+%22Solution%22+OR+%22Approach%22+OR+%22Framework%22+OR+%22Mechanism%22+OR+%22Method%22+OR+%22Technique%22+OR+%22Tool%22%29&facet-start-year=2000&facet-end-year=2018&facet-discipline=%22Computer+Science%22&facet-content-type=%22Article%22
https://link.springer.com/search?date-facet-mode=between&query=%28%22Internet+of+Things%22+OR+%22Edge+Computing%22+OR+%22Edge+of+Things%22+OR+%22Embedded+Systems%22+OR+%22EoT%22+OR+%22Internet+of+Everything%22+OR+%22IoE%22+OR+%22IoT%22+OR+%22Web+of+Things%22+OR+%22WoT%22%29+AND+%28%22Trusted+Execution+Environment%22+OR+%22Intel+SGX%22+OR+%22Keystone+Enclave%22+OR+%22Sanctum%22+OR+%22SGX%22+OR+%22Software+Guard+Extensions%22+OR+%22TEE%22+OR+%22Trusted+Execution+Technology%22+OR+%22Trustzone%22%29+AND+%28%22Advantage%22+OR+%22Benefit%22+OR+%22+Positive+Point+%22+OR+%22Disadvantage%22+OR+%22Drawback%22+OR+%22+Negative+Point+%22+OR+%22Security%22+OR+%22Confidentiality%22+OR+%22Integrity%22+OR+%22Privacy%22+OR+%22Protection%22+OR+%22Trustworthiness%22+OR+%22Solution%22+OR+%22Approach%22+OR+%22Framework%22+OR+%22Mechanism%22+OR+%22Method%22+OR+%22Technique%22+OR+%22Tool%22%29&facet-start-year=2000&facet-end-year=2018&facet-discipline=%22Computer+Science%22&facet-content-type=%22Article%22
https://link.springer.com/search?date-facet-mode=between&query=%28%22Internet+of+Things%22+OR+%22Edge+Computing%22+OR+%22Edge+of+Things%22+OR+%22Embedded+Systems%22+OR+%22EoT%22+OR+%22Internet+of+Everything%22+OR+%22IoE%22+OR+%22IoT%22+OR+%22Web+of+Things%22+OR+%22WoT%22%29+AND+%28%22Trusted+Execution+Environment%22+OR+%22Intel+SGX%22+OR+%22Keystone+Enclave%22+OR+%22Sanctum%22+OR+%22SGX%22+OR+%22Software+Guard+Extensions%22+OR+%22TEE%22+OR+%22Trusted+Execution+Technology%22+OR+%22Trustzone%22%29+AND+%28%22Advantage%22+OR+%22Benefit%22+OR+%22+Positive+Point+%22+OR+%22Disadvantage%22+OR+%22Drawback%22+OR+%22+Negative+Point+%22+OR+%22Security%22+OR+%22Confidentiality%22+OR+%22Integrity%22+OR+%22Privacy%22+OR+%22Protection%22+OR+%22Trustworthiness%22+OR+%22Solution%22+OR+%22Approach%22+OR+%22Framework%22+OR+%22Mechanism%22+OR+%22Method%22+OR+%22Technique%22+OR+%22Tool%22%29&facet-start-year=2000&facet-end-year=2018&facet-discipline=%22Computer+Science%22&facet-content-type=%22Article%22
https://link.springer.com/search?date-facet-mode=between&query=%28%22Internet+of+Things%22+OR+%22Edge+Computing%22+OR+%22Edge+of+Things%22+OR+%22Embedded+Systems%22+OR+%22EoT%22+OR+%22Internet+of+Everything%22+OR+%22IoE%22+OR+%22IoT%22+OR+%22Web+of+Things%22+OR+%22WoT%22%29+AND+%28%22Trusted+Execution+Environment%22+OR+%22Intel+SGX%22+OR+%22Keystone+Enclave%22+OR+%22Sanctum%22+OR+%22SGX%22+OR+%22Software+Guard+Extensions%22+OR+%22TEE%22+OR+%22Trusted+Execution+Technology%22+OR+%22Trustzone%22%29+AND+%28%22Advantage%22+OR+%22Benefit%22+OR+%22+Positive+Point+%22+OR+%22Disadvantage%22+OR+%22Drawback%22+OR+%22+Negative+Point+%22+OR+%22Security%22+OR+%22Confidentiality%22+OR+%22Integrity%22+OR+%22Privacy%22+OR+%22Protection%22+OR+%22Trustworthiness%22+OR+%22Solution%22+OR+%22Approach%22+OR+%22Framework%22+OR+%22Mechanism%22+OR+%22Method%22+OR+%22Technique%22+OR+%22Tool%22%29&facet-start-year=2000&facet-end-year=2018&facet-discipline=%22Computer+Science%22&facet-content-type=%22Article%22
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Filters: English, Computers Science, Articles, 2000-2018; English, Computers Science,
Conference Paper, 2000-2018.
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Figure A.1: Quantity of papers by year

As we can notice in Fig.[A.T] the number of papers has grown over the years. In 2018

we have just 14 papers because the search was performed at the end of August. We have
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to consider also delays at the publishing phase regarding conference and journal papers al-
ready accepted during the first semester, but that only becomes available during the second
semester. Among these papers, 47 were published in conference, symposium, or workshop
proceedings, while 11 were published in journals, as seen in Fig.[A.2] The conference names
are listed in Table[A.2]and journal names are listed in Table[A.3] The names with an asterisk

* mean that the conference or journal had two papers published.
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Figure A.2: Number of papers by type

As seen in Fig. [A.3] most of the papers are collaboration between 3, 4, 5 or 6 authors.
A lower quantity has just 2 or more than 6 authors. With the exception of just 4 works, all
the papers present 6 or more pages, as seen in Fig.[A.4] The Fig.[A.5| presents the number
of papers according to the number of citations. As many papers were still recent published
when we conducted the search, they have no citations or have just a few (1 to 6). Only a few
articles have more than 6 citations.

We present in Fig. [A.6| the quality assessment grades and the respective quantity of pa-
pers for each grade. According to the quality assessment criteria, we can see that most of
the papers got a grade between 5.5 and 8.5. In Fig.[A.7] we can see the number of papers re-

garding the quality classification, which was attributed considering the papers’ quality score.
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Figure A.3: Quantity of papers by quantity of authors
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Figure A.4: Quantity of papers by quantity of pages

The percentage distribution of papers by answers (yes, partially and no) for each quality
assessment question can be seen in the Table [A.4] More than 50 % of the papers present

well-organized texts, with motivation and objective well described. Also, more than 50 % of
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Figure A.6: Quality assessment grades
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Figure A.7: Quality classification

the papers present many references and good related works and some implementation with
practical results. The methodology explanation, the validation, and results discussion are
points that can be improved. Lastly, less than 50 % of the papers presented application sce-
nario or case study, clear advantages and disadvantages of the technologies, and suggestions
of future works.

Considering the TEE technologies applied in the proposed works, Fig. [A.8| presents the
proportion of papers applying ARM TrustZone, Intel SGX, or none. "None" was considered
when the authors do not mention a specific TEE solution. As seen, most of the papers applied
TrustZone technology, which we could expect since it is more suitable for [oT devices due to
the ARM architecture. We could also expect that most of the works have applied TrustZone

or SGX, as both are the two most known TEE technologies available in the market.
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Table A.1: Selected papers

Title

Year

Summary

Design and Implementation of Secure Embedded Systems Based on Trustzone

Securing Peer-to-peer Distributions for Mobile Devices |7

Lightweight Anonymous Authentication with TLS and DAA for Embedded Mobile Devices

Secure device access for automotive softwar

TEEM: A User-Oriented Trusted Mobile Device for Multi-platform Security Applications

Hardware Security for Device Authentication in the Smart Grid [78

Trust-E: A Trusted Embedded Operating System Based on the ARM Trustzone

TrustDump: Reliable Memory Acquisition on Smartphones

Hardware Intrinsic Security to Protect Value in the Mobile Market

Hardware-security technologies for industrial IoT: TrustZone and security controller
Secure and Trusted Application Execution on Embedded Devices

A Novel Method of APK-Based Automated Execution and Traversal with a Trusted

Execution Environment

CacheKit: Evading Memory Introspection Using Cache Incoherence n
ToTEE-An integrated framework for rapid trusted IOT application development
C-FLAT: Control-Flow Attestation for Embedded Systems Software

Remote Attestation for Embedded Systems

CaSE: Cache-Assisted Secure Execution on ARM Processors

A trustenclave-based architecture for ensuring run-time security in embedded terminals

TruApp: A TrustZone-based authenticity detection service for mobile apps

OPTZ: a Hardware Isolation Architecture of Multi-Tasks Based on TrustZone Support
of TCB

TM-Coin: Trustworthy in IoT

TIoTEED: An Enhanced, Trusted Execution Environment for Industrial IoT Edge Devices
Establishing Mutually Trusted Channels for Remote Sensing Devices with Trusted

Execution Environments [96

MIPE: A Practical Memory Integrity Protection Method in a Trusted Execution Environment

Towards the Security of Motion Detection-based Video Surveillance on IoT Devices
Ditio: Trustworthy Auditing of Sensor Activities in Mobile & IoT Devices
TrustShadow: Secure Execution of Unmodified Applications with ARM TrustZone

T2Droid: A trustzone-based dynamic analyser for android applications

A private user data protection mechanism in trustzone architecture based on identity

authentication |1

TZ-KPM:Kernel Protection Mechanism on Embedded Devices on Hardware-Assisted

Isolated Environment

TICS: Trusted Industry Control System Based on Hardware Security Module

Boot Attestation: Secure Remote Reporting with Off-The-Shelf IoT Sensors |

Secure mobile device structure for trust IoT [62

Cryptographic key protection against FROST for mobile devices

Encrypting data to pervasive context

LTZVisor: TrustZone is the key H

An Effective Authentication for Client Application Using ARM TrustZone
ARMHEX: A hardware extension for DIFT on ARM-based SoCs \

Secure and Privacy-Aware Data Dissemination for Cloud-Based Applications

Privacy-Preserving Location-Based Services by Using Intel SGX |

On the performance of a trustworthy remote entity in comparison to secure

LogSafe: Secure and Scalable Data Logger for IoT Devices

multi-party computation

Secure edge computing with ARM trust zone

Decentralized IoT Data Management Using BlockChain and Trusted Execution Environment
Program-flow attestation of IoT systems software

Enabling Security-Enhanced Attestation With Intel SGX for Remote Terminal and IoT
Embedded policing and policy enforcement approach for future secure IoT technologies @

TEE Based Session Key Establishment Protocol for Secure Infotainment Systems

Feasibility of societal model for securing Internet of Things

Centralized duplicate removal video storage system with privacy preservation in IoT
CryptMe: Data Leakage Prevention for Unmodified Programs on ARM Devices
PrivacyGuard: Enforcing Private Data Usage with Blockchain and Attested Execution

Development of an Embedded Platform for Secure CPS Services

Towards Decentralized Accountability and Self-sovereignty in Healthcare Systems

BASTION-SGX: Bluetooth and Architectural Support for Trusted I/O on SGX

Security and privacy aware data aggregation on cloud computing

EmLog: Tamper-Resistant System Logging for Constrained Devices with TEE

Building a Trustworthy Execution Environment to Defeat Exploits from both Cyber Space

and Physical Space for ARM
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2017
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2018
2018
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2018
2018
2018
2018
2018
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2018

2018

Access control between trusted and untrusted applications

Secure P2P distribution for mobile devices with owner control

Anonymous authentication method for mobile devices

Secure device access to restrict direct access for the extension software

System to address security requirements in mobile and embedded platforms

Private keys protection without user interaction and device authentication

Trusted embedded OS architecture

Tool to obtain RAM and CPU registers from a compromised mobile OS
Implementation of an electronic fingerprint derived from device physical characteristics
Device snapshot authentication system

Holistic approach to the security and trust of embedded devices
Tool for lightweight applications using TEE

Rootkit to include malicious code in TrustZone

Framework for development of trusted IoT applications

Attestation for the application execution path without requiring the source code
Implementation of Trusted Platform Module (TPM) with ARM processor
Cache-assisted protection against multi-vector attacks and memory disclosure
Architecture to secure embedded terminals

Authenticity and integrity verifier for mobile apps

Multitask hardware isolation between normal and secure worlds

Trustworthy management system for TCB measurements in [oT

Real Time Operating System inside the secure world of ARM TrustZone
Remote attestation in a single run for small-scale devices

Protection against kernel data and direct memory access attacks
Framework to secure the motion detection procedures

Sensor activities auditing and compliance checking

Protection for legacy applications running in untrusted OS

Dynamic API function calls and kernel syscalls analyser for Android

Identity certification of Client Applications to avoid data leakage

Kernel protection mechanism to detect malicious processes

Trustworthiness defense based on attestation and whitelist mechanisms
Light scheme to measure software integrity during the boot phase
Secure software domain separation to protect IoT data

Cryptographic key protection scheme for mobile devices
Communication security between building blocks

Hypervisor architecture to assist virtualization

Client authentication scheme using ARM TrustZone

Protection for DRIFT (Dynamic Information Flow Tracking)

User privacy enforcement with anonymity and indistinguishability

Secure data dissemination for cloud-based IoT applications
Performance comparison of SGX-based TRE and secure MPC frameworks

Platform to connect IoT devices and proprietary cloud solutions

SGX-based trusted logger for IoT devices data

Decentralized system for IoT data management using blockchain and TEE
Remote attestation process for IoT devices

Enhance security for remote terminals (bring your own device)

Activities monitor on the SoC communication bus

Secure communication between a user device and a vehicle telematics

Societal model for IoT security, where the "stronger” takes care of the "weaker"
Privacy-preserving deduplicate video on storage systems

Integration of memory encryption and TrustZone-based memory access controls
Framework that integrates blockchain and trusted execution environment
TrustZone-based platform to secure cyber-physical devices and gateways

Data Management system to protect personal health data

Architectural support for bluetooth trusted I/O

Architecture for secure data aggregation in cloud-based IoT

Tamper-resistant logging system for constrained devices

System to shield legacy applications on IoT devices
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Table A.2: Conference names

Conferences
Intl. Conf. on Information Reuse and Integration for Data Science Intl. Conf. on Information Security Theory and Practice
Intl. Conf. on Embedded Software and Systems Intl. Conf. on Information Security Practice and Experience*
Intl. Conf. on Information Security Intl. Conf. on Recent Trends in Electronics, Information & Communication Technology
intl. Conf. on Connected Vehicles and Expo Intl. Conf. on Trust and Trustworthy Computing
Intl. Conf. on Autonomic & Trusted Computing Intl. Conf. on Computational Intelligence and Security
Intl. Conf. on High Performance Computing and Communications Intl. Conf. on Ubiquitous Computing and Communications
Intl. Conf. for Information Technology and Communications Intl. Conf. on Pervasive Computing and Communications
Intl. Conf. on Wireless and Mobile Computing, Networking and Communications Intl. Conf. on Availability, Reliability and Security
Intl. Conf. on Trust, Security and Privacy in Computing and Communications* Intl. Conf. on Utility and Cloud Computing
Intl. Conf. on Mobile Systems, Applications, and Services Intl. Conf. on the Internet of Things
Intl. Conf. on Field Programmable Logic and Applications Intl. Conf. on Internet of Things, Big Data and Security
Intl. Conf. on Information and Communications Security Intl. Conf. on Internet-of-Things Design and Implementation
Intl. Workshop on Data Privacy Management Intl. Workshop on Smart Grid Security
Intl. Workshop on Hardware and Architectural Support for Security and Privacy Intl. Workshop on Human-centered Sensing, Networking, and Systems
Intl. Workshop on the Security of Industrial Control Systems and Cyber-Physical Systems* PerCom Workshop On Security, Privacy And Trust In The Internet of Things
Euromicro Conf. on Real-Time Systems Conf. on Embedded Network Sensor Systems
European Symposium on Research in Computer Security* Conf. of the IEEE Industrial Electronics Society
European Symposium on Security and Privacy Conf. on Computer and Communications Security
Intl. Symposium on Cyberspace Safety and Security Intl. Wireless Communications and Mobile Computing Conf.
Intl. Symposium on Research in Attacks, Intrusions, and Defenses Information Security Solutions Europe Conf.
Symposium on Security and Privacy Thematic Workshops of ACM Multimedia
Learning and Technology Conference Living in the Internet of Things: Cybersecurity of the IoT

Table A.3: Journal names

Journals
Tsinghua Science and Technology* Trans. on Dependable and Secure Computing
The Journal of Supercomputing Trans. on Computer-Aided Design of Integrated Circuits and Systems
Sensors Cluster Computing*
Internet Computing - ICT for Smart Industries Journal of Internet Services and Applications

Design Automation for Embedded Systems

Table A.4: Percentage of papers according to quality assessment questions

Questions/Answers Yes Partially No
Is the text well organized and clear (easy to understand)? 5593% 40,68 % 3,39 %
Is the motivation and objective well described? 76,27 % 20,34 % 3,39 %
Does the paper present an application scenario or case study? 4237 % 4746 % 10,17 %
Is the methodology clear (easy to understand and replicate)? 3220% 5593% 11,86 %
Does the paper have many references and good related works? 52,54 % 42,37 % 5,08 %
Does the study present some implementation and practical results? 71,19% 18,64 % 10,17 %

Does the paper clearly present any advantages/disadvantages regarding the technology used? 30,51 % 54,24 % 15,25 %
Do the authors present good validation? 2542 % 52,54 % 22,03 %
Are the results clear enough (explicit and well discussed/evaluated)? 3729 % 47,46 % 15,25 %
Do the authors suggest future works? 28,81 % 1525% 55,93 %
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